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EXECUTIVE SUMMARY

EXECUTIVE SUMMARY

1.  This Report summarizes the AML/CFT measures in place in the Republic of Kazakhstan as at the
date of the on-site visit of the EAG assessment team (September 12 — 30, 2022). It analyzes the level of
compliance with the FATF Recommendations and the level of effectiveness of the AML/CFT system of
the Republic of Kazakhstan, and recommends how the national AML/CFT system could be strengthened.

Key Findings

1.  The Republic of Kazakhstan makes considerable efforts to identify, understand and assess the
national ML/TF risks and develop measures to mitigate them. Despite the fact that the ML NRA has no
finding on the specific ML risks, the approach used to assess the predicate offences that generate main
proceeds and review ML-related criminal cases reflects the needs of the country. In turn, the TF/PF NRA
clearly specifies inherent TF risks.

2. The national AML/CFT policy is shaped on an ongoing basis and is properly aimed at mitigating
the identified ML/TF risks. The findings of the risk assessments were adequately taken into account to
identify the tasks and measures to be accomplished and taken by competent authorities.

3. The findings of risk assessments are communicated to FIs, DNFBPs, VASPs and SRBOs through
institutional and operational mechanisms.

4.  There is scope to further improve the methodology of ML risk assessment, enhance understanding
of inherent risks and use the NRA findings to develop comprehensive interagency plans to mitigate the
identified risks.

5. A wide range of financial and other information is available to all LEAS/SSAs. LEAS/SSAs
regularly and effectively request, receive (including proactively) and use the FIU financial investigation
data and other relevant information to gather evidence for investigating money laundering, terrorist
financing and predicate offences and tracing criminal proceeds.

6. The FIU is a core element of the national AML/CFT regime in Kazakhstan and has a vast amount
of data at its disposal. The FIU uses modern technology and a high level of process automation to
prioritize, initiate and assist in investigations of cases conducted by LEAS/SSAs.

7. The powers of pre-trial investigative authorities to detect, suppress and investigate ML crimes are
implemented in accordance with the legislation of the Republic of Kazakhstan and taking into account
the specific anti-crime tasks performed by each agency within its purview. In general, this work is carried
out in a systematic manner.

8.  The "follow the money" principle is consistently implemented in the country, measures have been
taken to improve the methodology of parallel financial investigations, access to a wide range of necessary
financial information is provided. The level of interagency cooperation is high. International cooperation
is used for the purpose of combating crime in general and ML in particular.

9.  The detected, investigated and prosecuted ML types are generally consistent with the nature of
national threats and risks and national AML policy.

10. Natural persons convicted of ML offences are subject to proportionate, dissuasive and effective
sanctions. No sanctions have been imposed on legal persons for ML in the country. If it is not possible
to secure a conviction for ML, a criminal prosecution for the predicate offence is carried out. In cases
prescribed by law, the institution of non-conviction-based (pre-trial) confiscation is applied.

11. Confiscation of property obtained by criminal means or acquired with criminally obtained funds
and instrumentalities of crime, compensation for property damage caused by crimes is a priority task and
means of implementation of the state criminal policy in the anti-crime sphere.
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12. Confiscation takes place as part of the criminal prosecution of a person, and in cases provided for
by law without a conviction, and is a direct consequence of the commission of an offence. Confiscation
of the proceeds of crime, property acquired by criminal means, instruments and instrumentalities of
crime, and property of equivalent value is applied.

13. Measures have been taken to intensify LEA/SSASs’ efforts to search for assets abroad and their
return.

14. The work on the execution of court decisions in terms of confiscation of property and compensation
for criminal damage is not in enough extent effective.

15. Confiscation of non-declared (falsely declared) cash in administrative proceedings is not applied at
all, and in criminal proceedings it is sporadic. Customs authorities have significantly limited powers and
access to information resources compared to LEAS/SSAs. In this regard, the disruption of cash couriers'
activities through the application of confiscation is not effective.

16. The maintenance of statistics at certain stages of criminal proceedings, including detection,
investigation and prosecution for ML, as well as confiscation and provisional measures, is not
comprehensive.

17. The country's authorities are well aware of the TF risks and respond appropriately. Overall, the
LEA's investigations into TF, as well as the country's response, are consistent with the findings of the
NRA and the TF risk profile of Kazakhstan. While LEAS pay serious attention to threats of international
terrorism, the threat of terrorist financing within the country is not excluded, which the competent
authorities take into account in their activities.

18. Kazakhstan seeks to deprive terrorists, terrorist organisations and terrorist financiers of their assets
and funds through a variety of methods. The country has a system of implementing TFS that allows for
their application without delay. The lack of referrals for inclusion on the UNSCRs may be a
disadvantage, given the large number of individuals on the national List.

19. Interagency cooperation between supervisory and law enforcement authorities has been built in the
country, which generally allows, if necessary, to collect and verify information about the activities of
NPOs and their possible involvement in TF in a timely manner, as well as to exchange it, including at the
international level. At the same time, no cases of involvement of NPOs in TF-related activities were
identified in the assessed period.

20. Kazakhstan has a unified legal framework in the field of combating PF and TF. The competent
authorities have taken measures to include persons involved in the TF and PF in the relevant Lists and
the private sector — to freeze assets without delay.

21. All obliged entities, except for commodity exchanges and lawyers, have good knowledge and
understanding of their AML/CFT obligations and risks existing in the country, their sectors and
institutions. The obliged entities have a good understanding of the ML risks, and at lesser extent FT risks.

22. In most obliged entities the internal control measures are based on the statutory requirements set
out in the legislation. At the same time, certain obliged entities (this mostly concerns STBs and PSPs and
insurance companies) demonstrated implementation of their own internal risk mitigation measures.

23. All obliged entities apply CDD measures to customers and their beneficial owners and verity data
using open and commercial databases and information sources. Obliged entities apply targeted financial
sanctions, deny transactions, refuse to establish and maintain business relationships, and freeze assets.
At the same time, some non-banking Fls tend to rely on the internal controls exercised by the STBs when
opening and maintaining a customer's bank account or conducting transactions. There are some
shortcomings in identification of BOs and national PEPs in DNFBPs.

24. In general, the obliged entities are reasonably well aware of and fulfils their obligations to send
STRs regarding proceeds of crime and, to a lesser extent, terrorist financing. The bulk of STRs are sent
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by the STBs, that is in line with the risk profile of Kazakhstan. At the same time, some obliged entities
(commodity exchanges and insurance brokers) did not send or sent relatively few STRs, that cannot be
explained by their low risk profile alone and is indicative of a lack of understanding and compliance with
the STR reporting obligation. Not all DNFBPs report a refusal to establish a business relationship.

25.  FlIs activity covered by the FATF standards requires to be licensed or registered in Kazakhstan for
the purpose of AML/CFT compliance monitoring and supervision by supervisory authorities, and
supervisory authorities conduct regular inspections to identify unlicensed or unregistered activities. With
the exception of lawyers, notaries, legal advisors and real estate agents, all DNFBPs shall be registered
as legal entities. Lawyers, notaries, legal advisors, audit firms, casinos and organisers of gambling
industry shall be licensed. Jewelers, legal advisors, real estate agents shall notify FMA about
commencement of activities as obliged entity.

26. Supervisors effectively identify cases of criminals owning significant shares in Fls as well as
holding managerial positions, but do not identify persons affiliated with criminals. The DNFBP sector
and VASPs outside AIFC has certain mechanisms in place to prevent criminals from entering the market,
both at the moment of registration or licensing for a few sectors and at the moment of notification of
FMA as an obliged entity. The AFSA registers and licenses AIFC members that are DNFBPs and VASPs,
and identifies BOs and affiliates, and checks for criminal history, sanctions, etc.

27. ARDFM and NB have most effectively applied various tools of risk-based approach in supervising
the compliance of Fls with AML/CFT requirements, including on-site inspections and unplanned
inspections and remote supervision. The APDC applied risk-based supervision to a lesser extent. FMA,
MCS, IPAC, MoJ apply elements of risk-based supervision.

28. Supervisory authorities generally apply to Fls a wide range of corrective measures when complying
with AML/CFT requirements. Nevertheless, these measures are not proportionate to the violations
committed and not sufficiently effective to prevent subsequent violations of AML/CFT legislation by
other obliged entities. Corrective measures in relation to DNFBPs are not diverse, and sanctions are not
proportionate and dissuasive. AFSA applies various corrective measures, including to AIFC obliged
entities’ officials.

29. Information on the types of legal persons and the specifics and procedures for their establishment
Is public and available in Kazakhstan.

30. The competent and other authorities of Kazakhstan have generally demonstrated certain
understanding of the vulnerabilities of legal persons, limited to examples of criminal prosecutions for
predicate offences without in-depth analysis and involvement of all relevant authorities and the private
sector. The risk of illegal use of legal persons for ML purposes is high. No cases of misuse of legal
persons for TF purposes were identified at the time of the on-site mission.

31. In order to mitigate the risks of misuse of legal persons, a number of tools have been developed
and implemented in the country. These include risk-based controls carried out by the SRC, but related
only to tax administration and the prevention of the involvement of legal persons in predicate offences.

32. Several types of sanctions are applied to legal entities, including corrective measures,
administrative fines, blocking of bank accounts, collection requests for tax arrears, imposition of fines
and penalties. Penalties for failure to provide information are generally not applied. Several types of
sanctions are applied to legal entities, including corrective measures, administrative fines, blocking of
bank deposit accounts, collection requests for tax arrears, imposition of fines and penalties. Penalties for
failure to provide information are generally not applied.

33. The State Database “Legal Persons” (SDLP) contains basic information on legal entities and
information on beneficial owners of legal entities — residents of the Republic of Kazakhstan. The SDLP
is public, however, the information related to BOs is only available to law enforcement and special and
supervisory authorities, FMA and STBs. The source of BOs data is the information provided by
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applicants during the registration of legal entities. Provided BO information is not verified by the
registration authority for accuracy and relevance. FMA maintains its own register of BOs of legal entities,
which unites data from several sources, such as the SDLP, AIFC register, securities depository, as well
as the results of tactical analysis and materials of interaction with law enforcement agencies on relevant
investigations. The FMA’s register is available to law enforcement and special agencies and can also be
used to initiate data changes in the SDLP.

34. Non-resident legal entities’ BOs are identified by the FI or DNFBP at the time of accepting services
by collecting and examining data from available public or commercial databases. Data on BOs of non-
resident AIFC members are identified and verified quite effectively. The relevant information is provided
to the competent authorities upon request.

35. The law does not stipulate activities of legal arrangements on the territory of the Republic of
Kazakhstan. However, the AIFC developed regulatory documents on trusts. At the time of the on-site
visit, no trusts were registered with the AIFC. The AIFC has developed no legal basis for activities of
other types of legal arrangements.

36. International cooperation, including mutual legal assistance, is generally carried out in a
constructive and timely manner. The GPO, as a central body (along with the SC) coordinates this activity,
ensures recording of requests and their timely execution. Secure electronic communication channels are
used for their transmission. However, feedback on the usefulness of the information provided within the
framework of MLA execution is not requested on a systematic basis.

37. In the vast majority of cases, all competent authorities resort to MLA mechanisms when there is
evidence of the transnational nature of the offence. Statistical information shows that competent
authorities are confident in resorting to MLA mechanisms and that, in general, the assistance requested
corresponds to the country's risk profile.

38. LEAS/SSAs have been successful in identifying, seizing and confiscating assets abroad.

39. The authorities of the Republic of Kazakhstan generally cooperate effectively in the field of
extradition and most of the relevant incoming requests are granted.

40. LEASs/SSAs and FIU effectively cooperate and exchange information in other forms at various
international venues. Such cooperation leads to concrete practical results.

41. International cooperation of FI supervisors is based on international agreements and there are no
regulatory obstacles to the exchange of relevant information.

42. All competent authorities are able to receive and transmit beneficial ownership information through
MLA and other forms of international cooperation.

Risks and General Situation

2.  The Republic of Kazakhstan is taking significant efforts to identify, understand and assess its ML/TF
risks and develop measures to minimize them.

3. The first national ML/TF risk assessment was conducted in the country in 2018 and was of a closed
nature. Since 2018 AML/CFT system of Kazakhstan have overcame the significant changes. In 2021, two
separate NRA were conducted — in respect of ML and in respect of FT/PF; all competent authorities and
the private sector were involved in them. For this purpose, own methodology has been developed based on
the OSCE Guidance on the collection of data to conduct the ML/TF risk assessment and Words Bank’s
Risk Assessment Tool. The summary of the both NRA was published on FMA’s official web-site and on
government authorities” web-sites. It can be concluded that the country has revised the results of the
previous assessment and carried out some reforms aimed at minimizing the identified AML / CFT risks and
improving the efficiency of financial intelligence, supervisory and law enforcement agencies.
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4.  The ML NRA identifies tax crimes, illegal business activities, corruption, embezzlement of public
funds, fraud and illicit drug trafficking as the offences posing high threat.

5. The main predicate offences for money laundering are: issuance of “fictitious” (fake) invoices;
misappropriation or embezzlement of entrusted third party’s property; illegal gambling operation; illicit
trade in crude oil and petroleum products; tax evasion; fraud; breach of excisable goods marking procedure;
production, storage or sale of counterfeit money; and infliction of pecuniary loss by deception.

6.  The consolidated CFT efforts taken by the authorities have led to significant improvement of the
criminal environment since 2017, and, at present, the TF risks could be assessed a medium. The assessors
considered the level of coordination and effectiveness of actions taken by the competent authorities to detect
and disrupt TF activities, consistency of the undertaken CFT efforts with the risks, vulnerabilities and
threats identified in the NRA, and cooperation of the competent authorities with the FIU in the fight against
terrorist financing.

7. No terrorist acts were committed in Kazakhstan in 2017-2021.
Overall Level of Effectiveness and Technical Compliance

8.  The Republic of Kazakhstan has made significant progress in building an effective AML/CFT/PF
system. As part of the ongoing reforms in the state, significant changes have been made to the AML / CFT
| PF legislation, coordination and interaction mechanisms have been improved, the working mechanisms
of FIs and DNFBPs have been improved, a significant number of automated systems have been introduced
to ensure the efficiency of the activities of all participants in the system.

9.  Kazakhstan has made significant improvements in its overall level of technical compliance with the
FATF Recommendations, although some shortcomings remain. The legislation of the Republic complies
or substantially complies with most of the requirements of the FATF Recommendations. Since the previous
mutual evaluation, most of the legal acts and other legislative acts related to the issues under consideration
have undergone significant changes. The legislation governing the powers of the LEA and the competence
of the FIU is in line with AML/CFT/CPF standards. ML and TF crimes have been criminalized,
mechanisms for freezing and confiscation of assets have been established, which, however, need to be
improved. The powers of the competent authorities for coordination and interaction in the field of
AML/CFT/CPF both at the national and international levels have been regulated. Measures for the
application of CDD, storage of data and submission of STRs by reporting organizations are legislatively
fixed.

10. The Republic of Kazakhstan has achieved a substantial level of effectiveness in terms of identifying,
understanding and minimizing risks, as well as coordination and interaction. Also at a significant level is
the activity of the FIU and the use of operational financial information for the purpose of detecting,
investigating and suppressing, as well as adjudicating ML/TF crimes and predicate offences. The country
has built an effective CFT system based on preventive measures and the timely application of the TFS
mechanism. Some progress has been made in applying proportionate and targeted measures to the activities
of NPOs vulnerable to exploitation for TF purposes. Improvements are required in terms of MLA,
transparency of legal persons and arrangements, and confiscation issues.

Assessment of Risks, Coordination and Policy Setting (Chapter 2 - 10.1, R.1, R.2, R.33)

11. The Republic of Kazakhstan used its own methodology to assess ML and FT/PF risks. All competent
authorities and the private sector were involved in the preparation of the NRA. To prepare the NRA, a large
volume of quantitative and qualitative data was used.

12.  The approach used in ML NRA, which enables to assess predicate offences that generate main

proceeds and review ML-related criminal cases, highlights the national priorities, but does not contain a

conclusion on specific ML risks.

13. The TF/PF NRA clearly highlights the FT risks of the country. The evaluators agree with the findings
8
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of the FT/PF NRA on the average risk level, taking into account a number of factors and measures that
national competent authorities apply to mitigate the identified risks.

14. In the course of the NRA, the risk assessments of the use of virtual assets and the NPO sector was
also conducted; in addition, assessment of the vulnerabilities of legal entities was conducted. However, the
NRA does not assess the national cross-border ML risks. Despite this fact, competent authorities and the
private sector have demonstrated that they understand the cross-border risks related to cash flow.

15. The national AML/CFT policy is appropriately aimed at taking measures to mitigate the identified
ML/TF risks. Kazakhstan implements an ongoing and coordinated process to develop policy based on the
outcomes of official risk assessments. Appropriate national strategies and action plans developed, inter alia,
based on the 2018 and 2021 ML/TF national risk assessments, are an integral part of the strategic and
operational national policy to combat ML/TF in the country.

16. National interaction and cooperation are the strengths of the Kazakh AML/CFT framework. FMA is
responsible for coordination of legislative and operational AML/CFT activities and receives a high-level
support from the country’s leadership. Kazakhstan has various interagency coordination mechanisms.

17.  The NRA outcomes are adequately communicated to the private sector through both institutional and
operational mechanisms. FIs, DNFBPs and other sectors that should follow the AML/CFT requirements
were directly involved in national and sectoral risk assessments.

Financial Intelligence, Money Laundering and Confiscation (Chapter 3 — 10.6-8, R.3, R.4, R.29-32)

18. All LEAS/SSAs regularly and effectively obtain and use financial intelligence and other relevant
information to gather evidence for investigations of money laundering, terrorist financing and predicate
offences and tracing criminal proceeds. Information may be obtained either independently or through the
FIU.

19. The FIU has a vast amount of data at its disposal, including a large number of suspicious transaction
reports and reports of transactions subject to mandatory monitoring. The FIU uses state-of-the-art
technology and a high level of process automation to prioritize, initiate and facilitate investigations
conducted by LEAS/SSAs.

20. The information contained in the FIU database is used to assist ongoing investigations, as well as to
initiate new investigations into predicate offences and, less frequently, money laundering (except the EIS)
and terrorist financing. Case studies and statistics show that analysis data are used to investigate cases that
are proactively referred to law enforcement authorities as well as to assist ongoing investigations.

21. LEAS/SSAs have also demonstrated that financial investigation data communicated proactively or
upon request is of high quality and an inseparable part of their work.

22. Most threshold and suspicious transaction reports are received by the FIU from financial institutions;
DNFBPs submit them in smaller numbers. The FIU also receives other additional information from STBs
upon request. Besides that, the FMA also receives information on transactions suspended by the obliged
entities prior to their conduct due to suspicion of ML/TF.

23. The FIU has excellent resources and information capabilities and competent analysts who have in-
depth knowledge of the national AML/CFT system specificities.

24. AML/CFT cooperation at the national level is a strength of the Kazakh AML/CFT system.
LEAS/SSAs noted the close cooperation and effective coordination on ML/TF issues, for which purpose
separate dedicated platforms were established to determine the directions of state policy in this area. The
exchange of information between the FMA and the RK competent authorities is carried out exclusively via
secure communication channels.

25. In the Republic of Kazakhstan the activity on detection, suppression and disclosure of ML crimes is
carried out in the form of a criminal intelligence activity and pre-trial investigation. The powers of pre-trial
authorities are performed in accordance with the legislation and taking into account the specific tasks in the
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field of combating crime, carried out by each agency within its competence. In general, this work is
conducted in a systematic manner.

26. Since 2017, there has been a downward trend in the number of registered predicate crimes, which in
turn affects the number of detected cases of ML. The majority of ML crimes are committed by self-
laundering. Failure to establish elements of the predicate crime when detecting the fact of ML does not
prevent pre-trial investigation on legalization. Initiative reports of suspicious transactions by FIUs are also
grounds for launching a pre-trial investigation into money laundering.

27. The Republic of Kazakhstan consistently implements the "follow the money™ principle. For the
purposes of conducting parallel financial investigations and exercising other powers the LEAS/SSAs have
access to a wide range of information about individuals and legal entities, including financial information;
a number of LEAs have established special units, whose competence includes exclusively conducting
parallel financial investigations.

28. The competent authorities have the necessary human, informational and analytical resources,
continuous professional development of employees is carried out.

29. The level of interagency cooperation is high. International cooperation is used for the purposes of
combating crime in general and ML in particular.

30. The types of ML detected, investigated and prosecuted generally correspond to the nature of national
threats and risks, as well as the national policy in the field of AML. The state pursues a policy of combating
shadow economy, corruption, offences in the sphere of economic activity, tax and customs offences, and
illicit trafficking in narcotic drugs and psychotropic substances.

31. The Republic of Kazakhstan prosecutes various types of ML, there are no aspects of the investigative,
prosecutorial or judicial process that prevent or delay the prosecution and application of sanctions for ML.

32. Individuals convicted of ML offences are subject to proportionate, dissuasive and effective sanctions.
No sanctions have been imposed on legal persons for ML in the country.

33. If it is impossible to obtain a conviction for ML, criminal prosecution for the predicate offence is
carried out, and if a conviction for ML cannot be secured due to search, death, amnesty of the person or
expiry of the statute of limitations, the institution of pre-trial confiscation is applied.

34. Confiscation of property obtained by criminal means or acquired by criminal means, instrumentalities
and means of committing a crime, compensation for property damage caused by crimes is a priority task
and one of the measures of implementation of the state criminal policy in the field of combating crime.

35. The confiscation of the proceeds of crime, property acquired with the proceeds of crime,
instrumentalities and means of crime, and property of equivalent value is carried out as part of the criminal
prosecution of a person, including in some cases without a conviction, and is a direct consequence of the
commission of an offence.

36. The criminal prosecution authorities are exercising their procedural powers to enforce confiscation.
Measures have been taken to intensify their efforts in the search for assets abroad and their return. Aspects
hindering the application of confiscation include the lack of practical mechanisms for taking provisional
measures in relation to VAs.

37. Confiscation of undeclared (misdeclared) cash in administrative proceedings is not applied at all, in
criminal proceedings it is sporadic. The suppression of cash couriers through the application of confiscation
in this regard is not effective, including due to the limitations of customs authorities in obtaining law
enforcement information as compared to the LEAS/SSAs.

38. The statistics of the identification, investigation and prosecution of ML, as well as the application of
provisional measures and confiscation are not comprehensive and require adjustment of approaches to its
accumulation.
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Terrorist and Proliferation Financing (Chapter 4 — 10.9-11, R.5-8)

39. The country's authorities clearly understand the threat of international terrorism and the external and
internal factors that contribute to the involvement of citizens in terrorist activities, among which the most
relevant for Kazakhstan is the radicalization of the population through involvement in destructive religious
movements and propaganda of terrorist ideas.

40. In Kazakhstan measures have been taken to coordinate the actions of all actors engaged in the fight
against terrorism and to ensure a high level of cooperation among all government authorities and
organizations.

41. TF detection and prosecution is one of the activities of LEAS/SSAs in the field of counter-terrorism.
LEAS/SSAs have the necessary human, material and technical and information and analytical resources.
Operational capabilities of the FIU are actively used for the purposes of identifying TF, and parallel
financial investigations are conducted. National security authorities ensure the proper quality of the CIDA
and pre-trial investigations into TF offences. The results of criminal prosecutions are consistent with the
NRA findings and the country's risk profile.

42. The main authority responsible for detecting, suppressing and investigating terrorist offences,
including TF, is the NSC. At the same time, the activities of other LEAs (EIS and MIA) engaged in
combating terrorist offences should be intensified.

43. The sanctions applied by the courts to natural persons for TF offences are effective, they are
dissuasive and generally proportionate, since they are imposed taking into account the public danger of the
act and personal background. At the same time, the information provided did not allow to make a definitive
conclusion about the nature of sanctions in relation to legal persons.

44. In general, Kazakhstan has built and uses a system that meets the requirements for the application of
targeted financial sanctions without delay. Despite the introduction of amendments to the regulatory legal
framework of the Republic of Kazakhstan in 2020 aimed at stipulating at the legislative level the
mechanisms and procedures for the implementation of the TFS requirements by the obliged entities and
individual government authorities, Kazakhstan has demonstrated that, before the adoption of these
amendments, TFS were also applied without delay.

45.  The majority of obliged entities understand their obligations with regard to the implementation of
TFS measures.

46. Kazakhstan carries out certain work to control NPOs in order to prevent them from being misused for
TF purposes without prejudice to their legitimate activities. The country provides for measures aimed at
preventing registration of NPOs exposed to such risk, termination of their activities and liquidation, as well
as applying sanctions for non-compliance of NPOs with the relevant control requirements of the country.
At the same time, the work is generally based on the NRA and TF SRA findings in terms of the misuse of
NPOs, according to which the average risk level is assigned to charitable and religious organizations.

47. NPOs sufficiently understand the vulnerability of organizations to the use for TF purposes, but do not
fully have the mechanisms of their own actions in the event of such situations.

48. Kazakhstan has a unified legal framework in the field of combating PF and TF. In general, the country
has built and uses a system that meets the requirements for the immediate application of targeted financial
sanctions. In addition, an effective customs and export control system is in place, one of the tasks of which
is the control of dual-use goods.

Preventive Measures (Chapter 5 -10.4, R.9-23)

49. In the financial sector, most obliged entities have good enough understanding of AML/CFT
obligations and risks existing in the country, sectors and their institutions. However, understanding of risks
concerns primarily potential involvement in predicate offences, but not in ML/TF schemes (except for
STBs, PSP and insurance companies). In general, the DNFBPs have a good understanding of level ML and
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TF/PF threats and vulnerabilities in sectors. They also understand the level of national ML risks and, to a
lesser extent, the level of national TF/PF risks. Sectoral ML/TF/PF risk assessments would allow to improve
understanding of their own risk profiles. VASPs have a good understanding of ML and TF/PF risks and
also risks related to misuse of digital assets for ML/TF/PF purposes.

50. FlIs conduct CDD when establishing business relationships and perform ongoing monitoring of
transactions carried out by customers and their beneficial owners, but the practice of applying standard,
simplified and extended measures varies from sector to sector, as well as in individual obliged entities. The
full range of CDD measures, depending on the risk level assigned to the client, is applied mainly in STBs,
but to a lesser extent in other sectors. There are also shortcomings in identification of ultimate beneficial
owners of corporate customers.

51. In general, DNFBPs and VASPs have demonstrated a significant level of understanding of the
AML/CFT obligations in context of their sectoral specificities. The DNFBP and VASP sector entities
implement internal controls and comply with the ICR requirements related to conducting customer due
diligence and screening customers against the lists. Besides that, all DNFBPs and VASPs have
demonstrated a good awareness of their TFS obligations and understanding of the need to apply targeted
financial sanctions and to keep confidentiality. At the same time, there are shortcomings in identification
of beneficial owners in context of transactions carried out by natural persons and also in identification of
domestic PEPs, since these requirements have been implemented in the AML/CFT Law relatively recently.
All demonstrated understanding and knowledge of the need to identify and report suspicious
transactions/activities to FMA.

52. Fls apply enhanced CDD measures to high-risk customers, but certain Fls prefer to refuse to establish
or continue business relationships with high-risk clients instead of taking enhanced CDD measures. Not all
obliged entities identify and report suspicious transactions to the FMA, although this deficiency is observed
in sectors exposed to a low risk where suspicious transactions are minimized.

53. The banking sector, which represents the largest and most significant sector of the financial system
through which monetary transactions pass, is the most effective in applying preventive AML/CFT
measures. The rest of the obliged entities tend to rely on the controls implemented by the STBs to conduct
customer transactions.

Supervision (Chapter 6 — 10.3, R.26-28, R.34-35)

54. Supervisory authorities regulate, control and monitor obliged entities’ compliance with the
AML/CFT legislation, as well as controls to prevent criminals from owning shares in obliged entities
through licensing or registration of their activities, and through subsequent regular inspections, taking into
account certain risk indicators of obliged entities’ activities.

55. At the same time, supervisors understand risks as the involvement of Fls in the commission of
predicate offenses, and accordingly, the quantitative and qualitative criteria for the Fls risk assessment used
to conduct risk-based supervision are not based on ML/TF risks per se. Supervisors have not identified
instances of the involvement of Fls in ML/TF schemes. Supervisors of DNFBPs are generally aware and
understand the risks in the sectors they supervise, and take mitigation measures. However, the measures
are mainly focused on prevention and are not related to addressing the preconditions for the identified
ML/TF risks, with the exception of certain measures taken by the MCS.

56. Supervisors apply various tools of a risk-based approach in AML/CFT supervision in relation to Fls,
but the ARDFM does not fully implement consolidated supervision of the international financial groups.
The FMA, using the “Personal Account” online service on the FMA portal, checks the performance of the
obliged entities on a daily basis and is able to respond promptly to AML/CFT deficiencies in their
performance. The government authorities supervising DNFBPs have not shown much activity in using this
service to detect/prevent AML/CFT breaches.

57. The application of sanctions and supervisory response measures are effective in most cases in
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eliminating identified breaches and preventing their repeating in the same Fls, but have no effect in reducing
the number of breaches of AML/CFT legal requirements in general.

58. Although the FMA does a great deal of work to clearly understand the AML/CFT obligations of the
obliged entities, other supervisors are less active in this direction and rely more on the FMA and industry
SRBs.

59. The AFSA uses a risk-based supervisory approach model developed on the basis of the classic risk
management approach (inherent risks minus controls constitute residual risk), taking into account the
inherent business characteristics of AIFC members based on the available individual risks of the obliged
entities. Quantitative and qualitative criteria are taken into account in this model. At the time of the on-site
mission, there were no inspections completed up to the date of identification and sanctioning of AIFC
members.

Transparency of Legal Persons and Arrangements (Chapter 7 — 10.5, R.24-25)

60. Information on the types of legal persons and the specifics and procedures for their establishment is
public and available. All legal persons created in the Republic of Kazakhstan are subject to state
registration, and the AIFC members are registered by the Registrar of Companies of AFSA.

61. As the main risks, the authorities identified their use for illegal cash-out; their use in illegal activities
of economic entities registered by foreign citizens; for the creation of financial pyramids; for evasion of
taxes and other obligatory payments, primarily by issuing fictitious invoices; in online casino activities. In
general, these risks correlate with those identified by the ML/TF NRA and the risks that are on the radar of
the competent government authorities of the Republic of Kazakhstan.

62. A number of mechanisms have been developed and implemented to mitigate the risks of misuse of
legal persons. These include controls carried out by the SRC based on a risk-based approach, but related
only to tax administration and the prevention of the involvement of legal persons in predicate offences.
However, sanctions are generally not applied for failure to report changes in basic (except for location) or
BO information. Information on the involvement of legal and natural persons in illegal activities based on
the materials of operative checks, criminal cases and analytical work is transmitted by the criminal
prosecution authorities to the FMA. In order to inform the obliged entities, the list of such persons is posted
on the FMA website. The AIFC has implemented risk assessment measures during the registration period
of members, which are regularly updated, as necessary.

63. The competent authorities demonstrated, in general, good understanding of vulnerabilities of legal
persons and the way they can be misused for criminal purposes. The supervisors demonstrated similar
understanding and confirmed the NRA results in terms of vulnerabilities inherent in legal persons. Along
with that, the typologies of misuse of legal persons for ML and predicate offences described in the Report
on vulnerabilities do not seem to be fully developed, since they are based on individual examples of criminal
prosecution without deep analysis and involvement of all interested authorities and the private sector. In
this regard, the assessors conclude that the justification described in the Report on vulnerabilities for
findings on the exposure of legal persons to ML and FT risks is not complete.

64. Being under the jurisdiction of the Ministry of Justice and integrated with 34 information systems of
state authorities, the SDLP contains information about the name of the legal person, its place of registration,
BIN, participation shares, head, individual identification number (further in this section — 1IN), type of
economic activity, form of incorporation, submitted by the applicant when registering information on the
beneficial owner, etc., i.e. basic information about all legal persons registered in the country. The SDLP is
a unified source of data on legal persons, that maintain interdepartmental electronic communication in the
provision of public services and is used as necessary by the competent authorities. The SDLP is integrated
with almost all interested state authorities which receive information automatically upon request.
Information on the creation, types and characteristics of legal persons registered in AIFC is publicly
available and posted on the website of the AFSA.
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65. Since February 2022 this work has been methodologically streamlined and systematised in the form
of a regularly updated automated module "Register of beneficial owners and persons likely controlling a
legal person”. Information from the FMA Register is available to competent authorities upon request. In
case of discrepancies between the data in the Register and the SDLP, the FMA sends a notification to
respective justice department with a request to arrange amendment of SDLP data by the legal person. The
AIFC Registrar collects, cross-checks and maintains basic and BO information related to all residents of
AIFC.

66. Non-resident legal entities' BOs are identified by the FI or DNFBP at the time of accepting services
by collecting and examining data from available public or commercial databases. Data on BOs of non-
resident AIFC members are identified and verified quite effectively.

67. The law does not stipulate activities of legal arrangements on the territory of the Republic of
Kazakhstan. The AIFC developed regulatory documents on trusts. However, at the time of the on-site visit,
no trusts were registered with the AIFC. The AIFC has developed no legal basis for activities of other types
of legal arrangements. No foreign legal arrangements have been identified in the country.

International Cooperation (Chapter 8 — 10.2, R.36-40)

68. International cooperation, including but not limited to provision of mutual legal assistance is
generally performed constructively and in time. General Prosecutor’s Office as the central authority and
coordinator of such activities ensures that most of the queries are completed within the term of 3 months.
At the same time, there are no standard procedures for registration of either incoming queries or the queries
sent by the General Prosecutor’s Office to other authorities. Besides, due to fragmented, non-systemic
recording of query completion, the central authority is used to take little interest in the quality of the
provided information, and requests feedback quite episodically, and fails to perform a proper analysis.

69. LEA/SSAs of the country successfully identify, arrest, and confiscate assets abroad thanks to, among
other things, the Stolen Asset Recovery Initiative implemented in Kazakhstan in 2016. Alternative forms
of international cooperation, including but not limited to CARIN, ARIN AP, ARIN-WCA, INTERPOL,
and FOCAL POINT etc, are in use, but not all the law enforcement agencies demonstrated sufficient
awareness of the possible benefits of such forms of international cooperation during the on-site mission.

70. The authorities of the Republic of Kazakhstan collaborate efficiently in the field of criminal
extradition, and most of the corresponding incoming requests are executed.

71. Law enforcement agencies efficiently collaborate and share information at various international
platforms in other forms. Such cooperation results in certain practical results.

72. International information exchange with FIUs is performed by the FMA systematically and together
with a wide range of partners, and complies with the national risks of ML/TF.

73. International cooperation of the financial supervision authorities is based on international agreements,
and there are no regulatory impediments to corresponding information exchange. The level of international
cooperation in the field of supervision complies with the needs of regulators and the risks that may exist at
this stage.

74.  All the competent authorities can obtain and transfer information on beneficial owners through the
MLA channels but not all the law enforcement and special authorities have a sufficient command of the
corresponding procedures.

Priority Actions

The following is recommended to the Republic of Kazakhstan:
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1. Analyse the reasons for the lack of successful prosecutions for ML without a predicate offence and
take legislative measures where necessary. Intensify efforts to identify and suppress ML for corruption
and drug trafficking offences.

2.  Ensure the practical implementation of the administrative liability of legal persons for money
laundering, expand the range of sanctions in relation to legal persons.

3. Consider amending legislation to expand the institution of pre-trial confiscation of criminal property,
instrumentalities and means of crime in criminal cases.

4.  Increase the effectiveness of customs authorities, and expand their powers, including by providing
direct access to information resources of law enforcement and government authorities.

5. Ensure that confiscation is used as a measure of administrative responsibility for failure to declare
(misdeclare) cash and that cases of administrative offenses in this category are the responsibility of the
courts.

6. Take measures to ensure that all natural and legal persons (not only FIs, DNFBPs and VASPS)
comply with the requirements of the TF and PF TFS.

7. Consider developing additional targeted measures in relation to NPOs vulnerable to the use for TF
purposes, including in terms of ensuring control over the spending of funds by charitable and religious
organizations, based on certain threats and risks of using NPOs for TF purposes.

8.  Consider mechanisms of strengthening the ability of the obliged entities to identify companies owned
or controlled by designated persons in order to identify possible cases of avoiding to comply with PF
requirements.

9.  When identifying BOs of legal persons, the obliged entities should identify BOs exercising effective
control over the legal person and use available public or commercial databases.

10. Supervisory authorities should better understand the ML/TF/PF risks and risk-based supervision
approaches, and conduct sectoral risk assessments.

11. Itis recommended to correct administrative sanctions, including those applicable to the officials of
Fls and DNFBPs violated the requirements of the AML/CFT regulation as well as expanding the range of
corrective measures.

12. The registrators should take measures to arrange verification of information of BO of a legal person,
submitted during registration, as well as to determine liability of applicants for providing unreliable
information during registration (re-registration) of a legal person.

13. Itis recommended to establish a regular exchange of information on BO accumulated by FMA, law
enforcement agencies and the private sector when dealing with legal entities, with the registering authority
to update the information on BOs in the SDLP.

14. The practice of applying proportionate and dissuasive sanctions should be introduced for legal
entities and legal arrangements that do not provide registration authority with the changes in basic and BO
information or provide it not in a timely manner.

15. The Republic of Kazakhstan should systematically request feedback, accumulate and analyze
information about the usefulness of the information transmitted.

16. The Republic of Kazakhstan shall take steps to develop regulatory, organizational, and
methodological mechanisms for execution of the requests related to criminal use of cryptocurrencies and
other virtual assets (out of the AIFC) for money laundering.

17. Ensure quality collection and accumulation of comprehensive and up-to-date AML/CFT statistics.
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Effectiveness and Technical Compliance Ratings

Effectiveness Ratings

Substantial Substantial Moderate Moderate Moderate Substantial

Substantial Moderate Substantial Substantial Substantial

Technical Compliance Ratings

National AML/CFT policies and coordination
LC C
Money laundering and confiscation
LC LC
Terrorist financing and financing of proliferation
LC PC PC LC
Preventive measures

C LC LC
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Transparency and beneficial ownership of legal persons and arrangements
PC LC
Powers and responsibilities of competent authorities and other institutional measures

International cooperation

LC LC LC LC LC
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MUTUAL EVALUATION REPORT
Preface

75. This report summarizes the AML/CFT/CPF measures in place in Kazakhstan as at the date of the on-
site visit. It analyses the level of compliance with the FATF 40 Recommendations and the level of
effectiveness of the Kazakh national AML/CFT system, and recommends how the system could be
strengthened.

76. This evaluation of the AML/CFT/CPF system was based on the 2012 FATF Recommendations, and
was prepared using the 2013 Methodology. The evaluation was based on information provided by
Kazakhstan in the technical compliance and effectiveness questionnaire, and information obtained by the
assessment team during its on-site visit to the country on September 12-30, 2022.

77. The evaluation of Kazakhstan under the second round of the EAG Mutual Evaluations was conducted
by an assessment team consisting of:

e Mrs. Anna Iglikova (Belarus);

e Mrs. Svetlana Poddubskaya (Belarus);

e Mr. Denis Kunev (Russia);

e Mr. Daniel Burda (Russia);

e Mr. Sardor Ikramov (Uzbekistan);

e Mrs. Natalia Radishevskaya (Luxemburg)

e Mr. Dzmitry Varabyou (EAG Secretariat);

e Mr. Mikhail Kolinchenko (EAG Secretariat);
e Mrs. Darya Kudryashova (EAG Secretariat);
e Mr. Soat Rasulov (EAG Secretariat).

78. The report was reviewed by: Shengnan Yan (China), Kostas Gkioulekas (Greece), Waleed Saeed Al
Awadhi (United Arab Emirates) and the FATF Secretariat.

79. The previous mutual evaluation of Kazakhstan was conducted in 2011 using the 2004 FATF
Methodology. The Mutual Evaluation Report of Kazakhstan was adopted by the 14" EAG Plenary in June
2011. The report is a public document accessible on the EAG website.!

80. Following the adoption of the first MER, Kazakhstan was placed in the EAG enhanced follow-up
process. In November 2015, Kazakhstan presented the 3 detailed follow-up report for its removal from
the enhanced follow-up and placement in the regular follow-up process. Technical compliance with R.13
(Suspicious transaction reporting), R.35 (Conventions), SR.1I (Criminalization of terrorist financing) and
SR.IV (Suspicious transaction reporting) was considered as corresponding to the “largely compliant” (LC)
level. However, review of progress made in respect of core R.1 (ML offence), R.5 (Customer due diligence)
and key R.23 (Regulation, Supervision and Monitoring), SR.l (Implementation of UN instruments) and
SR.I1I (Freezing and confiscating terrorist assets) did not allow for making a conclusion that Kazakhstan
was compliant (C) or largely compliant (LC) with these Recommendations. Therefore, the Plenary
requested Kazakhstan to present next enhanced follow-up report at the 24" EAG Plenary Meeting.
Following the discussion of the report, the Plenary concluded that the country made a sufficient progress
and removed Kazakhstan from the EAG enhanced monitoring process.?

! (eurasiangroup.org)
2 4" Follow-up Report - 2016.pdf (eurasiangroup.orq)

18
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https://eurasiangroup.org/files/uploads/files/other_docs/ME/05.%204-%D0%B9%20%D0%9E%D1%82%D1%87%D0%B5%D1%82%20%D0%BE%20%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B5%D1%81%D1%81%D0%B5%20%D0%B2%20%D1%80%D0%B0%D0%BC%D0%BA%D0%B0%D1%85%20%D1%81%D0%BD%D1%8F%D1%82%D0%B8%D1%8F%20%D1%81%20%D0%BF%D1%80%D0%BE%D1%86%D0%B5%D0%B4%D1%83%D1%80%20%D0%BC%D0%BE%D0%BD%D0%B8%D1%82%D0%BE%D1%80%D0%B8%D0%BD%D0%B3%D0%B0%20-%202016.pdf

CHAPTER 1. ML/TF RISKS AND CONTEXT
General Information

81. The Republic of Kazakhstan is a unitary, democratic, secular, legal and social state with a presidential
form of government.

82. Kazakhstan gained independence on December 16, 1991. The capital of the country is Astana city.
The Kazakh language is the official language. The Russian language is a language of interethnic
communication.

83. Kazakhstan has a civil law system (also called Romano-Germanic legal system) which is based on
binding rules and norms set out in the national legislative acts.

84. The legal system of Kazakhstan has a strict hierarchical structure where any lower-level law and/or
regulation shall not contradict the higher-level laws and regulations. The Constitutions is the basic law of
Kazakhstan. The current version of the Constitution of the Republic of Kazakhstan was adopted at a
nationwide referendum on August 30, 1995.

85. The President of the Republic of Kazakhstan is the head of the state and the highest public official
who determines the core principles of domestic and foreign policies and represents Kazakhstan
domestically and in the international arena.

86. The executive power is exercised by the Government that presides over the system of executive
bodies and supervises their activity.

87. The legislative power is exercised by the Parliament that consists of two chambers acting on a
permanent basis, the Senate and the Majilis. The Senate (the upper chamber) is composed of elected
members: two from each region and three cities of “state significance”, including the capital city. Another
fifteen members of the Senate are appointed by the President of Kazakhstan with a view to ensuring
representation of all diverse national and cultural components of the society.

88. The Majilis (the lower chamber) is composed of one hundred and seven members, nine of whom are
elected by the Assembly of People of Kazakhstan. Administratively, Kazakhstan is divided into 17 regions
and 3 cities having the “state significance” status.

89. Kazakhstan has a population of over 19 million people.

90. With an area of 2,700,900 square kilometers, Kazakhstan is the ninth-largest country in the world.
Kazakhstan shares borders of 7,591 kilometers with Russia to the north and west (the longest continuous
land border in the world); 1,783 kilometers with China to the east; and 1,242 kilometers with Kyrgyzstan,
2,351 kilometers with Uzbekistan, and 426 kilometers with Turkmenistan to the south. Total length of the
land border is 13, 200 kilometers.

91. The national currency of the Republic of Kazakhstan is tenge (KZT) which was introduced on
November 15, 1993. The National Bank of the Republic of Kazakhstan is the only issuer of the national
currency in the territory of Kazakhstan.

92. In 2021, the gross domestic product (GDP) of Kazakhstan amounted to USD 190.814 billion, while
the GDP per capita stood at USD 10,041.5.

93. The Republic of Kazakhstan is a member state of the Eurasian Group on Combating Money
Laundering and Financing of Terrorism (EAG) since 2004.

1.1. ML/TF Risks an Scoping Higher Risk Issues

1.1.1. Overview of ML/TF risks
94. Kazakhstan’s exposure to money laundering risks is primarily as a source of proceeds of crime.
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Kazakhstan is not a major international financial center, nor is it a major hub for company formation or
corporate services. However, operating is Kazakhstan is Astana International Financial Center (AIFC)
located in the capital city. This is the territory with a special legal and regulatory regime for financial
services established by the Constitutional Law on Astana International Financial Center. However, the
country faces significant money laundering risks as a result of proceeds of crimes committed in Kazakhstan,
including those related to historically high level of tax evasion and corruption, and its role of both a transit
and destination country for narcotics trafficking.

95. Kazakhstan is a member of the Eurasian Customs Union which operates through supranational
institutions. The customs controls are applied only at the external borders of the Union and, therefore,
Kazakhstan has to implement special measures to combat cross-border movement of criminal money within
the Union and suppress illicit trafficking of narcotic drugs. Cash is moderately used in Kazakhstan. Besides
that, since funds obtained through crime may be converted into high-value assets, this gives rise to higher
risks in certain sectors. The widespread use of cash may be exploited for ML/TF through the banking sector
as well as through the money or value transfer services (MVTS) sector where payments are typically made
in cash outside the existing business relationships.

96. Kazakhstan acts as a connecting link between the large and rapidly growing Chinese and Southeast
Asian markets, on one hand, and the Russian and Western European markets, on the other hand, by
providing road, railway and maritime (across the Caspian Sea) traffic, which makes it a potential transit
point for movement of money and goods.

97. In view of its geographic location, Kazakhstan also faces threats posed by international terrorist
organizations (such as ISIL) and activities of foreign terrorist fighters (FTFs). Nevertheless, the number of
detected and prosecuted TF cases tends to decline in recent years and the share of TF offences in total
number of terrorism-related crime is relatively low. Kazakhstan shows its readiness to contribute to
strengthening the borders and preventing the penetration of radical Islamist cells in Central Asia through
cooperation within the CSTO, RATS SCO, ATC CIS, etc. The Kazakh special services also pay attention
to the Taliban's intention to eliminate terrorist cells of Central Asian origin in Afghanistan, as well as their
desire to prevent the spread of the "Islamic State" in the region. In addition, the dynamics of detection and
prosecution of TF are declining, and the share of these crimes in the overall structure of terrorist crimes is
low.

1.1.2. National risk assessment

98. The first national assessment of ML/TF risks was conducted in Kazakhstan in 2018 and the findings
of this assessment were classified. Since 2018, AML/CFT regime in Kazakhstan has experienced
significant changes. In 2021, Kazakhstan conducted two national assessments of ML risks and TF/PF risks,
respectively. These NRA reports are also classified, but there are also unclassified versions of these reports
that are publicly accessible. It can be concluded that the country has reviewed and revised the findings of
the previous assessment and implemented certain reforms aimed at mitigating the identified ML/TF risks
and improving the effectiveness of operation of the FIU, supervisory and law enforcement authorities.

1.1.3. Scoping higher risk issues

99. The ML NRA identifies tax crimes, illegal business activities, corruption, embezzlement of public
funds, fraud and illicit drug trafficking as the offences posing high threat.

100. The main predicate offences for money laundering (CC, Art. 218) are: issuance of “fictitious” (fake)
invoices (CC, Art.216); misappropriation or embezzlement of entrusted third party’s property (CC,
Art.189); illegal gambling operation (CC, Art.307); illicit trade in crude oil and petroleum products (CC,
Art.197); tax evasion (CC, Art. 245); fraud (CC, Art.190); breach of excisable goods marking procedure
(CC, Art.233); production, storage or sale of counterfeit money (CC, Art.231); and infliction of pecuniary
loss by deception (CC, Art.195). These main types of predicate offences caused losses amounting to over
KZT 2 billion, of which KZT 1 billion losses were inflicted by just the fraud-related offences. A total of
160 criminal offences covered by CC Article 218 (money laundering) were recorded in the assessed period
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(although the number of this type of offences tends to decline - 79 ML offences in 2018; 42 ML offences
in 2019; and 39 ML offences in 2020, 56 in 2021 r., 43 for 9 mths. 2022 r) which caused losses totaling
KZT 128.7 billion.

101. The assessors thoroughly reviewed ML NRAs, as well as information from reliable third party sources
(such as reports of other international organizations) in order to identify issues for enhanced focus in the
course of this mutual evaluation. The issues identified were the following:

102. Organized crime. The criminal environment in Kazakhstan is characterized by the presence of
organized criminal groups (OCGs) with international links, in particular with foreign crime syndicates from
the former USSR Republics. Some of these groups are large, and generate profit from an array of criminal
activity, particularly drug trafficking. These criminal proceeds are further used for supporting the operation
of criminal business enterprises as well as for acquiring firearms, real estate property and luxury cars. Large
amounts of criminal proceeds of OCGs are laundered abroad.

103. The assessment team considered the actions taken by authorities to investigate ML committed by
organized criminal groups and their ability to confiscate proceeds and instrumentalities of crime when
pursuing domestic ML cases with transnational elements. The assessors also considered measures taken by
the FIU, law enforcement and supervisory authorities to disrupt these groups and their activities.

104. llicit drug trafficking. According to the ML NRA, drug trafficking is one of the main predicate
offences for ML and is one of the crimes generating the most revenue. A serious aggravating factor is the
extensive cultivation of marihuana in the Chuy Valley, from which herbal (plant-based) narcotic drugs are
supplied to other regions of Kazakhstan. Geographically, Kazakhstan is located on the so-called Northern
Route along which heroin is supplied into Russia and other CIS and EU countries. According to the CIS
Executive Committee, the largest average annual quantity of heroin (391 kilograms) was seized in
Kazakhstan in 2016 - 2019.

105. Statistics indicate a slight increase in crimes related to drug trafficking in Kazakhstan. Between 2017
and 2021, 1,498 drug crimes (2017-2941, 2018-2076, 2019-1989, 2020-2144, 2021-2348), 7098
distribution (2017-1986, 2018-1218, 2019-1200, 2020-1301, 2021-1393) and 2154 illegal possession
(2017-649, 2018-389, 2019-363, 2020-342, 2021-411) were reported. More than 112 tons of drugs were
seized from illicit trafficking, including 127 kg. "heroin," more than 72 tons. "marijuana,” 2.5 tons. 2.5 tons
of "hashish™ and more than 330 kg of synthetic drugs. 1,369 facts (2017-258, 2018-208, 2019-219, 2020-
277, 2021-233, 7 months 2022-174) of illegal cultivation of drug plants were detected.

106. The assessment team considered the actions taken by the authorities to investigate the laundering of
drug trafficking proceeds and their ability to identify and recover such proceeds laundered abroad.

107. Corruption _and embezzlement of public funds. The ML NRA identifies corruption and
embezzlement of public funds as generating significant criminal assets. Despite the extensive anti-
corruption initiatives taken by the authorities, corruption remains a significant proceeds-generating crime.
The Kazakh authorities recorded 103.2 thousand embezzlement-related offences that caused damages and
losses amounting to KZT 1.8 trillion (KZT 17.4 million per crime, on average). In order to launder proceeds
of this type of criminal activity, offenders use shell (fake) companies through which they cash out or transfer
their ill-gotten money abroad. Besides that, such shell companies are used for investing the embezzled
public funds into the shadow economy inflicting heavy losses on the state that allocates huge amount of
funds from the national budget for financing the government-supported programs and national projects
related to development of the national economy, improvement of the public health and education systems,
increase of public employment, strengthening social stability and construction of socially important
facilities.

108. The assessment team considered how authorities identify, investigate and prosecute the laundering of
the proceeds of corruption—particularly relating to PEPs—and the authorities’ activities to identify and
recover these assets wherever located.
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109. Other types of predicate offences. The assessors focused on analysis of actions taken by the law
enforcement and special government authorities to identify crimes involving the laundering of proceeds of
predicate offences posing high threat. Increased attention was paid to investigation if such criminal
offences, including parallel financial investigations. The assessors also considered how other types of ML-
related offences, i.e. self-laundering and third-party ML, are investigated by the authorities.

110. Use of cash and shadow economy. The distribution of cash is used moderately in the Republic of
Kazakhstan. Besides that, since funds obtained through crime may be converted into high-value assets, this
gives rise to higher risks in certain sectors. The widespread use of cash may be used for ML/TF through
the banking sector as well as through the money or value transfer services (MVTS) sector where payments
are typically made in cash outside the existing business relationships. The assessors considered the
mechanisms deployed by the Kazakh authorities to mitigate the risk of ML using cash, including cross-
border transportation of currency, as well as on remittances and the use of cash in real estate transaction
and for purchasing precious metal and stones and other luxury goods.

111. Misuse of DNEBPs for ML/TFE. According to the national legislation, the gambling activities are
permitted only in specially designated areas (Burabai town in Akmola region and Kapchagai city in Almaty
region). Although casinos are the obliged entities (subject to financial monitoring), they submit small
number of STRs, despite the fact that the ML NRA and other sources indicate that casinos are used by
criminals for illegal purposes. Risks in the DPMS sector are also high due, inter alia, to the presence of
clandestine factories with counterfeit stamps, resulting in illegal products on the market, thefts from gold
mines and factories. Real estate agents do not submit STRs, which may indicate either imperfection of the
AML/CFT legal framework in this sector, or reluctance of real estate agents to comply with the statutory
requirements in the area concerned, relying on the measures taken by notaries. The assessors considered
how the authorities prevent criminals from penetrating the DNFBP sector or misusing the obliged entities
for illegal purposes, and also how the obliged entities apply preventive measure, including CDD, record
keeping and suspicious transaction reporting.

112. Use of the second-tier banks and microfinance organizations in ML schemes. Although the
banking sector is the most regulated one in Kazakhstan, certain high-risk transactions potentially related to
ML may still be carried out through this sector, including where large amounts of funds are transferred
abroad and subsequently cashed out from accounts of straw men. Microfinance organizations represent a
rapidly developing sector that is still featured by a large number of violations of the AML/CFT legislation,
including failure to conduct adequate financial monitoring. The assessors focused on measures taken to
identify ML schemes involving misuse of the second-tier banks and microfinance organizations and also
on supervisory measures aimed at mitigating the risks of potential abuse of the second-tier banks,
microfinance organizations and other financial institutions for ML purposes.

113. Use of virtual assets in ML/TF schemes. Kazakhstan has assessed the exposure of the VASP sector
to potential abuse and involvement in ML/TF schemes. The ML/TF prevention and mitigation measures
taken by the authorities are aimed at amending the legislation, monitoring and identifying prohibited
Internet content and informing the obliged entities (that are subject to financial monitoring) about identified
typologies. In Kazakhstan, virtual assets are legitimately used only by the AIFC member companies, all of
which are obliged entities that are subject to financial monitoring. Most of them operate since 2019-2020
and, therefore, their customer base is too small or insufficient for conducting a comprehensive ML/TF risk
assessment. At the same time, popular cryptocurrencies widely used in the global market may be used for
committing predicate offences (e.g. payments for narcotic drugs, firearms, etc.) and for subsequent
laundering of criminal proceeds. The assessors focused on actions taken by the FIU and the law enforcement
and supervisory authorities to detect and suppress illegal use of virtual assets in the territory of Kazakhstan.

114. Abuse/ misuse of legal persons and legal arrangements. Kazakhstan has assessed risks of misuse
of legal persons and arrangements for ML/TF purposes (the risk assessment report was adopted in May
2022). However, in the assessors’ opinion, this risk assessment was not comprehensive enough and focused,
to a large extent, on description of different types of legal persons, legal arrangements and non-profit
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organizations and their registration/ licensing procedures. Besides that, illegal business activities and use
of shell legal entities in ML schemes pose high threat. Therefore, the assessors thoroughly considered
measures taken by the authorities to enhance transparency of legal persons and arrangements and to ensure
that financial institutions and DNFBPs comply with the AML/CFT Law requirements related to beneficial
ownership.

115. In the course of the on-site visit, the assessors arrived at the conclusion that the consolidated CFT
efforts taken by the authorities have led to significant improvement of the criminal environment since 2017,
and, at present, the TF risks could be assessed a medium. The assessors considered the level of coordination
and effectiveness of actions taken by the competent authorities to detect and disrupt TF activities,
consistency of the undertaken CFT efforts with the risks, vulnerabilities and threats identified in the NRA,
and cooperation of the competent authorities with the FIU in the fight against terrorist financing.

116. The main threats emanate from the following types of persons or groups of persons who employ or
may employ different methods of raising and using funds for TF purposes:

e Adherents of non-traditional (destructive) religious movements or new trends in Islam — fringe
persons or groups that obtain fake or distorted information in the Internet and in different messaging

apps;
e The Kazakhs citizens who independently travel abroad (inter alia, to countries with terrorist
activities) for religious education;

e The Kazakhs citizens who travel to regions with increased terrorist activities for joining
international terrorist organizations, and return from such regions;

e Members of terrorist organizations, illegal armed and radical groups who stay outside Kazakhstan
and recruit and engage the Kazakh citizens in terrorist activities via the Internet.

117. No terrorist acts were committed in Kazakhstan in 2017-2021, although, 11 terrorist attacks, some of
which caused human deaths, were carried out in 2011-2016. Besides that, large number of foreign terrorist
fighters of Kazakh origin (around 450 persons) left Kazakhstan for joining the ISIL in Syria and Iraq (apprx.
450 people) . At the same time, the Republic of Kazakhstan conducted Operation “Zhusan” between 2018
and 2021 and evacuated Kazakh participants of illegal armed groups detained in Syria, as well as Kazakh
women and children. A total of 607 fellow citizens were removed to Kazakhstan.

118. TF offences are typically committed with the use of funds from legitimate sources: offenders carry
out wire transfers, use bank cards and payment service providers (money transfers without opening bank
accounts). Besides that, virtual assets and NPOs could potentially be used for TF purposes, although no
such instances were recorded by the competent authorities in practice.

119. The assessment team focused on the effectiveness of measures to combat TF in all its forms, including
the financing of FTFs, implementation of TFS, and the integration of CFT in the broader counterterrorism
strategy. The assessors also considered the ability of the competent authorities to respond to new complex
TF methods, the level of international cooperation for detecting cross-border TF schemes, and the extent to
which the efforts of the competent authorities aimed at preventing, identifying, disrupting and prosecuting
terrorism-related crimes mitigate the terrorist threat.

120. Risks of misuse of NPOs for TF purposes arise primarily from the existing possibility to collect
(or) move cash. Non-profit organizations often use poorly controlled methods of raising donations such as:
cash deposits into NPOs cash registers or bank accounts, collecting cash into donation boxes, use of bank
cards and mobile apps, raising donations through intermediaries who may be temporary employees (such
as volunteers and foreign partners) that are rarely subject to a vetting process.

121. Besides that, the assessment team considered the effectiveness of actions taken for preventing misuse
of NPO for TF purposes with the application of a risk-based approach. In particular, the assessors verified
the powers of the supervisory authorities to audit NPOs and their expenses for identifying risks of their
misuse for TF purposes and how such audits are conducted in practice.
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122. In addition to that, the application of TE/PFE-related targeted financial sanctions was identified by
the assessors as an issue for enhanced focus. In 2020-2022, Kazakhstan amended the legislation to improve
the mechanism of implementation of TF/PF-related targeted financial sanctions so that TFS are applied”
without delay”. The regulations governing the TFS application procedures were adopted immediately
before the on-site visit. The assessors focused on practical implementation of the TFS regime by both large
and small financial institutions as well as by the DNFBP and VASP sector entities. Given that there are 4
different lists used in the Kazakh TFS system (international list of terrorists; national list of terrorists and
extremists; list of persons linked to terrorism designated by third countries; and list of persons linked to
proliferation financing), the assessor deemed it important to consider the ability of private sector entities to
effectively identify designated persons, implement freezing measures, provide access to frozen assets in a
timely manner (in situations provided for in the FATF Standards), and identify ultimate beneficial owners.
Since large number of the Kazakh citizens travelled abroad to fight in the ranks of international terrorist
organizations, and also in view of large number of persons included into the national list of terrorists, the
assessors considered issues related to international cooperation, inter alia with the UN bodies, for inclusion
of the Kazakh citizens linked to terrorist activities into the relevant sanction lists. When reviewing the
effectiveness of implementation of the PF-related targeted financial sanctions, the assessors also considered
the operation of the customs and export control system as the key element of the entire non-proliferation
regime.

123. Kazakhstan has also assessed the PF-related risks. Although the current round of mutual
evaluations® does not address PF risks, the assessors noted that a separate PF risk assessment was a positive
development. The PF risk factors in Kazakhstan are related to the following:

e Geographical and regional vicinity of the country to the DPRK and Iran;
e Proceeds from criminal activities, organized crime could potentially be used for financing the
development and proliferation of weapons, including WMD, in conflict-affected areas.

1.2.  Materiality

124. At year-end 2021, the gross domestic product (GDP) of Kazakhstan increased up to USD 191 billion
(4.4% growth versus 2020). The real sectors of the economy and certain types of services demonstrated a
positive growth rate: construction sector — 11.2 percent; information and communications sector — 8.6
percent; agriculture —5.6 percent; processing industry — 3.9 percent; and educational sector — 2.3 percent.

125. The main exported goods include products of the mining, fuel and energy, metallurgical, chemical
and grain industries. The major trade partners of Kazakhstan are Russia, China, the European countries and
the CIS member countries.

126. Kazakhstan is not a major financial center or center for company formation and administration,
although it is the largest economy in the Central Asia and functions as a regional hub for the Eurasian
Economic Union countries, giving it some exposure to cross-border ML and TF risks.

127. One of the contextual factors worth mentioning is the existence of a large “shadow” (informal)
economy, which could make it easier for criminals to disguise and conceal their large-scale criminal
activities. According to FMA®, due to the measures taken, the level of “shadow” economy has decreased
from 23% to 19% over the past three years. Overall 857 cases have been investigated, and 33 organised
criminal groups have been eliminated, and 88 billion KZT in damages have been recovered as part of the
combat against the informal economy. 53 billion KZT were compensated out of damages exceeding 57
billion KZT in the area of budget funds embezzlement. Raiding, unjustified increases in utility rates, the
illegal export of petroleum and food price speculation were suppressed, and early detection of financial
pyramid schemes was improved.

% The evaluation was conducted with the use of the FATF 4™ Round Methodology and the EAG 2™ Round ME Procedure
4 The head of state received the chairman of the Financial Monitoring Agency (newsline.kz)
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128. Astana International Financial Center (the AIFC) is a unique regional business and financial hub that
links the economies of the Central Asia, the Caucasus, the Eurasian Economic Union (EAEU), the Middle
East, West China, Mongolia and Europe. The AIFC operates in the country in accordance with the article
2 par 3-2 of the Constitution of the Republic of Kazakhstan. The AIFC aims to evolve into a leading
international financial service center. The AIFC objectives are to attract investments in the Kazakh
economy, develop the securities, insurance and banking markets, promote Islamic banking, FinTech and
E-commerce, implement innovative projects, and integrate the Kazakh economy into the global capital
market. The AIFC is limited both by territory and by persons. The AIFC operates under a special legal
regime based on the Common Law (of England and Wales) and/or the standards of the major international
financial centers. Most AIFC member companies started their operations in 2019-2020.

1.3.  Structural Elements

129. Kazakhstan has all of the key structural elements required for an effective AML/CFT system,
including political and institutional stability, a high-level commitment to address AML/CFT issues across
various parts of government, governmental accountability, rule of law, and a professional judiciary.

130. The implemented reforms are aimed primarily at enhancing the effectiveness of the system and
improving the coordination among its stakeholders. The political system and institutional framework are
stable. The authorities express a high-level commitment to AML/CFT issues. Significant efforts are
undertaken to ensure government accountability, guarantee the rule of law and enhance the independence
of a judicial system.

1.4. Background and Other Contextual Factors

131. The provisions of the Constitution, the laws, other regulatory and legislative acts, international
agreements and other commitments of Kazakhstan, as well as resolutions of the Constitutional Council and
the Supreme Court are the primary sources of law in Kazakhstan. The Constitution is the fundamental law
that has the supreme legal force and direct effect.

132. The AML/CFT legal framework, the AML/CFT powers and responsibilities of obliged entities (that
are subject to financial monitoring), FMA and other government authorities and the mechanisms of
implementation of targeted financial sanctions aimed at preventing and suppressing terrorism, terrorist
financing, proliferation and proliferation financing are set out in the AML/CFT Law (as amended by RK
Law 88-VII).

1.4.1. AML/CFT strategy

133. The national AML/CFT/CPF system of Kazakhstan is a combination of government, law enforcement
and special authorities as well as obliged entities engaged in transactions with funds and (or) other assets
(that are subject to financial monitoring) that cooperate with each other within their respective purview.

134. Pursuant to Art.11-1 of the AML/CFT Law, Kazakhstan conducted two national ML/TF risk
assessments in 2018 and 2021, respectively. Based on the 2018 NRA findings, the ML/TF risk mitigation
measures adopted by RK Government Resolution No.602 dated August 16, 2019 were developed and
implemented. At present, the authorities draft a new set of measures to mitigate the ML/TF risks identified
in the 2021 NRA.

135. The Financial Monitoring Agency (FMA) coordinated the process of 2021 national risk assessments
and preparation for the mutual evaluation. The mutual evaluation process is coordinated by the AML/CFT
Interagency Council and the specially established Working Group on Risk Assessment and Mutual
Evaluation, which is composed of the representatives of all government, law enforcement and special
authorities.

136. Based on the results of NRA, measures aimed at mitigating the risk of money laundering and terrorist
financing were developed and approved by the Decree of the Government of the Republic of Kazakhstan
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Ne 915 on December 20, 2021.
137. Besides that, the following documents are in force in Kazakhstan:

Concept of Development of Financial Sector of the Republic of Kazakhstan until 2030 adopted by
RF Government Resolution N0.954 dated August 27, 2014;

Anti-Corruption Strategy of the Republic of Kazakhstan for 2015-2025 adopted by RK
Presidential Decree N0.986 dated December 26, 2014;

Strategy of Cybersecurity of Financial Sector of the Republic of Kazakhstan for 2018 - 2022
adopted by National Bank Board Resolution No0.281 dated October 29, 2018;

State Program of Combating Religious Extremism and Terrorism in the Republic of Kazakhstan
for 2018-2022 adopted by RK Government Resolution No.124 dated March 15, 2018;

Interstate Program of Joint Measures to Combat Crime for 2019-2023 adopted by the Resolution
of the Council of Heads of the CIS Member States on the Interstate Program of Joint Measures to
Combat Crime for 2019-2023 dated September 28, 2018;

Strategic Plan of the Agency of the Republic of Kazakhstan for Regulation and Development of
Financial Market for 2020-2024 adopted by Agency Chairman’s Order No.148 dated February 28,
2020;

Agreement between the Government, National Bank and Agency for Regulation and Development
of Financial Market of the Republic of Kazakhstan on Coordination of Macroeconomic Policy for
2021 - 2023, and Roadmap for Implementation of the Agreement between the Government,
National Bank and Agency for Regulation and Development of Financial Market of the Republic
of Kazakhstan on Coordination of Macroeconomic Policy for 2021 — 2023 adopted by RK
Government Resolution No.90 dated February 23, 2021;

Action Plan of the Government of the Republic of Kazakhstan for Combating Human Trafficking-
Related Crimes for 2021-2023 adopted by RK Government Resolution N0.94 dated February 24,
2021;

National Security Strategy of the Republic of Kazakhstan adopted by RK Presidential Decree
dated June 17, 2021,

2021-2025 Action Plan for Implementation of the Anti-Corruption Strategy of the Republic of
Kazakhstan adopted by RK Government Resolution No.576 dated August 24, 2021;
Comprehensive Action Plan for Suppressing Shadow Economy for 2021-2023 adopted by RK
Government Resolution No.644 dated September 21, 2021; and other documents

1.4.2. Legal and institutional framework

138. The President is the head of the state and the highest official of Kazakhstan who determines the
nation’s domestic and foreign policies and ensures proper operation of all government authorities. The
executive power (including all competent AML/CFT authorities) is exercised by the Government headed
by a Prime Minister who is appointed by the President in consultation with the Parliament. The Prime
Minister serves as a head of the executive bodies and supervises their activities. The Parliament, consisting
of two chambers — the Senate and the Majilis, is the national supreme representative legislative body. The
Supreme Court is the highest judicial body of Kazakhstan.

139. The legal system of Kazakhstan is based on the civil law traditions. The primary sources of law in
Kazakhstan are:

Legislative acts: Constitutional Laws; Presidential Decrees having the force of constitutional law;
Codes; Ordinary Laws; Presidential Decrees having the force of ordinary law; Resolutions of the
Parliament; and Resolutions of the Senate and Majilis;

Regulations: Regulatory Decrees of the President; Regulatory Resolutions of the Government;
Regulatory Orders of Ministers and Heads of other Central Government Authorities; Regulatory
Resolutions of Central Government Authorities; and Regulatory Resolutions of the Central
Election Commission.
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140. The AML/CFT measures are set out in the national legislation, in particular:

e Criminal prosecution measures are set out in the Criminal Code and the Criminal Procedure Code;

e AML/CFT legal framework, powers and responsibilities of obliged entities (that are subject to
financial monitoring), the Financial Monitoring Agency and other AML/CFT competent
authorities as well as preventive measures and targeted financial sanctions are set out in the
AML/CFT Law dated August 28, 2009;

e Some AML/CFT requirements are set out in sectoral laws and regulations issued by specific
competent authorities.

141. In Kazakhstan, the AML/CFT institutional framework includes a range of Ministries and Executive
Bodies. With a view to coordinating the AML/CFT efforts, the Standing AML/CFT Interagency Council
(IAC) was established in November 2020 and became a dialogue platform for development of the national
AML/CFT policy. The IAC is composed of the deputy heads of competent authorities and is chaired by the
First Deputy Chairman of the Financial Monitoring Agency.

142. With a view to preparing and conducting the mutual evaluation under the second round of the EAG
peer assessments, the Interagency Working group was established under the auspices of the Presidential
Executive Office.

143. The national AML/CFT system stakeholders include:

144. FEinancial Monitoring Agency (FMA) The FMA is a government authority directly subordinated
and accountable to the RK President and is responsible for steering and coordinating the AML/CFT efforts
as well as for preventing, detecting, disrupting, solving and investigating economic and financial offences
that fall within its jurisdiction under the RK legislation (Presidential Decree N0.501 on Measures for
Further Improvement of the RK State Governance System dated January 28, 2021). Before signing this
Decree the functions of financial intelligence unit were carried out by the Committee on financial
monitoring, which was a department of the Ministry of Finance of the Republic of Kazakhstan (Government
Decree of 24 April 2008 Ne 387 "On some issues of the Ministry of Finance of the Republic of
Kazakhstan™).

Thus FMA is the FIU of the Republic of Kazakhstan. In the Republic of Kazakhstan FMA is a state body
with all the powers and functions of FIU (see R. 29), and also performs additional functions on conducting
investigations. This function is carried out by the Economic Investigation Service (EIS FMA), which
together with its territorial departments forms an operational and investigative unit, carrying out activities
for prevention, detection, suppression, detection and investigation of crimes and offenses. The EIS FMA,
like the prosecution, internal affairs and anti-corruption services, is a law enforcement agency. EIS FMA
interacts with the FMA within its competence on a general basis in accordance with the legislation.

145. Agency for Regulation and Development of Financial Market (ARDEM) monitors and supervises
most financial institutions (STBs, entities engaged in certain types of banking operations (including
KazPost), insurance and reinsurance companies as well as insurance brokers, entities engaged in
microfinance activities and professional securities market participants) from 1 January 2020 in accordance
with the Presidential Decree 203.

146. Astana International Financial Center Financial Services Authority (AFSA) The AFSA is an
independent regulator of both financial and non-financial services. It regulates the activities of the AIFC
members that provide financial and related services as well as the activities of VAPSs and trusts in the
AIFC.

147. National Bank (NB) The NB (the first tier bank) is the Central Bank of the Kazakh banking system.
Before 2020, the NB supervised and monitored the financial sector, including compliance with AML/CFT
requirements. From 2020, the NB is the supervisory authority for payment service providers and non-
banking exchange offices.NB

148. Internal Public_Audit Committee of the Ministry of Finance (IPAC) The IPAC performs
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AML/CFT monitoring of audit firms. IPAC's tasks include maintaining state assets, analyzing, assessing
and verifying the reliability and validity of financial and management information, the efficiency of internal
processes of the organisation of state authorities' activities, etc.

149. State Revenue Committee of the Ministry of Finance (SRC) The SRC is responsible, among other
things, for customs administration. It verifies and enforces compliance with the customs legislation of the
Eurasian Economic Union and the Republic of Kazakhstan and ensures that all customs payments, taxes
and other duties are paid in full and in timely manner. Under the non-proliferation regime, the SRC reviews
all cross-border transactions related to movement of goods across the customs border and may implement
administrative freezing measures for an indefinite period of time.

150. Agency for Protection and Development of Competition (APDC) The APDC performs public
monitoring and licensing of commodity exchanges starting from September 2020. Previously, the Ministry
of national economy supervised commodity exchanges (2018) and the Ministry of trade and integration
(2019).

151. Ministry of Culture and Sports (MCS) The MCS is responsible for public governance and
administration in the fields of culture, state symbols, archiving and documentation, electronic document
management and archiving, physical culture and sports, gambling, as well as performs the intersectoral
coordination and government regulation functions. The MCS monitors the compliance of the organizers of
gambling industry with the AML/CFT legislation.

152. Ministry of Justice (MoJ) The MoJ is responsible for AML/CFT monitoring of notaries who provide
notary services involving currency and (or) other assets. The Council of Bar Association arranges for
compliance by lawyers with the AML/CFT legislations. Lawyers and other independent legal professionals
are licensed by the MoJ.

153. Ministry of Trade and Integration (MTI) The MTI is responsible for development and promotion
of exchange and electronic commerce.

154. Ministry of Digital Development, Innovation and Aerospace Industry (MDD) The MDD is
responsible for AML/CFT monitoring of activities of VASPs in the country, except those in AIFC territory.

155. Ministry of Healthcare (MoH) The MoH is responsible for monitoring the activity of the Social
Health Insurance Fund.

156. General Prosecutor’s Office (GPO) and its local offices supervise precise and consistent
compliance with the national legislation, including the AML/CFT legislation.

157. Ministry of Internal Affairs (MIA) The MIA is an executive government authority tasked with
steering and coordinating the activities of all national internal affairs bodies aimed at combating crime,
safeguarding public order and ensuring public security as provided for in the legislation. Structurally, the
Ministry of Internal Affairs includes the Police, the Migration Service and the National Guard.

158. National Security Committee (NSC) The NSC is responsible for steering and coordinating the
activities of all national security bodies. It oversees intelligence, counter-intelligence and criminal
intelligence activities, protection of the state border, and operation of the government communication
service and “A” commando unit. The NSC coordinates the efforts of all agencies falling within its purview
and pursues a single state secret protection policy.

159. Border Service of the National Security Committee is responsible for guarding and protecting the
land, sea and inland waterway (including underwater) borders of Kazakhstan in order to ensure the integrity
and inviolability of the state borders and maintain rule of law and order at the borders.

160. Anti-Corruption Agency (ACA) is a government anti-corruption authority directly subordinated
and accountable to the President of the Republic of Kazakhstan. The ACA is responsible for developing
and pursuing the anti-corruption policy, coordinating the anti-corruption efforts and detecting, suppressing,
solving and investigating corruption-related offences.
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161. Supreme court (SC), local, special and other courts established in accordance with the Constitution
and the Constitutional Law on Judicial System and Status of Judges make judgments and decisions under
the instituted criminal proceedings, including those related to ML/TF.

162. Ministry of Information and Social Development (MISD) The MISD is responsible for public
governance and administration in the fields of information, philanthropy, religion, volunteering, mediation,
religious and interethnic tolerance, modernization of public consciousness, internal stability, national youth
and family policy and interaction between the state and civil society. It also performs the intersectoral
coordination and government regulation functions as provided for by the legislation. The MISD analyzes
and monitors the activities of non-profit organizations to identify terrorist financing risks and submits such
information to the AML/CFT authorized body.

163. Ministry of Industry and Infrastructure Development (MIID) Since November 2020, the MIID
is responsible for licensing certain types of activities and certain types of goods as well as for coordinating
the efforts aimed at marking and tracing (dual-use) goods in the regulated sectors. This function is
discharged by the MIID Industrial Development Committee.

164. Ministry of Economy (ME) Since November 2020, the ME is the AML/CFT stakeholder and is
responsible for government supervision and oversight in the nuclear energy sector as part of the non-
proliferation regime. This function is discharged by the ME Nuclear Energy Supervision and Oversight
Committee.

165. Ministry o Foreign Affairs (MEA) The MFA is responsible maintaining international relations and
pursuing the single foreign policy as well as for signing and implementing international treaties and
agreements.

1.4.3. Financial sector, DNFBPs and VASPs

166. This section gives general information about the size and makeup of the FI and DNFBP and VASP
sectors in Kazakhstan. All sectors presented in this report are described in the FATF Glossary. These are
not all of equal importance given their role and size within Kazakhstan, and their different levels of
exposure to ML and TF risks. The level of risk also varies greatly between different individual Fls and
DNFPBs within the same sector. Assessors ranked the sectors based on the relative importance, materiality
and the level of risk. These rankings have been used to weight positive and negative implementation issues
throughout the report, as a basis for assessors’ conclusions — particularly under 10.3 and 10.4.

Financial sector

167. The financial sector is weighted as the most important sector in Kazakhstan’s financial system in
terms of volume and value of assets and transactions. The assessors identified the following sectors within
the financial sector as important, reflecting both their size and their degree of exposure to ML and TF risks:

168. Banking sector: As of July 1, 2022, a total of 22 STB operated in Kazakhstan, including one 100%
government owned bank and 13 banks (or 49%) with foreign capital (11 of which are subsidiary banks).
The banking sector's assets are 84% of the total assets of the financial sector. The STB operate under the
Law on Banks and Banking Activities.

Table A. Number of Second-Tier Banks

# Indicators/ Years 2017 2018 2019 2020 2021 01.07.2022

1. | Second-tier banks, 32 28 27 26 22 22
including:

2. | STBs with foreign capital 13 14 14 15 14 13

3. | Assets, KZT billion 24,2205 | 25,241.0 | 26,800.9 | 31,1717 37,622.0 39, 228.6°

4. | Loan portfolio, KZT billion 13,590.5 | 13,762.7 | 14,743.0 | 15,792.1 20,200.4 20,649.48

5 As of July 1, 2022 (https://nationalbank.kz/ru/news/svedeniya-o-sobstvennom-Kapitale/rubrics/1706)
& As of July 1, 2022 (https://nationalbank.kz/ru/news/svedeniya-o-sobstvennom-Kapitale/rubrics/1706)
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169. Securities market: Brokers/dealers (including STB licensed to perform broker/dealer activities and
Kazpost), custodians, investment portfolio managers, transfer agents, the stock exchange (KASE), and the
Central Depository can provide services on the financial market. There are investment mutual funds and
equity funds, which are not obliged entities but are under the management of investment portfolio managers
licensed in Kazakhstan. As of July 1, 2022, the combined assets of investment portfolio managers and
brokers/dealers amounted to KZT 510 billion (~$1.2 billion), or 1% of financial sector assets. The number
of retail investors in the stock market reached 523 thousand in 2022. The ML risk for securities market
participants is assessed as moderate, the TF risk as low. Given the objective characteristics of securities
market transactions (high volume of transactions in a short period of time, client confidentiality
requirements for brokers/dealers, liquidity, international nature of markets) and the broad client base,
securities market participants sector is identified as important.

Table B. Number of Securities Market Participants

# Indicators/ Years 2017 2018 2019 2020 2021 01.07.2022
1. | Brokers — dealers, including: 45 39 39 37 38 39
2. | Second-tier banks 23 19 19 17 16 16
3. [ Non-bank financial institutions 22 20 20 20 22 23
4. | Custodians 10 9 9 9 9 9
5. | Investment portfolio management entities 21 20 20 19 19 20
6. | Transfer agents 2 2 2 2 3 3
7. | Securities trading platform 1 1 1 1 1 1
8. | Financial instruments clearing house 1 1 1 1 1 1
9. | Central securities depository 1 1 1 1 1 1

170. Entities engaged in microfinance activities (EEMA). In accordance with the Law of 26 November
2012 No. 56-V "On microfinance activities" organizations engaged in microfinance activities are
microfinance organizations (MFOs), credit partnerships (CPs), pawnshops which carry out activities on
granting microcredits. Prior to 2020, registration was mandatory only for MFOs; in 2020, all EEMA,
including pawnshops, CPs and online lending companies, were included in the regulatory framework of the
ARDFM. From 2021, microfinance licensing is introduced and as a consequence, EEMA are included in
the AML/CFT supervisory perimeter of the ARDFM. As of July 1, 2022, 1,044 EEMAs are registered in
the Republic of Kazakhstan. As of the middle of 2022, assets amounted to 1.848 billion KZT (~3.9 billion
USD or 4% of financial sector assets), of which the largest share was held by MFOs and CPs. The clients
of the EEMA are individuals who are residents of the Republic of Kazakhstan. The AML/CFT risk in the
activities of EEMA is assessed by the ARDFM as high due to the identified cases of third-party lending,
the number of detected violations, as well as the rapid growth of the sector. Given that the RBA in
supervising EEMA is at an early stage, EEMA sector is recognized as important.

171. Postal operators: In Kazakhstan, there is only one postal operator — KazPost that operates under the
KR Law on Postal Service. KazPost provides a wide range of postal and financial services, including postal
transfers, banking operations (deposits, opening and maintaining bank accounts, cash operations, opening
and maintaining correspondent accounts, foreign currency exchange operations, transfer operations) and
broker/dealer services. KazPost carries out banking operations, except for deposits and broker/dealer
activities, without an ARDFM license. Starting from May 2020, Kazpost opens and maintains bank
accounts of individuals included in the list of entities and individuals involved in terrorist and extremist
activities. As of July 1, 2022 KazPost's assets amounted to 143.6 billion KZT (~$346.3 mIn). Given the
wide range of services, including banking and MVTS, as well as its high risk customer base, the sector of
postal services is identified as important.

172. The following sectors were weighted as moderately important:

173. Insurance sector: As of July 1, 2022, there were 27 insurance companies and 9 insurance brokers
operating in Kazakhstan under the RK Law on Insurance Activities. As of July 1, 2022, the assets of
insurance (reinsurance) companies amounted to 1.980 billion KZT (~$4.2 billion) or 4% of financial sector
assets. The total number of deals reached 10 million, of which 86% were with individuals. The bulk of
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contracts and premiums relate to property risk insurance and compulsory insurance. In 2022 life insurance
premiums amounted to 237 billion KZT (~$504 min), and this sector is rapidly growing. Given the small
volume of the life insurance sector, the moderate/low ML/TF risk identified in the SRA, and the national
insurance market context of Kazakhstan (low risk of nonresident tax money laundering), the insurance
sector is identified as moderately important.

Table C. Number of Insurance Sector Entities

# Indicators/ Years 2017 2018 2019 2020 2021 01.07.2022

1. | Insurance companies, including: 32 29 28 28 27 27

2. | Life insurance companies 7 6 8 9 9 9

3. [ Insurance brokers 16 15 13 12 10 9

4. | Actuaries 59 56 57 58 60 57
Insurance (reinsurance) companies that are 22 23 25 27 26 26

5. | members of the Insurance Payments Guarantee
Fund

6 Represe_ntative offices on non-resident insurance 3 3 3 3 3 3
companies

174. Payment service providers (PSP): Under the Law on Payments and Payment Systems, the payment
service providers offer the following types of services: acceptance of cash for making payments without
opening bank account; sale (distribution) of e-money and payment (pre-paid) cards; acceptance and
processing of e-money payments initiated electronically and transmitting necessary information to banks
/institutions engaged in certain types of banking transactions for effecting or receiving payments and (or)
money transfers. As of January 1, 2022, there were 93 payment services providers registered in Kazakhstan
(91 payment service providers were registered as of July 1, 2022). The volume of payment services
provided by PSP was 0.8% of the payment turnover of STB as of 1 July 2022, which represents an
insignificant share. There are 19 money transfer systems operating in Kazakhstan, including two national
payment systems, payment card systems, as well as seven international money transfer systems that are not
obliged entities. Taking into account the relatively small but growing volume of transactions of PSP, the
nature of the services provided and their rather high ML/TF vulnerability, as well as the fact that
international payment systems are not obliged entities and therefore not subject to the NB's AML/CFT
supervision, this sector is identified as a moderately important.

175. Leasing companies: Pursuant to RL Law No.78 on Financial Leasing dated July 5, 2000, the Agency
for Regulation and Development of Financial Market issues licenses to banks that carry out leasing activities
in the capacity of lessors. Other legal entities and individual entrepreneurs are allowed to carry out leasing
activities as lessors without a license only after notifying the FMA about launch of this type of activity.
Starting from 2020, leasing companies performs as obliged entities and are subject to AML/CFT
compliance monitoring by the FMA. As of June 1, 2022, there were 66 entities that carried out leasing
activities without licenses. There are no individual entrepreneurs registered in the sector. At the beginning
of 2022, the overall amount of leasing deals was almost KZT 477.8 billion (~$1.1 billion). Given the
moderate volume of deals and moderate risk of client base (mainly resident entrepreneurs and legal entities)
and taking into account the lack of license and absence of AML/CFT compliance supervisor until 2020, the
leasing companies sector is identified as moderately important.

176. Exchange offices: As of June 1, 2022, there were 2,109 exchange offices in Kazakhstan, including
1,440 bank exchange offices, 433 exchange offices run by the authorized institutions (Al) and 236 KazPost
exchange offices, that operated under the Law on Foreign Exchange Regulation and Control. The total
amount of foreign exchange transactions by Als with individuals in 2022 was 5.467 billion KZT (~$11.6
billion). Compliance with AML/CFT requirements by banking and Kazpost's exchange offices is carried
out by the ARDFM, while the NB supervises other Als. Given the rather large number and relatively high
percentage of high-risk Als, taking into account the average ML/TF risk identified by the NB and the
limited nature of operations, the Als sector is recognized as moderately important.

177. Other sectors were weighted as being of low importance. These include:
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178. Entities engaged in certain types of banking operations (EECTBO): Non-banking organisations
may carry out certain types of banking operations provided for in the Law on Banks and Banking Activities,
provided they have the appropriate license. As of July 1, 2022, the non-banking financial sector of
Kazakhstan included 2 mortgage companies and 3 entities engaged in certain types of banking operations .
The assets of EECTBOs amount to 2.902 billion KZT (~$6.2 billion) or 6% of the financial sector's assets.
Their main activity concerns the provision of loans to retail and corporate customers. Taking into account
the limited activities of the EECTBO, as well as the low level of AML/CFT risk identified in the SRA, the
sector is identified as low important.

179. Commodity exchanges: In accordance with AML/CFT legislation commodity exchanges are obliged
entities. Commodity exchanges in Kazakhstan carry out their activities on the basis of the Law On
Commodity Exchanges, and starting from the middle of 2020 they are supervised by the APDC in terms of
AML/CFT compliance. According to the Ministry of Trade and Integration, as of July 1, 2022, there were
17 commodity exchanges. In 2019-2020, four commodity exchanges were inactive and carried out no
exchange transactions, while in 2018, the commodity exchanges carried out a total of 5 transactions with
overall amount of KZT 850 million (~$2,4 million). Given the specification of commodity exchanges and
the low ML/TF risk identified in the NRA report, the sector is given a low importance.

180. AIEC members operating in/from AIFC: As of July 2022, the AFSA issued licenses to 62
authorized companies and 3 authorized market institutions, including the stock exchange with 20 member
companies, the Central Depository and crowdfunding platform. The authorized companies are primarily
engaged in investment activities, including collective investment portfolio management; 6 companies carry
out banking activities, 4 companies provide insurance services; and remaining companies are engaged in
other types of regulated activities.

181. At the moment of the mutual assessment, the financial sector assets of AIFC amounted to USD 1.2
billion or 1,31% of total assets of the financial sector in Kazakhstan. The assets of banking sector of AIFC
(USD 1.1 billion) accounted for 1,46% of assets of the country's banking sector. The STB in AIFC do not
provide services to the individuals.

182. The volume of the attracted equity capital at the stock exchange amounted to USD 321 million, and
the trading volume totaled USD 298.5 million. Total value of managed assets reached USD 736 million.

DNFBP sector

183. The assessors identified the following DNFBP sectors as important based on the results of NRA-2018
and NRA-2021.:

184. Individual and corporate dealers in precious metals, precious stones and jewelry (jewelers): As
of July 2022, 496 jewelers are active in Kazakhstan. 247 entities are newly registered. In order to start an
activity as obliged entities, 496 of them submitted the mandatory notification to FMA. Production and sale
of precious metals, precious stones and raw materials, jewelry and other items containing precious metals
and precious stones is regulated by the RK Law on Precious Metals and Precious Stones. The market for
precious metals and stones is regulated by the state, and the price of precious metals and stones is set by
the state (see para 111). Dealers in precious metals and stones are the obliged entities.

185. Individual and corporate real estate agents: There are 424 real estate companies and real estate
agents in Kazakhstan actively conducting real estate activities, which submitted the mandatory notification
to FMA. Real estate agents are participants of the real estate sector but are not involved in the financial
aspects of transactions. They provide real estate selection services and assistance in preparing documents
(see para 111). Real estate agents are the obliged entities.

186. Organisers of gambling industry: According to the legislation the organisers of gambling industry
are casinos, gaming machine halls, bookmaker offices, totalizators. All are obliged entities and must comply
with the requirements of the AML/CFT Law. The privilege to organise and conduct gambling is granted
exclusively to legal entities of Kazakhstan, which are entitled to conduct activities in gambling industry
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based on the license. Electronic casinos and online casinos are officially illegal in Kazakhstan. There are
no ship-based casinos in Kazakhstan (see para 111). As of 1 January 2022, there were 6 casinos and 51
other organizers of gambling industry. As of 1 July 2022 the number of other organisers reduced to 48. In
addition, there is 1 lottery operator in the Republic of Kazakhstan, which has been assessed along with
casinos and other organisers of gambling industry in the NRA 2021.

187. The following sectors were identified as moderately important due to the number of subjects and
results of NRA-2018 and NRA-2021:

188. Notaries: As of on-site mission there were 4584 notaries registered in Kazakhstan. The number of
registered notaries increased up to 4,381 by January 1, 2022 and reached 4,482 by July 1, 2022. Notary
activities are licensed by the Ministry of Justice that keeps the State Register of issued notary licenses and
publishes information on licensed notaries in its official journal. In Kazakhstan, notaries operate under the
Law No.155 on Notaries. Notaries public certify deals in real estate sector but are not involved in the
financial aspects of transactions. Notaries who provide notary services involving currency and (or) other
assets are the obliged entities.

189. Accounting firms and individual professional accountants: There are 1,038 accounting firms
registered in Kazakhstan, which operation is regulated by the RK Law on Accounting and Financial
Reporting. In addition to the results of the NRA 2021, whish rated the sector as medium risk, the criteria
for assessing the sector's weighting include: significant growth in AML/CFT involvement in the sector
(from 84 organisations in 2018 to 1,038 organisations in 2021). As stated in the NRA 2021, the knowledge
and expertise of the sector can be used for complex financial transactions, minimising the tax burden.
However, no evidence was presented that members of this sector have been used for ML/TF purposes. All
of them are the obliged entities.

190. The following sectors were weighted as being of low importance due to limited range of financial
transactions:

191. Lawyers, legal advisors and other independent legal professionals. Activities of the lawyers, legal
advisors and other independent legal professionals are regulated by the Law on Legal Practice and Legal
Assistance. A person needs to obtain a license for practicing law. Lawyers and legal advisors provide a
very narrow range of services in the context of FATF Recommendations. As of July 1, 2022, there were
5,732 lawyers, and 866 legal advisors and other independent legal professionals actively performed their
activities in Kazakhstan. They all are obliged entities.

192. Audit firms are obliged entities in accordance with the AML/CFT Law. The activities of audit firms
shall be licensed. An auditor must pass a qualification examination and may only carry out his/her activities
in an audit firm. In Kazakhstan, as of 1 January 2022, 1,869 licenses to engage in auditing were issued, and
478 audit firms were registered. 7 professional associations unite all audit firms. The audit firms operate as
per the Law on Audit Activity.

193. AIFC members: DNFBP - providers of trust services and ancillary services whose business or
profession is conducted to/from AIFC, trusts. Only providers of ancillary services (legal, audit, accounting,
advisory and credit rating) are registered in AIFC, 148 or 10% of the total number of companies registered
with AIFC from 2019 to August 2022, of which 114 are active. Trusts and providers of trust services can
be registered with AIFC, as of on-site mission there were none. All the listed categories of the AIFC
members are obliged entities.

194. There are no independent professions providing trust services and company services (TCSP) in
Kazakhstan, except for AIFC members, as well as legal advisors, independent legal advisors, independent
legal professionals, who may serve as agents in the establishment of legal persons. In addition, certain
securities market prticipants (the central depository, custodian and broker and/or dealer authorised to
maintain customer accounts as a nominee for securities, organisation registering securities transactions with
the AIFC, and single operator for the nomination of securities held by government, quasi-public sector
entities) may act as a nominee for securities.
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VASPs and virtual asset transactions

195. The sector's activity is categorized as of moderate priority. Transactions with virtual assets are to a
limited extent permitted business activities in Kazakhstan. There are two types of VASPs that fall into the
category of obliged entities that are subject to financial monitoring:

e VASPs that carry out certain types of business activities determined by the AFSA in consultation
with the designated government agency in line with the FATF Recommendations. These VASPs
are the AIFC members and are covered by the special legal regime in force in the AIFC territory.
Activities of AIFC residents are subject to licensing. As of January 1, 2022, there were six registered
VASPs, and their number increased up to eight by July 1, 2022. However, only two VASPs are
active (i.e. carry out transactions for customers). Based on the assessment, 6 VASPs have a medium
risk level (1 crypto-broker and 5 crypto-exchanges) and 2 have got a high risk level (1 crypto-
exchange and 1 tokenized securities exchange). The total volume of VASPs transactions in AIFC
since August 2022 was around $6 million;

e VASPs that issue digital assets, arrange for trading in digital assets and exchange between digital
assets and fiat currency or other assets. For entering the market, an entity involved in these types of
activities needs simply to notify the Ministry of Digital Development, Innovation and Aerospace
Industry (MDD). However, at the time of the on-site visit, no VASPs of this type operated in
Kazakhstan.

1.4.4. Preventive measures

196. According to the AML/CFT Law, all categories of FIs and DNFBPs are the obliged entities covered
by the law and are required to take measures for preventing breaches and mitigating ML/TF risks and to
report the relevant transactions to the FIU in the course of their activities.

197. A simplified CDD regime, which excludes the obligation of the Fls to identify the BO, applies to
state bodies and quasi-public entities.

1.4.5. Legal persons and arrangements

198. Kazakh citizens and foreign nationals may carry out business activities in Kazakhstan through legal
persons of different types, such as: general partnerships, limited liability partnerships, partnerships with
additional liability, limited (commandite) partnerships, joint-stock companies (corporations), branches and
representative offices of business entities. Branches and representative offices of foreign companies are
quite intensively-used types of business entities in Kazakhstan.

199. All legal entities created in the territory of Kazakhstan are subject to registration, irrespective of the
purpose of their establishment, nature and type of activities and membership. Branches and representative
offices of legal entities located in the territory of Kazakhstan are subject to record registration without
granting them the status of legal persons. The Ministry of Justice of the Republic of Kazakhstan and its
territorial subdivisions are responsible for the registration.

Table D. Number of Legal Persons Registered in Kazakhstan

I half of
Legal Persons 2019 2020 2021 2022
Legal entities 433 774 446 687 461 983 480 799
Individual entrepreneurs 1204705 | 1198742 | 1180871 | 1367918
Non-resident legal entities 632 393 237 842
Non-profit organizations 22 141 22 373 22 512 22 742

200. In Kazakhstan, a non-profit organization is defined as a legal entity which primary objective is not
generating profits and which does not distribute net income among its members. NPOs may be created in
various legal forms, such as: institutions, public associations, joint-stock companies, consumer
cooperatives, foundations, religious associations, associations (unions) of legal entities, or in other forms
provided for in the legislation.
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201. Besides, there is a special registration regime established in the AIFC, where different types of legal
persons may be created and registered; These include: private companies, public companies, accredited
companies, general partnerships, limited partnerships, limited liability partnerships, accredited general
partnerships, accredited limited liability partnerships, special purpose companies, investment companies,
non-profit organizations, and private foundations.

Table E. Number of AIFC Member Companies

Type 2018 2019 2020 2021 I half of 2022
Private companies 58 182 240 476 238
Accredited companies 13 19 18 10 7
Limited liability partnerships 3 16 15 23 5
Special purpose companies 0 9 6 16 7
Non-profit corporate organizations 5 18 4 8 9
Public companies 0 0 1 3 0
Investment companies 0 0 1 4 4
Accredited limited liability partnerships 0 3 0 7 1
Private foundations 0 2 0 1 0
Limited partnerships 0 1 0 2 1
Accredited general partnerships 0 1 0 0 0
General partnerships 0 0 0 0 0
Accredited limited partnerships 0 0 0 0 0

202. Express trusts and other similar legal arrangements cannot be created under the Kazakh law.
However, nothing prevents a person in Kazakhstan from setting up or managing a legal arrangement created
under foreign law. Besides that, trusts and similar legal arrangements can be created in Astana International
Financial Center and be the AIFC members. As of on-site mission there were none.

203. As noted in the ML NRA, risks of use of shell/ front legal entities for carrying out illegal financial
transactions are quite common, as witnessed by financial investigation findings and completed criminal
proceedings related to fictitious (fake) invoices and tax evasion (36% of all ML cases).

1.4.6. Supervisory arrangements

204. Kazakhstan has AML/CFT supervisors for the various sectors and activities covered by the
AML/CFT measures. The main supervisory authorities are:

Table F. Supervisory Authorities

Types of Entities Supervisor

Second-tier banks

Insurance companies, insurance brokers

Professional securities market participants

Entities engaged in certain types of banking operations
KazPost ARDFM/MDD
Legal advisors and other independent legal professionals
Leasing companies

Individual and corporate real estate agents FMA
Individual and corporate dealers in precious metals, precious stones and jewelry
Accounting firms and individual professional accountants

Payment service providers

ARDFM?

Licensed corporate operators of exchange offices NB
AIFC member companies AFSA
Organisers of gambling industry MCS
Audit firms IPAC
Commodity exchanges APDC
Notaries MoJ

7 Prudential regulation (www.gov.kz)
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The Council of Bar
Association

Lawyers

1.4.7. International cooperation

205. The General Prosecutor’s Office coordinates all MLA-related matters. Cooperation with the CIS
member countries is based on two multilateral Conventions — Minsk Convention of 22.01.1993 and
Chisinau Convention of 07.10.2002, while cooperation with other countries is based on bilateral
agreements. Kazakhstan may also provide mutual legal assistance based on the principle of reciprocity.
Besides that, Kazakhstan ratified all basic UN conventions against crime that envisage provision of mutual
legal assistance in criminal matters.

206. Kazakhstan directly cooperates with foreign law enforcement agencies, FIUs and supervisory
authorities. Information is exchanged most actively and intensively with Russia, USA, France, Kyrgyzstan,
Uzbekistan, Latvia, Estonia, Italy, Ukraine and UAE.
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CHAPTER 2. NATIONAL AML/CFT POLICY AND COORDINATION

2.1.  Key Findings and Recommended Actions

Key Findings

1. The Republic of Kazakhstan used its own methodology to assess ML and FT/PF risks. All
competent authorities and the private sector were involved in the preparation of the NRA. To prepare the
NRA, a large volume of quantitative and qualitative data was used.

2.  The approach used in ML NRA, which enables to assess predicate offences that generate main
proceeds and review ML-related criminal cases, highlights the national priorities, but does not contain a
conclusion on specific ML risks.

3. The FT/PF NRA clearly highlights the FT risks of the country. The evaluators agree with the
findings of the FT/PF NRA on the average risk level, taking into account a number of factors and
measures that national competent authorities apply to mitigate the identified risks.

4.  Inthe course of the NRA, the risk assessments of the use of virtual assets and the NPO sector was
also conducted; in addition, assessment of the vulnerabilities of legal entities was conducted. However,
the NRA does not assess the national cross-border ML risks. Despite this fact, competent authorities and
the private sector have demonstrated that they understand the cross-border risks related to cash flow.

5.  Following the ML/TF/PF NRA, a number of supervisory authorities also conducted sectoral risk
assessments.

6.  The national AML/CFT policy is appropriately aimed at taking measures to mitigate the identified
ML/TF risks. Kazakhstan implements an ongoing and coordinated process to develop policy based on
the outcomes of official risk assessments. Appropriate national strategies and action plans developed,
inter alia, based on the 2018 and 2021 ML/TF national risk assessments, are an integral part of the
strategic and operational national policy to combat ML/TF in the country.

7. The laws of the Republic of Kazakhstan do not contain provisions that enable not to apply the
FATF Recommendations. The outcomes of the NRA are used to identify an ability to apply simplified
and enhanced measures by obliged entities.

8.  National interaction and cooperation are the strengths of the Kazakh AML/CFT framework. FMA
is responsible for coordination of legislative and operational AML/CFT activities and receives a high-
level support from the country’s leadership. Kazakhstan has various interagency coordination
mechanisms.

9.  The NRA outcomes are adequately communicated to the private sector through both institutional
and operational mechanisms. FIs, DNFBPs and other sectors that should follow the AML/CFT
requirements were directly involved in national and sectoral risk assessments.

Recommended actions

1.  Continue to improve the methodology of the NRA ML, namely the make an analysis of all predicate
crimes that generate criminal income, as well as financial flows that can be linked to organized crime
and the transnational dimension.

2.  Continue to develop the analysis of ML/TF methods, trends and typologies.

3. Conduct a comprehensive sectoral analysis to better understand the varying degrees of exposure of
sectors and organizations to different types of ML/TF risks.

4.  Continue to update comprehensive plans and national strategies to reflect updates to the NRA ML
and NRA TF/PF.
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5. Take into account ML and TF risks identified as a result of NRA when developing a national risk
minimization plan. Consider the possibility of preparing a consolidated comprehensive plan to minimize
ML/TF risks for a clearer understanding of the identified risks. This measure will also allow for residual
risks to be taken into account when updating the NRA.

207. This Chapter considers and assesses the achievement of Immediate Outcome 1. To assess efficiency,
this section used Recommendations 1, 2, 33 and 34, as well as the elements of Recommendations 15 are
used.

2.2.  Immediate outcome 1 (Risk, policy and coordination)

2.2.1. Understanding of the existing ML/TF risks

208. The competent authorities and the obliged entities of the Kazakhstan understand their ML/TF risks
to a large extent. The country has made sufficient efforts to identify, understand and assess ML/TF risks,
as well as to develop measures to minimize them. The assessors reached this conclusion by reviewing
national risk assessment reports, policy and guidance documents, as well as interviews during the on-site
mission.

209. The first NRA was conducted in 2018; The NRA 2018 process was coordinated by the Financial
Monitoring Commission (subsequently transformed into FMA) within the IMC. In order to conduct the
NRA 2018, working groups were formed from representatives of government, law enforcement,
supervisory authorities and representatives of the private sector.

210. The 2018 ML/TF NRA identified high-risk areas and predicate crimes that generate criminal
proceeds. These crimes included: fraud, tax crimes, corruption and bribery, participation in organized crime
and racketeering, extortion, robbery and theft, smuggling and forgery.

211. In addition, the 2018 NRA ML/TF identified vulnerable obliged entities, which included banks and
organizations engaged in certain types of banking operations, exchange offices, postal operators, DPMS,
certain DNFBPs (accountants and auditors, organizers of gambling industry, individual entrepreneurs).

212. Based on the results of the 2018 NRA, a Plan to minimize these risks was formed, which were
approved by Government Decree No. 602 of August 16, 2019. The measures contain a list of preventive,
regulatory, law enforcement, organizational measures and measures aimed at improving the effectiveness
of interagency cooperation and interaction with the private sector. As a result of the implementation of the
above action plan, amendments were made to the AML/CFT legislation, supervisory authorities were
identified for certain types of Fls and DNFBPs, and other measures were taken to minimize the risks
identified in the course of the NRA.

213. In 2021, two separate NRA were conducted — in respect of ML and in respect of FT/PF; all competent
authorities and the private sector were involved in them. For this purpose, own methodology has been
developed based on the OSCE Guidance on the collection of data to conduct the ML/TF risk assessment
and Words Bank’s Risk Assessment Tool. The summary of the both NRA was published on FMA’s official
web-site and on government authorities’ web-sites. The Competent Authorities and the obliged entities
agree with the findings of both NRAs and share a view of the largest national risks, threats, and
vulnerabilities.

214. As a result of meetings with government officials, the assessors concluded that the competent
authorities demonstrated a thorough understanding of the constituent elements of risk and showed that they
were aware of the most relevant schemes, methods and tools used for money laundering and terrorist
financing.

215. In the course of the ML NRA, large volumes of qualitative and quantitative data from numerous
public and private sources were used. To assess risks, various information was used, including different
level documents related to risk assessment (strategies and decrees), official crime statistics, outcomes of
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monitoring and supervision activities, requests of law enforcement authorities and foreign FIU, financial
flows data, typologies, investigative reports, criminal case files, court sentences, results of surveys and
mass media materials.

216. The methodology to collect data, under which NRA was conducted, was approved in 2017.
Accordingly, the evaluators assume that the Methodology may be improved or revised; also, Kazakhstan
could consider new (modern) approach to assess the national risks.

217. The ML NRA identifies threats with a breakdown into the predicate offices committed in the country.
Following the review, the most pressing national threats have been identified: bogus invoices, evasion of
taxes and customs duties, smuggling, illegal entrepreneurship, illegal gambling, illegal trafficking of oil
and oil products, corruption and embezzlement, Ponzi schemes and drug trafficking.

218. To assess the ML risks, apart from the threats, the vulnerabilities of the national AML framework
have been identified. They include cash circulation, use of shell companies for ML schemes; cross-border
transfers of illegal funds; shortcomings of government authorities and the financial sector’ risk management
systems; insufficient outreach activities for obliged entities.

219. When threats and vulnerabilities were compared, the major ML risks were identified: misuse of credit
institutions (second tire banks) and institutions that make some types of bank transactions; use of shell
companies for ML schemes; use of organisers of gambling industry for ML schemes; misuse of
microfinance organizations for ML schemes. However, the identified risks are not exhaustive. In addition,
the ML NRA lacks the review of the risks of cross-border movement of funds.

220. The TF risks are well identified and clear. The national CFT/CPF framework facilities strengthening
of the national security and stability of the financial sector. The TF/PF NRA Report highlights the specific
threats that come from the members of non-traditional (destructive) religious movements that receive
misleading information from the Internet; nationals of Kazakhstan that leave the country on their own to
receive theological education, including to the countries where terrorist activities occur; nationals of
Kazakhstan that go to the areas of high terrorist activity to join ITOs and those who return from these areas;
members of terrorist organizations and illegal military and radical groups located outside the Kazakhstan
that involve Kazakhstani in terrorist activities through the Internet. The risks have been reviewed with
respect to vulnerabilities at the three stages of financing of terrorism (collection, movement and use of
funds). The TF NRA specifies that in the course of financing of terrorism funds are used that were obtained
from legitimate sources: wire transfers, bank cards, payment institution services (money order transfers) as
well as digital assets. In addition, the TF NRA contains information on the specific financial profiles of the
persons involved in the activities related to financing of terrorism. Misuse of virtual assets and NPOs for
TF purposes also raises concerns.

221. The TF/PF NRA is a high-level document; it contains limited information on specific threats.
However, understanding of TF/CPF is effectively supplemented by specific knowledge of law enforcement
authorities’ officials that fight against terrorism. Law enforcement and special government authorities have
demonstrated the knowledge of the financial activities of specific organizations and persons that operate in
Kazakhstan and aboard and FMA’ capabilities to initiate and assist in tracing of funds related to TF and
assist in conducting parallel financial investigations as part of TF cases. Good identification results are
confirmed by the case studies submitted during the on-site mission. Following investigation of these cases,
persons have been convicted for terrorism-related activities.

222. The Kazakhstan makes continuous efforts to update and assess the sectoral risks. In 2022 FMA has
conducted additional assessments of the TF risk of the NPO sector, assessment of the legal entities and
arrangements’ risks with respect of involvement in ML schemes and assessment of the virtual assets sector.

223. Following the assessment of the TF risks in the NPO sector, there have been identified the
vulnerabilities related to potential misuse of NPOs for TF, terrorist organizations’ misuse of social media
to raise funds under the pretext of rendering assistance to people in need, and Syrian refugees, Muslim
students who study in Europe, construction of mosques, etc. Upon the findings of the Report, the risk of
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the misuse of NPOs in TF schemes is assessed as “medium”; in this connection, a number of measures are
envisaged to manage the TF risks of the NPO activities and a number of measures are recommended to
mitigate the identified risks.

224. In the course of assessment of the vulnerabilities of legal entities and arrangements to be involved in
ML schemes, it was identified that entrepreneurial activities in Kazakhstan is mostly conducted in the form
limited liability partnerships (legal entities), private companies (members of AFSA) or as individual
entrepreneurs (natural persons). According to law enforcement authorities, one of the issues is the
companies’ use of shell companies to evade taxes, MFO’s involvement in fraudulent schemes (Ponzi
schemes) and ML and activities in the country without being physically present (branches or representative
offices) through web-sites. Deficiencies related to promptness of obtaining and relevance of the data on
beneficiary owners increases the vulnerability of Kazakh legal entities up to high level. This report also
highlights a number of measures to mitigate the identified risks.

225. In 2021, the AFSA conducted assessments of ML/TF risks in the controlled sectors: DNFBPs and
fintech companies, including VASPs. According to the results of the assessment the AIFC participants -
DNFBP and VASP were assigned a medium risk level. The risk of using digital assets (cryptocurrency) on
the territory of AIFC is also medium.

226. The assessment team concluded that the assessment of the VA sector has identified that its current
regulation prescribed by the national laws is sufficient and complies with the FATF requirements. Taking
into account a fast growth and popularity of the VA market, the nationals of Kazakhstan actively use
Internet-platforms that purchase and sale cryptocurrency, which may be used for illegal purposes. Nationals
of Kazakhstan may access VA through foreign and national crypto exchanges, cash exchange services and
transfers through online banking services and VASPs registered with AIFC. The appropriate government
authorities and entities implement Road Map on Development of Crypto Industry and Blockchain
Technologies in Kazakhstan that envisages a pilot project on STB’s servicing of crypto exchanges
registered with AFSA and reviews the need to improve laws with respect to regulation of crypto exchanges
upon the outcomes of this project. Also, under R.15, Committee of AFSA has developed and implemented
Signs/Criteria of Suspicious Virtual Asset Transactions and VASPs. The Government of the Kazakhstan
and FMA interact with Binance, the largest crypto exchange in the country. For instance, Memorandum
between the Government of the Kazakhstan and Binance prescribes that this crypto exchange will assist in
consulting on the development of the legal framework and policies of regulation of VA in Kazakhstan.
Following the on-site mission, the evaluators concluded that that Kazakhstan understands the current
ML/TF risks related to VA and VASPs.

227. Also, ARDFM conducted a sectoral assessment of the ML risks. NB conducts assessment of the risk
levels of PSP and Als once per six months. Following the assessment of the risk levels, the risk levels of
reporting entities are identified, and NB makes a list of high-risk entities (including, high-risk entities in
terms of ML/TF/PF).

2.2.2. National policy aimed at mitigating the identified ML/TF risks

228. The national AML/TF policy of the Kazakhstan focuses on the mitigation of the identified ML/TF
risks. All relevant national action plans developed based on the results of the national ML/TF risk
assessments conducted in 2018 and 2021 are components of the national policy at the strategic and
operational level aimed at combating ML/TF. This conclusion was confirmed during the meeting with the
members of the Interagency Working Group on the preparation of the Kazakhstan for the second round of
the EAG mutual evaluation under the Presidential Administration of the Kazakhstan, where information on
the improvement of measures taken since the previous risk assessment, including national AML/CFT
legislation with regard to the FATF Recommendations was presented.

229. This conclusion is also supported by a review of action plans and other policy documents. The
assessors conclude that all of them significantly minimize the existing ML/TF risks.
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230. For instance, National Development Plan for the period up to 20258 defines as one of national priority
measures that FMA should focus on the fight against shadow economy, which is one of ML/TF
preconditions. Currently, Comprehensive Action Plan to Combat Shadow Economy for 2021-2023
approved by the Decree of the Government of the Kazakhstan No. 644 dated September 21, 2021 is
implemented. National Security Strategy for 2021-2025° and Action Plan to Manage National Security
Risks specify as one of the measures introduction of effective financial monitoring system to protect the
national economy from ML/TF threats, strengthen the integrity of the financial sector and ensure its
protection and safety. One of the tasks of Legal Policy Strategy up to 2030%°, is to separate financial
investigations from criminal proceedings.

231. A number of AML/CFT initiatives to ensure national security is implemented under sectoral policy
documents. For instance, this year saw the approval of Anticorruption Policy Strategy for 2022 — 2026. The
new strategy is a document that focuses on comprehensive and profound work to eliminate the
preconditions of corruption; it envisages measures that, as expected, will significantly contribute to the
national law enforcement authorities’ efforts to combat ML. Fight against fraud is implemented as part of
Joint Measures to Combat Fraud and Ponzi Schemes (Road Map) approved by the General Prosecutor of
the Kazakhstan. Following the 2018 NRA, MIF of the Kazakhstan annually developed and approved Plan
to Prevent, Investigate and Detect Frauds Committed through IT. In addition, the minutes of meeting of
Ministry of Information and Social Development (MISD) to develop proposals to combat drug offences
and prevent drug addiction chaired by the Deputy Prime Minister of the Kazakhstan approved Road Map
to Enhance Fight against Drug Offences and Prevention of Drug Abuse for 2022-2023. Additionally, the
Kazakhstan has approved awareness raising activities to prevent drug addiction among people, including
youth, for 2022. Also, the GPO of the Kazakhstan in cooperation with MIA, NSC u MISD of the
Kazakhstan has approved Interagency Action Plan for 2021-2022 to improve the legal framework and
mechanisms of government authorities’ interaction to develop and take measures to eliminate the
reasons/conditions that contribute to the propaganda and illegal advertising of narcotic drugs.

232. As was noticed above, currently Kazakhstan implements an action plan to combat shadow economy
for 2021-2023. The primary objectives of this plan, inter alia, are to prevent smuggling and evasion customs
duties and taxes, eliminate false declaration/non-declaration of goods and vehicles moved through the
customs border, prevent smuggling of strategic goods and resources, conduct effective and transparent tax
administration, ensure fast information sharing between government authorities and STBs, give effective
response to combat shell companies, eliminate risks of embezzlement, ensure transparency of the spending
of budget funds, comply with regulatory requirements by organisers of gambling industry and comply with
regulatory requirements related to entrepreneurial activities.

233. Among the measures taken by competent authorities based on the outcomes of the previous risk
assessment, regulatory measures may be highlighted. In particular, to ensure compliance of the national
laws with the FATF Standards, in 2020 the Law On Making Amendments in Certain Regulations Related
to Combating Legalization (Laundering) of Illegal Proceeds and Financing of Terrorism (Ne 325-VI dated
May 13, 2020) was adopted that became effective on November 15, 2020. Pursuant to it, FMA has become
to regulate five types of obliged entities (real estate agents, lawyers, leasing, accounting companies,
professional accountants and jewelers); obliged entities’ liability for non-compliance with the requirements
of the AML/CFT Law has been increased; mechanisms and procedure for application of TFS for PF by
obliged entities and some government authorities have been established; mechanism to coordinate measures
to assess risks by the Interagency AML/CFT Board has been established; risk-based approach to examine
FMA has been implemented; government authority responsible for registration and use of confiscated assets
has been specified and the fund of these assets has been formed; international cooperation related to
AML/CFT information sharing between financial control/law enforcement authorities and foreign
competent authorities has been enhanced.

8 The Decree of the President of the Republic of Kazakhstan No. 636 dated February 15, 2018 (Building diversified and innovative economy)
® The Decree of the President of the Republic of Kazakhstan dated June 17, 2021.
10 The Decree of the President of the Republic of Kazakhstan dated October 15, 2021
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234. To further improve the AML/CFT framework and following the 2018 and 2021 NRAs, the members
of AML system have taken and take comprehensive measures to combat and mitigate the identified ML/TF
risks. For instance, ACA has adopted two packages of legislative initiatives. Civil servants, the members
of the Parliament of the RK and judges have been prohibited from having foreign accounts; liability for
corruption of law enforcement authorities’ officials, judges, bribers and bribe intermediaries has been
increased; parole for grave and especially grave corruption offences has been cancelled; prohibition has
been introduced to direct convicts directly to institutions of minimum safety. Also, candidates for public
offices have been obliged to notify of the relatives that work in the same authority; civil servants and other
persons that have accepted anticorruption restrictions, as well as members of their families, have been
prohibited from receiving gifts, financial rewards and services. Liability for corruption in the
quasigovernment sector has been increased. Principles of anti-corruption compliance have been established
in national companies and the private sector. Criminal liability of the officials of law enforcement and
special government authorities for entrapments has become an important legislative innovation.
Amendments have been made in the Criminal Code, which increase the liability of law enforcement
officials and judges for obstruction of and unlawful interference into entrepreneurial activities.

235. The Law On Making Amendments in Certain Gambling Regulations has introduced the following
amendments: introduction of bet recording center that ensures connection communication networks of
software and hardware systems to the software and hardware system of bookmaker offices or totalizators
and ensures acceptance (making) payments in cash and noncash form, including through electronic money,
acceptance, recording and keeping of information on the accepted bets, including electronic bets, for each
member of betting, coefficients of the variants of the results of betting, prizes and payments on them.
Specific bets for organisers of gambling industry have been prescribed.

236. To minimize ML/TF risks, the Law On Making Amendments in Certain Regulations related to
Mortgage Loans in Foreign Currency, Improvement of Regulation of the entities of the Payment Service
Market, Universal Declaration and Restoration of Economic Growth dated July 03, 2020 made amendments
in the Law On Payments and Payment Systems related to identification of the customers of electronic
money systems (EMS); prohibition to make payments and transfers to identified customers by unidentified
customers; prohibition to pay or transfer electronic money owned by unidentified person to any EMS agent;
limitations of transaction amount, total amount of daily transactions and maximum amount of electronic
money kept in one wallet; prohibition to transfer electronic money through transfers to bank accounts or
means of electronic payment of owner of electronic money that is natural person without confirmation that
this person owns the bank account or the means of electronic payment.

237. Amendment in the Law On Microfinance Activities has been made that strengthens the requirements
to microfinance organizations (MFOs); legal entities registered as MFOs should within six months contact
the competent authority to obtain a license for microfinance activities; legal entity that intends to conduct
activities to grant microloans should notify FMA of the registration/re-registration as MFOs within 10
calendar days from the date of registration; minimum authorized capital and shareholder equity of
pawnshops in towns of republican significance and regional capitals have been gradually increased from
50 min to 100 min KZT, for other regions, from 25 min to 50 min KZT.

238. The assessors also concluded that the Republic of Kazakhstan pays high-level attention to AML/CFT
issues. The Order of the President of the Republic of Kazakhstan confirms this; it introduced the “follow
the money” principle in the activities of FMA and other law enforcement authorities’ activities and
implemented measures to recover funds siphoned abroad. In addition, law enforcement authorities
implement this Order with respect to prioritization of the fight against ML/TF and strengthening efforts to
conduct parallel financial investigations.

239. The measures taken indicate a significant reduction in criminal activity. The total number of crimes
recorded in the URPI decreased by 50% in 2021 compared to 2017.

240. A similar trend can be seen for predicate offences. In particular, economic crimes (including tax
crimes) in 2021 compared to 2017 decreased by 28.8%, corruption crimes - by 36.5%, and thefts by
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misappropriation or embezzlement - by 65.9%. Illegal drug trafficking (article 297 of the CC) decreased by
22.6%, crimes related to the creation and management of organized criminal groups and participation in
such groups (article 262 of the CC) by 73.6%, and the organization of illegal gambling business (article
307 of the CC) by 60.7%.

241. Representatives of the competent bodies explained that the main objective of the state criminal law
policy is the prevention of crime. In this regard, the LEA/SSASs are focused on strengthening the preventive
component in order to prevent the commission of crimes or to detect them at the stage of preparation to
commit them.

242. Measures were taken to reduce the vulnerability of the banking sector. In particular, at the initiative
of pre-trial investigative authorities, changes were made in the NB reporting, according to which STBs are
required to provide monthly information on the amount of cash given out to legal persons. This information
is analyzed by the prosecution authorities in accordance with the developed methodology to identify
violations of the AML/CFT legislation by banks.

Case Study 1.1. Use of criminal case data for FIU purposes

In the criminal case against D., it was established that in 2019 two companies controlled by an organized
criminal group in one of the branches of Bank A cashed out KZT 1.2 billion (more than USD 3.1 million)
in 70 transactions. Despite the fact that 82% of transactions exceeded the threshold, the bank failed to
inform the FIU. Based on the bank inspection results, the authorized body drafted five administrative
protocols for violations of the AML/CFT legislation, and the guilty persons were held administratively
liable. In 2020, cashing-out at this bank branch decreased 5 times.

243. In accordance with CPC Article 200, when the circumstances contributing to the commission of a
criminal offence are established in the proceedings, the person conducting the pre-trial investigation has
the right to make a requirement in respect of the elimination of violations of the law, which is subject to
mandatory consideration with informing the pre-trial investigative authority on the measures taken.
Between 2017 and 7 months of 2022, the EIS sent 76 statements on violations of the AML/CFT legislation
in pending criminal cases to STBs, 8 - to the NB, and 14 - to the ARDFM. Based on the statements, 7 bank
officers were brought to disciplinary responsibility and 3 officers were dismissed. For the rest of the
statements, explanatory work and training of STBs officers were carried out.

244. The outcomes of TF NRA 2018 and 2021 made it possible to identify key threats, vulnerabilities and
risks to the national system and determine the main directions of the national anti-terrorism policy, which
are reflected in such normative acts as the National Security Strategy (approved by Presidential Decree in
2021), the State Programme on Countering Religious Extremism and Terrorism for 2018-2020, the Special
Plan for Countering, Neutralizing and Eradicating Destructive Movements (2018), the Roadmap for
Preventing and Avoiding the Spread of Destructive Religious Movements among Minors (2020), and the
Complex of Systemic Measures for Countering Religious Extremism and Terrorism (2022), etc. The above
documents define the strategic directions of counter-terrorism actors and their tactics, which include
eliminating the financial basis of terrorism, preventing TF crimes, identifying sources of TF, suppressing
the activities of terrorists, terrorist organizations and those who finance them.

2.2.3. Exceptions and application of enhanced and simplified measures

245. The NRA has not identified a need to apply enhanced measures; however, the MFOs’ risk level has
been revised. Also, following the NRA collectors have been removed from the list of obliged entities. All
obliged entities should apply enhanced measures in high risk situations and may only apply simplified
measures in low risk situations except for the cases prescribed by the AML/CFT law (for instance, when
services to quasigovernment enterprises are provided).

246. Following the NRA, approaches to ICR have been revised. Now obliged entities’ ICR include Risk
Management Program that specifies the main risk criteria and enables to ensure the adequate monitoring of
the transactions of obliged entities’ customers for AML/CFT purposes. The obliged entities annually assess
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the level of vulnerability of their services/ products to ML risks taking into account, as a minimum, the
categories of risks such as the type of customers, country/geographical risk, the risk of service/product
and/or a way to provide it. There are obliged entities and their customers that have, depending on their
activities, increased and reduced ML risk.

247. The outcomes of the risk assessments are used to develop two categories of response measures:
enhanced due diligence measures should be applied to customers, their representatives or beneficiary
owners if the ML/TF risk is high; simplified due diligence measure should be applied to customers/their
representatives and beneficiary owners if ML/TF risk is low

2.2.4. Law enforcement authorities’ tasks and activities

248. The government authorities of Kazakhstan take into account the outcomes of the assessments to
identify tasks and take measures. At operational level, government authorities have brought their policies,
functions and priorities in compliance with the outcomes of risk assessments through development of plans.
Taking into account the NRA outcomes, activities of the units of some government authorities have been
reoriented. For instance, FMA has established new units to identify transactions involving PEPs and VA-
related transactions. In addition, a new department has been established to examine obliged entities. Law
enforcement unit of FMA has 18 investigative teams comprising 52 investigators that only conduct parallel
financial investigations. MIA of the RK has a cyber security unit, Anti-Corruption Agency and the General
Prosecutor’s Office, an asset recovery unit. The activities of AML/CFT regulatory authorities comply with
the requirements of the FATF Standards related to staffing, expertise and material and technical resources.

249. The central competent body in the field of combating terrorism and TF is the NSC, which has special
units (Department for Combating International Terrorism, Investigation Department and others). The
strategic directions of the NSC are defined by national acts and include measures to mitigate risks and
suppress TF threats.

250. In addition, the NSC coordinates the activities of counter-terrorist agencies. For this purpose, the
Anti-Terrorist Centre was established in RK and consists of the heads of 20 government authorities. The
ATC is responsible for determining state policy, improving counter-terrorism legislation, developing
practical measures for government authorities to improve their effectiveness in combating terrorism,
forecasting terrorist threats and introducing international experience in the area of counter-terrorism. More
than 200 counter-terrorism commissions under the executive authorities are coordinated by the Operational
Headquarters for Combating Terrorism within the ATC.

2.2.5. National interaction and cooperation

251. Interaction and cooperation are one of the strengths of the Kazakh AML/CFT framework. FMA is
responsible for steering and coordination of AML/CFT activities; it receives high-level support. One of the
effective tools is Interagency Working Group on Preparation to the Second Round of Mutual Evaluation of
EAG (the Working Group) established under the Executive Office of the President of the Republic of
Kazakhstan. The Working Group is an advisory and consultative authority; it was established to developing
measures to implement state policy in the sphere of AML/CFT and increasing their effectiveness, as well
as coordinating measures aimed at reducing the risks of money laundering and terrorist financing and
combating the shadow economy.

252. The Working Group comprises the officials of the Executive Office of the RK, Security Council of
the RK, Supreme Court, the General Prosecutor’ Office, Ministry of Foreign Affairs, National Security
Committee, Ministry of Internal Affairs, FMA, Anti-Corruption Committee, ARDFM, APDC, NB, Audit
Committee, Agency for Strategic Planning and Reforms, Ministry of National Economy, Ministry of
Finance, Ministry of Health, Ministry of Education and Science, MCS, Ministry of Justice, Ministry of
Digital Development, Innovations and Space Industry, Ministry of Transport and Integration, Ministry of
Agriculture, Ministry of Information and Social Development, Ministry of Economy, Ministry of Industry
and Infrastructure Development, Ministry of Ecology, Geology and Natural Resources, Atameken Research
and Production Enterprise and AFSA.
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253. Before September 2020, AML/CFT Interagency Commission operated in Kazakhstan. As part of
preparation for mutual assessment of Financial Monitoring Committee of Ministry of Finance of the
Republic of Kazakhstan (now FMA), energetic efforts were made to enhance the AML/CFT framework to
reach compliance with the FATF Recommendations. In November 2020, provision of Article 11-1 of the
AML/CFT Law became effective, under which the AML/CFT Interagency Board was established in
Kazakhstan that became a forum to shape the AML/CFT/CPF government policy. It comprised deputy
directors of law enforcement, special and regulatory authorities involved in AML/CFT/CPF. The Board is
an advisory and consultative authority; it was established to develop measures to implement the
AML/CFT/CPF government policy and enhance their efficiency, as well as to coordinate measures to
mitigate the ML/TF/PF risks. Following the meetings of the Board, a number of documents has been
approved, including guidelines to identify PEPs and beneficiary owners, and recommendations for the NPO
sector. Based on the results of the meetings of the MIA on AML/CFT/FFTF issues, a number of strategically
important documents were approved and adopted, including the closed and public versions of NRAs,
sectoral assessment of NPOs, as well as the vulnerability report of legal entities, methodological
recommendations for identifying PEPs, beneficial owners and approved recommendations for NPOs in the
field of FTF.

254. To enhance interaction with FMA and solve organizational and legal issues, in November 2019 the
Compliance Board under FMA was established. The main tasks of the Board are to prepare
recommendations to implement new forms of interaction with and feedback for FMA; prepare and discuss
proposals to improve information sharing between FMA and the Agency as well as on other communication
issues; participate in the projects related to notification of obliged entities of ML/TF risks to be used to
implement internal control procedures; arrange and participate in joint training events, exchange AML/CFT
best practices and experience, including with the involvement of visiting experts. From the launch of this
forum, over 70 meetings with obliged entities and government authorities have been held, where, for
instance, unified register of high-risk persons and the findings of ML/TF/PF NRA, etc. were discussed.

255. Cooperation and information sharing agreements, action plans of FMA and other government
authorities prescribe other elements of AML/CFT interagency interaction. In addition, the action plans
envisage a number of joint awareness raising events related to obliged entities’ compliance with AML/CFT
laws, application of the criteria of assessment of risk levels, identification and review of risks, development
of measures to mitigate the identified risks, development of recommendations and guidelines to assess the
risks. Over 10 AML/CFT cooperation and interaction agreements and joint orders have been signed with
each regulatory authority, under which government authorities on an ongoing basis share information on
the obliged entities that have data to comply with the AML/CFT Law, as well as to involve in AML
framework; also, 31 agreements with public organizations have been signed. 39 AML/CFT interaction
memoranda have been concluded with foreign FIUs; also, 10 agreements between Economic Investigation
Service and foreign competent authorities have been concluded. For instance, agreement with Ministry of
Information and Social Development (interaction on NPO activities) and joint order approved by FMA,
NSC and SRC of Ministry of Finance on interaction to share and transfer ML/TF/PF information, data and
documents to combat illegal movement of cash and/or money instruments have been signed.

256. The Working Group on Implementation of the Pilot Project on the Activities of Crypto-exchanges
under AFSA approved by the Order of MDD No. 207/NK dated June 11, 2021 comprises AFSA officials.
Also, AFSA officials are the members of the Interagency Working Group on Development of Measures to
Combat Ponzi Schemes approved by the Order of the Chairman of ARDFM No. 388 dated October 7, 2020.

257. Law enforcement and special authorities properly maintain interagency interaction. Interagency
AML/CFT interaction is conducted under a Joint Order On Approval of Guidelines of Interaction to Share
Information, Data and Documents between Law Enforcement/Special Authorities and FMA that regulates
all necessary issues: prompt processing of requests; form of notification of FMA when law enforcement/
special authorities identify suspicious transactions; prosecutor office’s powers to authorize requests;
authorized request form with special marks; procedure for removal from TF list before a criminal record is
expunged; procedure for payments to the persons from the TF List (wages, insurance and tax payments,
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penalties, state fees, travel allowances, pensions, scholarships and other social benefits). The evaluators
highlight effective interaction between NSC and other appropriate government authorities, including as part
of international cooperation in the course of humanitarian operation Zhusan when Kazakh nationals
(women and children) were evacuated to Kazakhstan from Syria. Kazakhstan has established Interagency
Center for Coordination of the Activities of Government Authorities to Combat Drug Addiction and Drug
Trafficking®'. ARIN-WCA comprises the officials of the General Prosecutor’s Office of RK and
Investigative Committee of Ministry of Internal Affairs of the RK.

258. In 2018, Interagency Investigative Team (1IT) under the General Prosecutor’s Office of RK was
established. It comprised the officials of the General Prosecutor’s Office, Anti-Corruption Agency,
Ministry of Internal Affair and FMA. For the last 5 years, prosecution authorities established over 50 1ITs,
Also, Anti-Corruption Agency and its regional units established approx. 20 11Ts that comprise the officials
of MIA, FMA and NSC.

2.2.6. The private sector’s risk awareness

259. Fls and DNFBPs that should follow AML/CFT requirements were directly involved in national and
sectoral risk assessments. In particular, during preparation for the 2018 and 2021 ML/TF national risk
assessments surveying was conducted. The survey covered all concerned government authorities and a
large part of the private sector. In the course of the NRA, the Compliance Board conducted consultations
with the public and the private sectors. These consultations were conducted to discuss and identify trends,
risks and their opinions on the measures to mitigate risks.

260. The findings of the risk assessments were properly communicated to the President of the Republic of
Kazakhstan and his Executive Office, as well as government and law enforcement authorities. The risk
assessments were also communicated to FIs, DNFBPs, VASPs, NPOs and SRBs through their accounts on
FMA’s web-site and during bilateral and multilateral meetings, conferences and other events.

261. All competent authorities and SRBs published on their web-sites public versions of the reports on the
national ML/TF/PF risk assessment. Clause 6, Article 11-1 of the AML/CFT Law requires from obliged
entities to take into consideration the published information from risk assessment report when they
implement the programs included in internal control guidelines. Supervisory authorities recommend the
private sector to take into account and use the findings of the national and sectoral risk assessments to
identify, assess, manage and mitigate risks.

262. Reporting entities freely and without any problems discussed with the evaluators the findings of the
national and sectoral risk assessments and the existing threats, vulnerabilities and risks related to their
activities.

Overall conclusions on Immediate Outcome 1

263. The Republic of Kazakhstan makes considerable efforts to identify, understand and assess the
national ML/TF risks and develop measures to mitigate them. Despite the fact that the ML NRA has no
finding on the specific ML risks, the approach used to assess the predicate offences that generate main
proceeds and review ML-related criminal cases reflects the needs of the country. In turn, the TF/PF NRA
clearly specifies inherent TF risks. The national AML/CFT policy is shaped on an ongoing basis and is
properly aimed at mitigating the identified ML/TF risks. The findings of the risk assessments were
adequately taken into account to identify the tasks and measures to be accomplished and taken by competent
authorities. The findings of risk assessments are communicated to FIs, DNFBPs, VASPs and SRBs through
institutional and operational mechanisms. In general, the members of the AML/CFT framework (both the
public and the private sectors) have demonstrated understanding of ML/TF risks. However, the evaluators
highlight that there is scope to further improve the methodology of ML risk assessment, enhance
understanding of inherent risks and use the NRA findings to develop comprehensive interagency plans to
mitigate the identified risks.

1 Order of the Prime-Minister of the Republic of Kazakhstan No. 129-r dated September 15, 2011
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264. Kazakhstan is rated as having a substantial level of effectiveness for 10.1.
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CHAPTER 3. LEGAL SYSTEM AND OPERATIONAL ISSUES

3.1. Key Findings and Recommended Actions

Key Findings
Immediate Outcome 6

1.  All LEAS/SSAs regularly and effectively obtain and use financial intelligence and other relevant
information to gather evidence for investigations of money laundering, terrorist financing and predicate
offences and tracing criminal proceeds. Information may be obtained either independently or through the
FIU.

2.  All LEAs/SSAs, namely the FMA's own operational and investigative units actively request
information from the FIU regarding high-risk predicate offenses (except for illegal economic activity and
drug trafficking) and ML, while information on combating TF is less actively requested by relevant
competent authorities, while FMA's sending of proactive materials on TF tends to decrease. The MIA and
the AIC made less use of the FIU's ability to obtain relevant financial information as part of international
cooperation.

3.  The FIU has a vast amount of data at its disposal, including a large number of suspicious transaction
reports and reports of transactions subject to mandatory monitoring. The FIU uses state-of-the-art
technology and a high level of process automation to prioritize, initiate and facilitate investigations
conducted by LEAS/SSAs.

4.  The information contained in the FIU database is used to assist ongoing investigations, as well as to
initiate new investigations into predicate offences and, less frequently, money laundering (except the EIS)
and terrorist financing. Case studies and statistics show that analysis data are used to investigate cases that
are proactively referred to law enforcement authorities as well as to assist ongoing investigations.

5. LEAS/SSAs have also demonstrated that financial investigation data communicated proactively or
upon request is of high quality and an inseparable part of their work.

6.  Most threshold and suspicious transaction reports are received by the FIU from financial institutions;
DNFBPs submit them in smaller numbers. The FIU also receives other additional information from STBs
upon request. Besides that, the FMA also receives information on transactions suspended by the obliged
entities prior to their conduct due to suspicion of ML/TF.

7. The FIU has excellent resources and information capabilities and competent analysts who have in-
depth knowledge of the national AML/CFT system specificities.

8. AML/CFT cooperation at the national level is a strength of the Kazakh AML/CFT system.
LEAS/SSASs noted the close cooperation and effective coordination on ML/TF issues, for which purpose
separate dedicated platforms were established to determine the directions of state policy in this area. The
exchange of information between the FMA and the RK competent authorities is carried out exclusively
via secure communication channels.

Immediate Outcome 7

1.  Kazakhstan has demonstrated successful exercise by LEAS/SSAs of their powers of detecting money
laundering and prosecuting these offences. Most ML offences are committed in the form of self-laundering
(through the acquisition by natural persons of movable and immovable property with criminally obtained
funds and its fictitious registration in the ownership of third parties, the introduction of legal persons into
the economic turnover under the guise of legally acquired production equipment and immovable property
objects), but there have also been prosecutions and convictions for ML by third parties, including
professional money laundering. There was no conviction for stand-alone money laundering.
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2. Aunified methodology for conducting parallel financial investigations is defined for the LEA/SSAs,
and access to a wide range of information on individuals and legal entities, including financial information,
is ensured. Special structural subdivisions have been established in the EIS and ACA, whose competence
includes solely the implementation of parallel financial investigations. The promptness of criminal
prosecution is facilitated by the introduced form of pre-trial investigation in electronic format through the
"Electronic Criminal Case" module,

3. In addition to financial investigation subdivisions, all LEAS/SSAs also established specialized
analytical units that provide information and analytical support for the activities of operational and
investigative units, including analytical identification of criminal schemes for predicate offences,
development of ML typologies, preventive measures, proposals to enhance the effectiveness of interagency
cooperation and improve legislation.

4. The level of interagency cooperation between LEAS/SSAs is high. LEAS/SSAs use MLA
mechanisms and other forms of international cooperation to fulfil their criminal prosecution tasks.

5.  The country pays significant attention to ensuring the availability of highly qualified staff in
LEAS/SSAs and the judiciary. The competent authorities have the necessary human, information and
analytical resources.

6.  There are no aspects of the investigative, prosecutorial, or judicial process that impede or hinder the
prosecution and sanctioning of ML.

7. The prosecution for ML is generally consistent with the nature of national threats and risks and
national AML policies, with the exception of crimes in the field of illicit drug trafficking, the detection of
facts of ML for which is insignificant, as well as of theft, as the ML threat level that it poses was not
determined during the NRA.

8.  Sanctions for ML offences against natural persons are proportionate, dissuasive and effective. No
sanctions were applied to legal persons for ML offences.

9. If ML is not proved, criminal prosecution and conviction for the predicate offence are carried out,
and if a conviction for ML cannot be secured due to search, death, amnesty of person or expiry of the
statute of limitations, the pre-trial confiscation of criminal property is applied.

Immediate Outcome 8

1.  Confiscation of criminal proceeds, instrumentalities of crime and property of equivalent value is
considered as a consequence of committing a criminal offence and is a means of implementing the state
criminal law policy in the sphere of combating crime.

2.  Confiscation of criminal proceeds, instrumentalities of crime and property of equivalent value under
the RK criminal law is an additional punishment and is imposed by a court sentence in those cases where
it is provided for by the sanction of the CC article. Besides that, confiscation of illegally obtained property
is applied prior to sentencing as a measure under criminal law on the basis of a court decision in cases
prescribed by law.

3.  During the CIDA and pre-trial investigations, pre-trial investigative authorities conduct parallel
financial investigations in order to find property subject to seizure. The effectiveness of parallel financial
investigations is enhanced by special units established within the EIS and ACA, which are exclusively
responsible for such investigations.

4.  The courts apply confiscation of the proceeds of crime, property acquired by criminal means,
instrumentalities and means of crime, and property of equivalent value.

5.  Comprehensive statistical records are not maintained, in particular, statistics on the amount of
criminal proceeds from predicate offences, types of confiscation, separate records on the valuation and
sale of property confiscated on criminal, administrative or other grounds.
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6.  Customs authorities are not LEAs per se, but they carry out activities on detecting, preventing and
suppressing criminal and administrative offences in the field of customs legislation. At the same time, they
are significantly limited in their powers and access to information resources compared with LEAS/SSAs.

7. Confiscation of undeclared (falsely declared) cash is not effective, proportionate and dissuasive and
does not contribute to the suppression of cash couriers' activities.

8. It was not possible to draw conclusions about the consistency (inconsistency) of confiscation with
the ML/TF risk assessment.

Recommended Actions
Immediate Outcome 6

1. The NSC, ACA and MIA should make greater use of the FIU resources and capabilities to obtain
financial intelligence and other information as they investigate the financial aspects of predicate offences
and identify the fact of ML itself.

2.  All LEAs/SSAs should continue to use financial analysis and other relevant information to better
identify illegal economic activity and illicit drug trafficking in accordance with the risks specified in the
ML NRA report, as well as pay particular attention to identifying the facts of laundering of proceeds
derived from these categories of crime.

3. The RK competent authorities engaged in combating terrorism and its financing should actively
request financial intelligence and other information from the FIU when conducting police intelligence
operations or investigations into terrorist offences.

4. The MIA and ACA should actively use the FIU capabilities to obtain significant financial
intelligence as part of the FIU international cooperation for tracing criminal proceeds and determining the
extent of cross-border offences within the purview of these authorities.

5.  The FMA should pay more attention to the analysis, preparation and proactive submitting of TF-
related materials, if it is necessary to involve the relevant competent authorities to determine the priority
areas of analytical activities for improving the quality of use and feasibility of the FIU analysis results in
practice.

Immediate Outcome 7

1.  Kazakhstan should analyze the reasons for the lack of successful prosecutions for ML without a
predicate offence, with the adoption of legislative regulation if necessary.

2. The competent authorities should ensure the effectiveness of parallel investigations according to the
established single methodology. The MIA and NSC should consider creating special structural
subdivisions or allocating individual officers, whose competence will include only conducting parallel
financial investigations.

3. It would be useful to intensify the work of the ACA to identify ML from corruption crimes, and the
MIA - from crimes in the sphere of illicit drug trafficking.

4.  In order to further improve the effectiveness of sanctions for ML against natural persons it would be
useful to perfect the practice of sentencing. The final punishment for ML combined with a predicate
offence, as a rule, should be imposed taking into account the public danger of ML (by the addition of
penalties).

5. Ensure the practical implementation of bringing legal persons to administrative liability for ML.
Consider expanding the range of sanctions against legal persons.

6. It is necessary to adjust approaches to the maintenance of statistical records, to provide for the
recording of ML offences with reference to predicate offences at all stages of the criminal process.
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7. Continue the practice of international cooperation to identify the facts of the transfer of criminal
assets abroad, including ML in foreign jurisdictions and ML in the country when committing a predicate
offence abroad.

Immediate Outcome 8

1.  The Republic of Kazakhstan should consider amending legislation to expand the institution of pre-
trial confiscation of criminal property, instrumentalities and means of crime in criminal cases, as well as
the possible introduction of the institution of non-conviction based confiscation of the incomes from
unconfirmed sources.

2.  Pre-trial investigative authorities should intensify activities on identifying property subject to
seizure, including transferred to foreign jurisdictions and taking provisional measures for the subsequent
confiscation of property and criminal injury compensation, as well as recovery of criminal assets from
foreign jurisdictions.

3. The compulsory enforcement authorities should take additional measures to improve the
effectiveness of the actual execution of court decisions on the recovery of property damage and forfeiture
to the state.

4.  GPO approaches to keeping statistical records should be adjusted. For these purposes, it is necessary
to provide for the reflection in the criminal statistics of the amount of income from predicate offences and
the types of seized property. It is necessary to unify the statistics of the pre-trial investigative agencies,
courts and compulsory enforcement authorities to be able to compare the amount of seized property,
property confiscated by courts or converted into compensation for damages and the actual execution of
court decisions on all ML and predicate offences.

5. Approaches to customs administration should be revised. To improve the efficiency of customs
authorities, consideration should be given to expanding their powers (in particular, by granting direct
access to the Law Enforcement and Special Agencies Information Exchange System), as well as
automating the profiling system and other means of implementing customs control measures.

6.  To ensure the effectiveness of measures aimed at disrupting cash couriers' activities, it is necessary
to adjust national legislation to introduce confiscation as a measure of administrative liability for non-
declaration (false declaration) of cash and refer cases of administrative offences of this category to court
jurisdiction.

265. The relevant Immediate Outcomes considered and assessed in this chapter are Immediate Outcomes
6, 7 and 8. Recommendations 1, 3, 4, 29 - 32 and also elements of R.2, 8, 9, 15, 30, 31, 34, 37, 39 and 40
are used in assessing effectiveness in this section.

3.2.  Immediate Outcome 6 (Financial Intelligence ML/TF)

3.2.1. Use of financial intelligence and other relevant information

266. All LEAS/SSAs of Kazakhstan, including the EIS, MIA, NSC, ACA and GPO, regularly and
effectively use financial intelligence and other relevant information to gather evidence for investigating
ML, TF and predicate offences, as well as for tracing criminal proceeds. All LEAS/SSAs have ample
opportunity to obtain relevant information independently, including bank secrecy, directly from financial
institutions after a criminal case is registered in the Uniform Register of Pre-Trial Investigations (UPRI)*2.

267. LEAS/SSOs are not entitled to obtain information that constitutes a banking secret (see R.31.3(a)) at
the stage of criminal prosecution (i.e. prior to registration in the UPRI). However, it is possible to obtain
such information through the FIU.

2. The UPRI is an automated database that records information on criminal reports, related procedural decisions, actions taken, the progress of criminal
proceedings, applicants and participants in criminal proceedings.
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268. LEAS/SSAs use a variety of information resources, primarily the Law Enforcement and Special
Authorities Information Exchange System (LESA IES). The system is used to obtain information in
criminal, civil, administrative, search and enforcement proceedings. The system is integrated with 81
information databases of 26 authorized bodies and government authorities, 21 STBs:

¢ information on natural persons and identity documents, residence addresses, next of kin, dispensary
registration, crossing the state border by Kazakh and foreign nationals;

e information on entrepreneurial activities of natural persons, individual entrepreneurs, legal persons,
on public procurement, importers/exporters;

e information on immovable property objects and ownership of objects, availability or non-
availability of ownership rights to land, vehicles registered with the internal affairs authorities;

e tax and customs®? information;
e (databases of persons held criminally and administratively liable; and other information.

269. LEAS/SSAs also receive financial intelligence and relevant information from foreign partners through
Interpol, other relevant operational/industry associations and as part of MLA (see Chapter 8).

270. LEAS/SSAs have access to the FIU information (provided both upon request and proactively). The
FIU is a core element of the national AML/CFT regime in Kazakhstan. The FMA maintains a national
AML/CFT database (Unified Information and Analytical System, UIAS) that contains all threshold and
suspicious transaction reports, transactions of designated persons, transactions with characteristics
consistent with ML/TF typologies, schemes and methods, reports of refusals to establish business
relationships, refusals to conduct transactions and termination of business relationships, as well as
information received from the obliged entities on additional requests. The content of this database is also
supplemented by information on suspicious transactions and/or activities of legal and natural persons
received from the RK government and law enforcement authorities, as well as from FIUs of foreign
countries.

271. In addition to approximately 2 million threshold and suspicious transaction reports received from the
obliged entities each year and contained in the national AML/CFT database, the FMA also uses other
financial and non-financial information from other Kazakh ministries and agencies through automated
access when conducting financial investigations (see Table 6.1). Besides that, the FIU uses information
obtained through international cooperation, as well as from open sources (social networks, messengers),
and for the latter, modern software products have been developed to obtain relevant information.

Table 6.1. List of information accessible to FMA

No. IS Beneficiary Information content
. Information on the availability of bank accounts, about owners,
Integrated Tax Information s
1. Svstem SRC managers, founders, type of activity, budget payments, personal
Y accounts, etc.
2 IS Berkut NSC Data on state border crossings, information on encumbrances on

border crossings

Committee on

Information System of the Legal Statistics

Committee on Legal

3. L A and Special Information on criminal and administrative offences
Statistics and Special
Accounts of the GPO Accounts of
the GPO
4 Tax Reporting Processing SRC Information on tax returns, declarations, calculations, register of
' System accruals
5. WEB portal of public Information on electronic services in public procurement

procurement

13 The Agency has online access to the information system of the customs authority "Astana-1" (through the Oracle Bl report designer), through which it is
possible to upload passenger customs declarations (PTD) as per the list of persons (or other criteria: country, date, amount and etc.), as well as the entire data
array.
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Law Enforcement and 81 information services of more than 26 government authorities
6 Special Authorities GPO and organizations (Ministry of Justice, NSC, MIA, SRC,
' Information Exchange Ministry of Economy, Ministry of Agriculture, Transport
System Committee, Ministry of Health, etc.).
LC; Ogngltt;fiit?:s Information on pre-trial investigations, criminal statistics data,
7 EMA URPI a% d Special analytics modules, records of persons taken to LEAS/SSSs'
' Accoupnts of buildings, operational summary of the LEAS/SSSs information,
the GPO Crime Record Book data, etc.
IS& Or;rg'tt;fiest?gs Electronic criminal proceedings, pre-trial investigations data,
8 Web URPI a% d Special requests for medical records (psycho/narcotics), online
' Accoupnts of authorization of restrictive measures, restrictions on immovable
the GPO property, imposing a ban on crossing the state border, etc.
Customs Automated
Information System (TAIS-2) f . d q .
Information System on Information on customs procedures and operations
Reception and Processing of Information on electronic invoices
9. ?E—Invoices (EI1S) g SRC Information on the owners, heads, founders, type of activity,
"Unified Data Repository” budget payments, personal accounts
Information Systepm (UDyR Information on customs procedures and operations.
IS) "Astana-1" IS

272. LEAS/SSAs, including the EIS, based on the Joint Agreement (No. 1009-dsp dated October 14, 2020),
submit to the FIU prosecutor-approved requests for financial information, including from foreign partners,
when conducting parallel financial investigations, investigations of predicate offences and ML/TF. The
information received from the FIU is used to gather evidence both at the Police Intelligence Operations
stage and in criminal proceedings. According to the information received during the on-site mission, in
practice, warrants are obtained from 1 to 3 days, and in case of urgent need - within a few hours. There
were no refusals to obtain warrants.

Table 6.2. Number of requests for financial intelligence sent to FMA by LEAS/SSAs

2017 2018 2019 2020 2021 1St2h0aZ|£ of 2017-2022
LEAS/SSAS

- L - s - e - L - [N | L - LL
= ~ = ~ = ~ = ~ = ~ = ~ = ~

EIS 60 10 5 6 40 110 231
NSC 1 3 1 8 10 2 14 2 38 3
MIA 2 3 2 5 2 23 19 14 5 13 1 60 29

ACA 24 18 9 20 10 3 84
GPO 28 39 3 19 1 29 1 0 8 2 123 7
TOTAL 115 73 6 46 3 88 22 78 5 136 3 536 39

273. An analysis of the inquiries received by the FA through ML shows that 41.7% of such inquiries came
from LEASS/SSA as part of their investigation of tax crimes, 27.8% - embezzlement of budget funds and
corruption, 17.3% - fraud, incl. financial pyramids, 4.4% - illegal economic activity and 8.6% - other
predicate crimes.

274. As shown in the table above, LEAS/SSAS, specifically the EIS, actively request information from the
FIU regarding high-risk predicate and ML offences.

Case Study 6.1. Information sent by FMA on the request of EIS

In 2017, on the initiative of the EIS, the FIU revealed suspicious transactions on P B LLP in the territory
of Almaty.

Obliged entities) received 107 reports of threshold and suspicious transactions in relation to P B LLP,
including replenishment of the account and account, as well as withdrawal from the account .
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The main operations are related to the systematic replenishment of the account in cash and withdrawals
from the account of cash as a withdrawal of winnings. And also there was information on account
replenishment through the payment system of QIWI Kazakhstan LLP.

At the same time, as part of the analysis, it became known that there was negative information about the
recovery of a debt by a private enforcement agent in favor of an individual.

The FIU sent the relevant information to the territorial department of EIS.

07.10.2017 EIS in relation to "O" and other persons, pre-trial proceedings have been initiated on the fact
of organizing a network of illegal gambling establishments in the bookmaker offices of "P B" LLP, in
order to generate income on an especially large scale in the amount of more than 5.3 billion KZT.

Criminal proceeds from the activities of illegal gambling in the amount of more than 5 billion KZT were
transferred through payment terminals to bank accounts opened in the name of "O", "V" and their close
relatives. Further, “O” and “B”, in order to legalize criminal proceeds from illegal gambling, acquired
expensive real estate (parking space) and movable property (elite cars of 5 brands with a total value of
over 200 million KZT).

The specified property and bank accounts of the defendants in the case (580.2 million KZT) were also
seized with the court's sanction.

By the verdict of the Almaly District Court of Almaty dated 05/20/2021 "O" and "QO". convicted under
Acrticle 307, Part 3 (illegal gambling business), Article 218, Part 3, Clause 3 of the Criminal Code (money
laundering), with a sentence of 4 years in prison, with confiscation of criminal proceeds and property
obtained by criminal means in the amount of more than 780 million KZT.

275. LEAS/SSAs request from the FIU financial intelligence (571 cases), beneficial ownership
identification (150 cases) and asset tracing (150 cases), which proves that LEAS/SSAs are aware of the
FIU's ability to handle information, including bank secrecy.

276. In terms of combating TF, the bulk (71%) of the FIU interaction is with the NSC, which is the
coordinating and competent authority for combating terrorism and its financing. However, the TF
information exchange tends to decrease, i.e., in 2018 they prepared and sent to the competent authorities
107 proactive materials, in 2019 - 57, in 2020 - 21 and in 2021 — 11, Thus, if in 2018 107 initiative materials
were prepared and sent to the competent authorities, then in 2019 - 57, in 2020 - 21 and in 2021 - 11
materials were sent on an initiative basis.

Case Study 6.2. Provision of information by FMA at the request of NSC

In 2017, the FIU, at the initiative of the NSC, conducted an investigation with regard to individual E. N.
and terrorist financing, which also involved the use of reports received from obliged entities.

E.N. is a relative of designated individual A.E. Individual E.N. received money from third parties on a
gratuitous basis and then repeatedly sent funds through the "Western Union™ money transfer service to
the addressee in Germany (KZT 1,543,579 was received between March 11, 2015 and September 26,
2016). Multiple transfers of individual E.N. came into view, who made 13 replenishment transactions
between March 2015 and April 2016 for a total amount of KZT 4,928,000. In total, E.N. conducted 400
transactions to the amount of more than USD 10 thousand.

The results of the FIU's financial monitoring allowed law enforcement authorities to establish and
confirm speculation that individual E.N. is actively involved in terrorist financing and supports the
ideology of destructive religious movements.

As a result, on January 4, 2018, the District Court No. 2 of the Saryarka District of Astana found
individual E.N. guilty of committing a terrorist offence and sentenced to imprisonment for a term of 6
years under CC Atrticle 258(1).
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277. Based on the results of the FIU's analytical activities, when indicators of predicate offences and
ML/TF are identified, analysis results are proactively forwarded to the EIS and other LEAS/SSAs, which
are the authorized agencies that detect and investigate these offences.

Table 6.3. Statistics of proactively submitted FIU materials broken down by recipient

st
2017 2018 2019 2020 2021 1 ngazlg of 2017-2022
LEAS/SSAs

| L - L - w - L - [N - L - L

= ~ = ~ = ~ = ~ = — = - = -

EIS 77 16 90 31 109 | 11 106 4 169 2 50 3 601 67
NSC 9 41 15 73 11 42 10 17 8 9 4 11 57 193
MIA 3 2 7 3 13 4 43 37 13 2 116 11

ACA 8 5 9 1 17 3 43

TOTAL 97 59 117 | 107 | 142 57 160 21 231 11 70 16 817 271

278. As the table shows, the FIU provides proactive ML materials primarily to its operational investigative
unit (61%), since the EIS detects and investigates most of the predicate offences that pose the highest ML
risk, and according to the NRA, these categories of crime have the highest criminal income and amount of
damage caused. Besides that, nearly 12% of the FIU's proactive materials related to drug trafficking and
fraud were sent to the MIA for conducting relevant CIDA.

279. However, the ratio of information sent upon request and proactively may suggest that the need for
obtaining a warrant limits LEAS/SSAs and, above all, the EIS to a small extent.

280. The effectiveness of the use of FIU materials tends to increase, if in 2017 LEAS/SSAs used 38% of
FIU materials, in 2021 this figure was 64%. All the FIU materials received upon request were used by the
LEAS/SSAs in the initiation of criminal proceedings, confirmation of information already held by the
initiators of the request, identification of other persons involved in the investigation, etc. The effectiveness
of the use of FIU initiative materials by the LEAS/SSAs is 39%, with the greatest effectiveness is
demonstrated in the implementation of these materials by the operative-investigative unit of the FMA,
having used 50% of the FIU initiative materials in the course of investigation activities and investigative
actions. Initiative materials sent to NSC and MIA were confirmed by them in 19% and 32% of cases,
respectively.

Table 6.4. Effectiveness of the use of FIU materials by LEAS/SSAs

FIU materials 2017 r. 2018 . 2019 r. 2020 r. 2021 r. 1-m. TOTAL
2022 .
Initiative 57 60 56 88 153 (60%) | 39 (429%0 | 453 (39%)
(37%) (24%) (27%) (45%)
Suspended transactions | 184 (27%) | 214 (43%) | 312 (45%) | 146 (42%) | 162 (58%) 70 1088
(37%) (40%)
By request 115 79 (100%) | 49 (100%) 110 83 (100%) 139 575
(100%) (100%) (100%) (100%)
TOTAL 356 (38%) | 353 (42%) | 417 (44%) | 344 (53%) | 398 (64%) | 248 (59%) 2116
(48%0)

281. As Table 6.4 shows, the FIU materials received by the LEAS/SSAs upon request were used in full,
and the effectiveness of the use of initiative materials of the FIU for the assessment period is 39% and tends
to increase from 2020, which, according to experts, the competent authorities effectively use initiative
materials of the FIU.

282. Information received from the FIU was often used by LEAS/SSAs to gather evidence for such
predicate crimes as tax crimes - 61%, embezzlement and corruption - 14%, fraud, including pyramid
schemes - 14%, which are assigned a high risk by the NRA of 2021. However, the effectiveness of using
FIU materials on illegal economic activity and drug trafficking, which are also assigned a high ML risk, is
1-2 % of the total amount of used/useful materials.
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283. During the assessed period, 33% of criminal cases (112 out of 342) on money laundering (Article 218
of the Criminal Code of the Republic of Kazakhstan) were initiated on the basis of the FIU materials,
provided both on a proactive basis and upon request. As noted above, the main volume of information
exchange of the FIU falls on the financial investigation units of the FMA which initiated and investigated
89 (out of 112) criminal cases using the materials of the FIU.

284. 1t was also demonstrated to the experts that other LEAS/SSAs actively use the FIU materials. Out of
398 materials sent to the ACA, NSC the MIA, 266 were used in the course of investigative actions, mainly
for predicate offences. Also with the use of materials of the FIU criminal cases were initiated and
investigated for ML

Table 6.5. Percentage of criminal cases under ML and FT, initiated on the basis of FIU information

Cases involving 2017 r. 2018 r. 2019 . 2020 r. 2021 r. 1-m.2022r. | TOTAL
ML and TF
ML investigation 28 18 19 11 24 12 112
using FIU information
ML investigation 86 64 49 40 62 41 342
TOTAL
TF investigation 3 3 1 1 1 1 10
using FIU information
TF investigation 13 9 1 8 6 2 39
TOTAL

285. The analytical materials of the FIU on terrorism financing are also in demand by LEAS/SSAs. While
78 materials of the FIU were used by the NSC in conducting criminal investigations on terrorism financing
cases, 10 criminal cases related to terrorism financing were initiated based on the FIU information, which
is 26 % of the total number of criminal cases initiated in the country. The FIU strength is also the exercise
of special control over the initiative materials sent to the own investigatiove units, which increases the
effectiveness of their use.

286. Despite the FIU's significant contribution to detecting high-risk predicate crimes and ML in the
country, and the focus on using financial information to detect these, it appears that other LEAS/SSAa are
paying less attention to the need to use financial and other operational information to detect ML in predicate
crime investigations.

287. The number of initiated cases on terrorism financing with the use of FIU materials decreases every
year and in recent years this indicator is one case per year. The decrease in this number is probably due to
a decrease in the number of initiative materials sent by the FIU on terrorism financing to the competent
authorities (Table 6.3). In addition, if we take into account the number of criminal cases on terrorism-related
crimes, which exceeds 600, and 39 LEAS/SSAs requests sent to the FIU under the TF for the entire
evaluation period, we can conclude that the competent authorities in combating terrorism and its financing
did not use FIU resources enough, and FIU initiative materials in this line did not fully meet the needs of
these authorities.

3.2.2. Suspicious transaction reports received and requested by competent authorities

288. The FIU receives from Fls and DNFBPs a large number of suspicious transaction reports and reports
of transactions with funds and/or other assets that are subject to financial monitoring. Suspicious
transactions are subject to financial monitoring, regardless of the form they take and the amount for which
they are or may be conducted.

289. The obliged entities send reports via secure communication channels and through a personal account
on the FMA website exclusively using the approved FM-1 form, which consists of 4 sections: information
on the data form and information on the transaction that is subject to financial monitoring, information on
the obliged entities that submitted the FM-1 form, information on the transaction that is subject to financial
monitoring and information on the participants in the transaction that is subject to financial monitoring.
The FM-1 form contains information on one transaction, as well as on no more than two participants (payer
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and recipient of the transaction).

Table 6.6. Statistics of threshold and suspicious transaction reports received

Report 2017 2018 2019 2020 2021 15;%‘;'; of | toTAL
Threshold 773544 | 1002642 | 1096017 | 1169288 | 1441652 | 764314 | 6229457
transactions
Fls 770 101 1000313 | 1093771 | 1166872
DNFBPs 3443 2329 2 246 2 416
Suspicious 1155275 | 1154821 | 868581 852 126 522 891 154415 | 4708109
transactions
Fls 1132927 | 1133129 | 858837 845 459
DNFBPs 22 348 21692 9744 6 667
TOTAL 1928819 | 2157463 | 1964598 | 2021414 | 1964543 | 900729 | 10937566

290. Inthe assessed period, the FIU received nearly 11 million threshold and suspicious transaction reports
from the obliged entities (an average of 5,000 each day), with 99% of these coming from credit institutions
(see 10.4).

291. According to Table 6.4, there is a trend of almost halving the number of suspicious transaction reports
from 1.1 million in 2017 to 0.5 million in 2021. The experts concluded that such trend is due to the measures
taken by the FIU to improve the quality of the obliged entities' risk management systems, as well as the
ongoing updating and optimizing the suspiciousness criteria, where special emphasis is placed on the
quality of reports, and gradual reorientation towards reports that comply with the typologies and schemes
developed by the FIU.

292. In particular, in order to improve the quality of reports received and the analytical component of the
obliged entities, in 2017-2022, the FIU developed and disseminated to all types of them 57 ML/TF and
predicate offence typologies, which provide for certain indicators of suspicious transactions conducted or
being conducted by their customers.

293. The gradual improvement in the quality of suspicious transaction reports is also confirmed by
statistics on such reports provided by the FIU in the context of suspicious transaction codes, where 45% of
the total number of suspicious transactions in the assessed period (2,131,586 out of 4,708,109) were
received with the following indicators identified by the obliged entities' primary analysis:

e clients, their activities, transactions or attempts to conduct them recognized as suspicious in
accordance with the internal procedures of an obliged entity (code 7006 - 21% of the total number
of suspicious transactions);

e transactions recognized as suspicious by the obliged entity officials according to their experience
and knowledge (code 1036 - 14.5 %);

o withdrawal or transfer of all or a significant part of the money from a bank account within a short
period of time after its crediting (code 4003 - 9.5 %).

294. The FIU, when preparing proactive materials or considering requests from LEAS/SSSs, actively uses
both those received from the obliged entities and those processed through its STR databases, so that the
FIU materials contain information received from financial institutions and are supplemented with evidence
of suspicious activity and ML/TF and predicate offences.

Table 6.7. Statistics of reports used in the preparation of materials to be submitted to LEAS/SSAs

Number of legal and natural persons
Number of Number of usedreports when analyzed in the preparation of
umber o submitting materials to LEAS/SSAs y prep
Year submitted materials
materials Total Suspicious | Threshold | Total Natural Legal
persons persons
2017 941 298 124 173 294 124 830 4819 2880 1939
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2018 834 396 662 266 092 130 570 4 516 3177 1339
2019 957 246 994 103 412 143 582 5272 3935 1337
2020 654 195 859 69 762 126 097 4 928 3195 1733
2021 618 527 299 312 677 214 622 13078 9753 3325

6 mec. 2022 419 370 742 233 109 137 633 6 518 5885 633
TOTAL 4423 2035680 | 1158 346 877 334 39131 28 825 10 306

295. When conducting a financial investigation, STRs are used as basic information. Approximately 20%
of the received reports served as the basis for the FIU's financial investigation or confirmed the suspicion
and correctness of the law enforcement authorities' verification of persons against whom the FIU already
had reports on their suspicious transactions.

Case Study 6.3. Use of suspended transactions by LEAS/SSAS

On June 4, 2021, information in relation to individual D was received from "Kaspi Bank" JSC on
suspended suspicious transaction.

Individual D did not work anywhere, had a large turnover of funds in the accounts, reaching more than
KZT 130 million. The money was transferred for participation in "Thefiniko" company, which, according
to open information sources, raised money from individuals and had clear indicators of a pyramid
scheme. The FMA decided to suspend this suspicious transaction and the relevant information was sent
to the EIS for verification.

As a result of well-coordinated actions of the EIS, activities of the "Thefiniko™ cross-border financial
pyramid, which was a simulation of imaginary trading on world exchanges and attracted depositors as
investors with the promise of huge returns (in the amount of 360-438% of invested funds) were
suppressed.

The amount of funds raised was almost USD 2 million and KZT 630 million, about 300 individuals were
involved.

Currently, the case has been completed and referred to court.

296. Inaddition to threshold and suspicious transactions, the FIU also receives information on transactions
suspended by the obliged entities prior to their conduct, due to the presence of suspicion in ML/TF. Upon
receipt of such information, the FMA examines it, decides within 24 hours to suspend the suspicious
transaction for 3 business days and submits the information to LEAS/SSAs in accordance with their purview
for taking a decision. LEAs/SSAs, which received the information, conduct appropriate police intelligence
operations and, if there are indicators of a crime on the part of the suspended transaction participants,
LEAS/SSAs have the right to extend the suspension period for another 15 days.

Table 6.8. Comparative statistics on suspended transactions and their use for 2017-2022.

Number of transactions Number of transactions Number of transactions used

suspended by the suspended by the FMA for 3 by LEAs/SSAs that have

. > business days and forwarded
obliged entities to LEAS/SSSS been suspended by the FMA

Suspended transactions 7228 3158 1088

297. As noted in the table, 44% of the transactions suspended by the obliged entities following the FMA
analysis were the basis for sending information to LEAS/SSAs for conducting appropriate PIA and 34% of
the total number of transactions reported to the FMA were used by LEAS/SSAs to initiate criminal
proceedings or gather evidence.

298. The FIU's authority allows it to request any additional information from the obliged entities (whether
or not such entity has sent an STR) when analyzing available information for predicate and ML/TF offences,
as well as trends and shemes of such offences. The FMA's interaction with the obliged entities to obtain
additional information is conducted on an ongoing basis and in an automated format.
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Table 6.9. Statistics of FMA requests for obtaining additional information from the obliged entities

Type of obliged 2017 2018 2019 2020 2021 1%t half of. 2022
entity ML| TF [ML| TF [ML | TF | ML | TF ML TF ML TF
STBs 383 | 397 | 742 | 817 | 840 | 563 | 6797 | 768 | 45909 | 842 | 11015 379

DNFBPs oo | 4| 1] 2|1 5 1 4 0 15 0
Fls 11| 3 |18 | 28 | 18 | 45 | 77 | 105 | 1219 151 61 82
Total: 394 | 400 | 764 | 846 | 860 | 609 | 6879 | 874 | 47132 | 993 | 11091 | 461

299. As this table shows, the FIU actively requests additional information from the obliged entities for
conducting comprehensive tactical and strategic analysis. The increase in the growth of the FIU's requests
for additional information since 2021 is justified by the project approach and operational and preventive
measures of the FMA such as conducting large-scale operations named "Stop-Obnal” (identifying arrays of
legal persons engaged in illegal cashing-out), "Kamkor" (identifying embezzlement of public funds
allocated for the social sphere), "Kazyna" (identifying embezzlement of public funds), "Stop-Igra"
(suppressing illegal betting and casino activities), etc.

Case Study 6.5. FMA Targetted approach

As part of the Stop-cash operation in 2019, suspicious transactions of Zh-K-A LLP were detected in
Pavlodar, from whose account more than 99% of incoming funds were cashed out in the total amount of
373 million KZT.

The First Heartland Jusan Bank JSC received 71 reports of threshold and suspicious transactions in
respect of Zh-K-A LLP, including 63 reports of cash withdrawals by citizen M. In order to evade financial
monitoring, cash withdrawal amounts were divided into 46 transactions, each of which did not exceed
10 million KZT.

Banking operations on the company's accounts were suspended by the FIU, the relevant information was
sent to the territorial department of EIS

07/19/2019 EIS started pre-trial proceedings on the fact of tax evasion by issuing counterparties without
commaodity invoices on behalf of 21 one-day firms controlled by an organized criminal group (hereinafter
- 0OCQG).

The investigation found that 11 members of the organized criminal group under the leadership of "M"
used a complex scheme for cashing out funds by repeatedly transferring them between controlled
enterprises. The total turnover of mutual settlements amounted to more than 8.4 billion KZT. The damage
to the state in the form of unpaid tax payments amounted to 530 million KZT.

In order to legalize proceeds obtained by criminal means and conceal their true origin, expensive movable
and immovable property was acquired with criminal funds in the names of close relatives of members of
the organized criminal group “I”, “N”, “K”, “S”.

The total value of movable and immovable property amounted to 374 million KZT, which was also
seized.

By the verdict of the court No. 2 of Pavlodar dated October 21, 2020. all 11 members of the organized
crime group were found guilty under Article 262 (creation and participation in an organized crime group),
245 (tax evasion), 216 (extract without commodity invoices), 218 of the Criminal Code (money
laundering) and sentenced to imprisonment for a term of 2 to 6 years, with confiscation of criminal
proceeds in the amount of 20.3 million KZT, as well as movable and immovable property worth 374
million KZT.

3.2.3. Analysis and provision of materials by the financial intelligence unit for operational purposes
300. The FMA is the national center for gathering, processing and analysis of financial intelligence and
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other information, as well as the competent authority for the prevention, detection, suppression, uncover
and investigation of economic and financial offences within its purview.

301. Asdescribed in Chapter 1, the FMA performs in analysis of STRs and other relevant information, the
results of which are submitted to the EIS and LEAsS/SSAs. The FIU has all the necessary tools and state-of-
the-art IT resources to conduct quality operational, tactical and strategic analysis for combating ML/TF and
predicate offences and providing quality materials to the EIS and LEAS/SSAs.

302. The FIU conducts financial investigations proactively on the basis of STRs/other information or at
the request of LEAS/SSAs. Financial investigations are conducted by the FMA's specialized units, with a
staff of 12 analysts for operational analysis, 73 for tactical analysis and 12 for strategic analysis. Due to the
high degree of digitization of analytical work and automation of information processing, as well as the
application of the risk-based approach to STR analysis, this number of analysts is sufficient for financial
investigations.

303. All reports are submitted to the UIAS for operational (primary) analysis. At this stage, all reports are
processed and ranked by previously approved indicators in order to identify riskier actors with respect to
ML/TF predicate offences, which are subsequently forwarded for tactical analysis.

Operational Analysis

304. Operational analysis is performed by a separate dedicated FIU division. The analysis involves two
stages: basic and supplementary.

financial monitoring entities

"\. £ s
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—
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305. At the first stage of operational analysis, the reports processed in the "Financial Transaction Data
Collection™ subsystem go to the "Operational Analysis" subsystem of the UAIS, which processes data as
to involvement of the obliged entities in ML/TF. The subsystem determines the degree of risk of
involvement of a financial transaction in ML/TF using the system's criteria for prioritizing and identifying
high-risk transactions by level of suspicion. If transactions with a high ML/TF risk are detected, the UIAS
generates and transmits a "high-risk" report to the appropriate analytical units of the FIU for tactical
analysis.

306. As part of additional operational analysis of reports, all information received by the UIAS is ranked
according to the predicate offences that have been assigned a high risk by the NRA. For this purpose, the
FIU has developed 20 criteria that are refined based on the analysis of feedback from the FIU analytical
units and LEAS/SSSs' work results, to whom proactive materials are forwarded. Additional operational
analysis results in making is a list of high-risk persons broken down by predicate offence, which is
submitted 1) to the FIU's analytical units for conducting in-depth tactical analysis; 2) to the RK SRC for
registering in the internal risk management system and 3) published on the FMA website so that the obliged
entities could consider it in their internal control rules.
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307. The experts reviewed the prioritization and ranking criteria for STRs, which are approved by the
FMA's internal orders (business requirements) and agree that these criteria are relevant and consistent with
the identified ML/TF risks.

Tactical analysis

308. Tactical analysis is carried out by the FIU's specialized units formed according to the objects of
analysis (ML, TF, PF, predicate offences). According to the Tactical Analysis Rules, when conducting
tactical analysis, the analyst should:

e make a separate assumption for a particular predicate or ML/TF offence, which will determine
further actions of the analyst;

e search and collect all transactions (threshold and suspicious) of the target of the analysis in the
UIAS, obtain general information about the target from the Integrated Tax Information System;

e establish the kinship of the person involved in transactions and affiliated legal persons using the
Information Exchange System of Law Enforcement and Special Authorities (relatives, search for
information on participation in the activities of the legal person by holding a direct executive
position or participating in the authorized capital, or the existence of close family ties with the
person holding such positions, search for information on movable and immovable property of the
persons involved, etc.);

e if necessary, make appropriate requests, including to the competent authorities of foreign countries;

e make a list of counterparties to suspicious transactions, in the activities of which financial
transactions with high ML or TF risk have been previously identified,;

¢ identify individual transactions with ML/predicate/TF/PF indicators;
e conclude whether there are elements of crime.

309. In order to improve the FIU's analytical activities, the aforementioned Tactical Analysis Rules are
accompanied by risk indicators characterizing suspicious ML activity (29 indicators) and TF activity (14
indicators), which should be taken into account by the analyst when identifying suspicious activities of
legal and natural persons. This list of risk indicators is not complete and is reconsidered/updated on a regular
basis. According to the experts, it serves as an additional mechanism to reinforce the analysis conclusions.

310. In order to model, link the persons involved, work with big data and visualize analysis results, the
FIU makes extensive use of analysis tools such as Qlik Sense, Oracle Bl, IBM 12, Triton and SimBase in
the course of its analytical activities. The use of such software products improves the analysis quality,
ensures the timely transfer of materials to LEAsS/SSSs and helps the user clearly reflect the elements of
crime and identified offenders and draw conclusions on the further allocation of LEAs/SSSs' forces and
resources.

311. Separate time frames are set for tactical analysis, i.e. for preparation of proactive materials not
requiring in-depth analysis - 15 days, for materials requiring detailed study with the establishment of a
multi-level scheme - not more than 30 days, and for preparation of responses to LEAS/SSSs' requests - not
more than 30 days. If LEAS/SSSs request information that is already available to the FIU, such requests are
processed more quickly. Representatives of LEAS/SSSs also confirmed that they received the requested
information from the FIU in a timely manner.

312. The results of operational and tactical analysis generate financial intelligence that can only be used
as intelligence (to identify suspects and conduct direct investigations), but cannot be introduced as evidence
at trial. LEAS/SSSs use this data as a source for evidence and tracking criminal proceeds at the PIA stage
and in criminal investigations.

Case Study 6.6. FIU submission of initiative material to the LEAS/SSAs
In 2017, the FIU revealed suspicious operations of LLP "B-G" in Pavlodar city and uncovered a criminal
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scheme, according to which citizen Zh. was engaged in the acquisition, storage, transportation and sale
of fuel and lubricants.

The turnover in the purchase and sale of fuel and lubricants amounted to more than 5.5 billion KZT.

On 04.07.2017, the initiative material of the FIU was transferred to the EIS, which initiated pre-trial
investigation into the fact of transportation of fuel and lubricants without documents confirming their
legal source of origin and tax evasion.

The investigation found that citizen Zh., carrying out criminal activities in the field of illegal trafficking
of petroleum products, sold them on the basis of fictitious documents confirming the origin of fuel and
lubricants. The total amount of sold petroleum products was more than 6.2 thousand tons for a total
amount of 584 million KZT.

Damage in the form of tax evasion amounted to more than 879 million tenge.

The joint forces of the investigation and FIU found that criminal income was used to purchase assets to
support illegal business, including gasoline tankers with trailers, a production base with an administrative
building with an area of 212 square meters, a land plot and 5 tanks for storing fuel and lubricants, a
railway dead end and storage facilities for fuels and lubricants with a total area of over 5000 square
meters.

The total value of the arrested property obtained by criminal means amounted to 211 million tenge.

On 17.07.2018, Pavlodar city court found citizen Zh. guilty under Article 245 (tax evasion), Article 197
(purchase, storage, transportation and sale of fuel and lubricants without documents confirming the
legality of their origin), Article 218 (legalization) of the CC and sentenced to 5 (five) years 6 (six) months
imprisonment, with confiscation of criminal assets worth 211 million KZT.

313. Analysis of the materials sent by FIU both on a proactive basis, and upon request, and the
effectiveness of the use of these materials by the LEAS/SSAs is presented in Cl 6.1.

314. In general, the FIU uses modern technology and a high level of process automation to prioritize,
initiate, and assist in LEAS/SSAs investigations.

Strategic analysis

315. The FIU conducts strategic analysis on an ongoing basis in order to identify ML/TF/PF threats,
vulnerabilities and trends, to establish growth/reduction trends in types of transactions, cash flows and
reports from the obliged entities. For this purpose, a separate FIU unit was established and an internal
document approved the Strategic Analysis Rules, according to which such analysis is conducted at least
once every six months.

316. During the strategic analysis, all received reports, FIU's own databases, information from the
information systems of government authorities, the media, etc. are used. The findings of such analysis are
prepared in the form of a report reflecting information by type of operation, region, obliged entities and
other forms, and are sent to the relevant competent authorities and/or FIU's own divisions, taking into
account the subject of the analysis conducted.

Table 6.10. Strategic analysis performed by the FIU

No. Strategic analysis topics Results are submitted to
1. | Detection of activities related to illegal outflow of capital Supervisory authorities, obliged entities
5 Investigation into international flows of funds as part of the "Orion CHFIU, FMA's analytical units

operations
Identification of specific indicators of unregistered business activities

3. . - State Revenue Committee
among natural persons in the banking sector
. . FIU of Russia,
4. | Analysis of cash flow between Kazakhstan and Russia FMA's analytical units
5. | Analysis of cashing-out by legal persons in banks FMA's Economic Investigation Service,
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General Prosecutor's Office
FMA's Economic Investigation Service,
General Prosecutor's Office

Analysis of the public procurement and its relationship with shell Anti-Corruption Service,

companies for combating the embezzlement of public funds FMA's Economic Investigation Service

Presidential Executive Office,
FMA's analytical units

Presidential Executive Office,
FMA's analytical units

6. | Analysis of financial flows by indicators specific for pyramid schemes

8. | Analysis of the "disruptive activity" funding

9. | Analysis of foreign funding for non-profit organizations

317. The typologies developed as a result of the strategic analysis are also sent to the obliged entities to
improve their analytical component and the quality of their reporting.

Case Study 6.7. Use of Strategic Analysis

To develop effective measures to identify financial pyramids, the FMA, together with Kaspi Bank JSC,
automated the business process in the “Financial pyramid” direction.

This tool allows you to automatically generate a scheme according to the bank statement of Kaspi Bank
JSC. The scheme reflects summary information about depositors and recipients of funds, which will
significantly reduce the time for analyzing the activities of alleged financial pyramids.

The system counts transactions, identifies systematic transactions, determines time periods, and so on.
The scheme itself is formed taking into account the criteria reflected in the Typology related to the
activities of financial pyramids

318. In general, conducting strategic analysis on an ongoing basis has a positive impact not only on the
identification of ML/TF methods and techniques, crimes and criminal prosecution of predicate offenses,
improving the quality of reports sent by the FIS, but also increases the effectiveness of the entire national
system of Kazakhstan.

3.2.4. Cooperation and exchange of information/financial intelligence

319. Interaction and cooperation at the national level are the strengths of Kazakh AML/CFT system. The
FMA, as a central element of the anti-money laundering system, has concluded 10 bilateral agreements
with state regulators, law enforcement authorities and SRBs, as well as 30 such agreements with public
associations, in order to organize effective cooperation for the exchange of AML/CFT information at the
national level. At the international level, the FMA has entered into 39 memorandums of cooperation in the
AML/CFT sphere with foreign FIUs and 10 agreements with competent authorities of foreign countries
through the FMA's Economic Investigation Service.

Case Study 6.7. Example of interaction between the FIU and EIS

Due to the joint work of the FIU and EIS, a criminal scheme was revealed that was used by an organized
criminal group in Nur-Sultan between 2015 and 2019 for the purpose of issuing fictitious invoices in
order to assist in tax evasion in the amount of more than KZT 10 billion.

The obliged entities submitted 1,988 threshold and suspicious transactions reports amounting to KZT 41
billion in respect of a number of interrelated companies.

Banking operations on the company's accounts were suspended by the FIU and the relevant information
was sent to the EIS. In addition to the suspended suspicious transaction, an assumption on suspicious
activity of interrelated companies was made and sent.

On September 26, 2019, the EIS initiated pre-trial proceedings on tax evasion by issuing fictitious
invoices to counterparties on behalf of 29 shell companies controlled by the organized criminal group
under the direction of G.V.

Besides that, the main counterparty of the "cash-out™ enterprises controlled by the organized criminal
group was a construction company, the founder of which was a Turkish national "Esen”, who, using
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fictitious invoices, cashed out over KZT 2.0 billion in second-tier banks between 2015 and 2019, part of
which he converted into foreign currency worth USD 2.1 million and withdrew to his account in Turkey.

The damage in the form of unpaid taxes amounted to KZT 850 million.

The investigation also found that in order to legalize the criminal proceeds of money laundering and tax
evasion, they purchased expensive immovable and movable property worth more than KZT 250 million
(4 luxury apartments and houses in Nur-Sultan, 4 luxury cars: 2007 Cadillac Escalade, 2002 Mercedes-
Bens G500, 2012 Hyndai Tucson, 2010 Porsche Panamera).

On June 2, 2021, the court of the Saryarkinskiy District of Nur-Sultan found G.V. and 7 members of the
organized criminal group guilty under Articles 262 (establishment and participation in the organized
criminal group), 245 (tax evasion), 216 (issuance of fictitious invoices) and sentenced to imprisonment
for a term of 6 to 8 years. Turkish national "Esen™ was found guilty under Articles 245 (tax evasion), 218
YK (legalization of criminal proceeds) and sentenced to imprisonment for a term of 7 years. Besides that,
the court confiscated the criminal property worth more than KZT 250 million.

Case Study 6.8. On embezzlement of public funds and legalization of criminal proceeds

In 2018, the FIU identified suspicious transactions of individual E.H. in the Akmola Region. Information
about this individual's suspicious activities was sent to the EIS for conducting an inspection.

The EIS in the course of the inspection uncovered a criminal scheme, according to which individual E.H.
for personal profit embezzled public funds allocated to subsidize the development of livestock breeding,
increasing the productivity and quality of livestock products, by deception and entering knowingly false
information in an application for subsidies, as well as by submission of documents confirming the
purchase of livestock in the Akmola Region.

The total economic damage caused to the state in the period from June to November 2017 amounted to
KZT 20,498,230.

The EIS initiated pre-trial proceedings on the fact of embezzlement of public funds allocated in the
framework of subsidizing the development of breeding livestock, increasing productivity and quality of
livestock products.

The investigation found that E.H., carrying out criminal activities in the field of unjustified receipt of
subsidies from the state budget, after receiving money from the Department of Agriculture of the Akmola
Region to the account of IE "Yerlan" in the form of subsidies, on November 31, 2017, in order to legalize
money obtained by criminal means, purchased a MTZ 80.1 tractor from S.A.K. LLP.

On August 23, 2018, the Zerendinskiy District Court found E.H. guilty under CC Articles 190 and 218
and sentenced to imprisonment for a term of 6 years and 6 months.

320. The positive aspect of Kazakh anti-money laundering system is that government authorities and
LEAS/SSAs inform the FIU of suspicious transactions that have come to their attention in the exercise of
their competencies. The experts believe that this informing is an additional impetus for the FMA in its
analytical activities and strengthens interagency cooperation.

Table 6.11. Statistics of information received by the FIU from the government authorities and LEAS/SSAs.

2017 2018 2019 2020 2021 15t half of 2022
Number of information received 126 241 227 216 292 176

321. AML/CFT information exchange between the FIU and LEAS/SSAs is carried out exclusively through
the CERTEX secure communication channel, which corresponds to the third level of the state security
standard of the Republic of Kazakhstan "ST RK 1073-2007 Means of Cryptographic Protection of
Information™ or through the courier service communications.
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322. All LEAS/SSAs demonstrated awareness of the FIU's authority to promptly obtain relevant financial
information from abroad and use this opportunity in practice. For 2017-2022, 30% of international requests
sent by the FMA were initiated by the NSC and EIS, 64% of outgoing requests were sent by the FIU during
the analysis of STRs and other information, and the MIA and ACA initiative to obtain information through
international cooperation of the FIU was 3% each (see 10.2). Information received via international
channels is transmitted to LEAS/SSAs subject to the consent of the FIU that provided such information. All
transmitted information is marked as restricted (for official use or confidential) and protected in accordance
with the law.

323. The quality of submitted FMA materials and the results of the use of this information by LEAS/SSAs
are assessed by receiving feedback in the form of reconciliation acts involving the FMA, LEAs/SSAs and
GPO. The completed reconciliation acts are communicated to the relevant FMA performers for identifying
the areas of further analytical activities.

324. The UIAS users are audited on an ongoing basis by officers of the FMA's Information Security
Directorate for lawful use only within the scope of official duties. The FMA's local network is divided into
internal and external, and these networks are protected by CISCO firewalls. The UIAS is located in the
internal network, which is not accessible from the outside. All information is withdrawn by analysts from
the internal network only through a dedicated room, which is controlled and monitored by the Information
Security Directorate.

325. The FMA building is a secure facility, which is guarded by the RK MIA's Police Regiment for
Government Authorities Protection.

Overall conclusion on Immediate Outcome 6

326. A wide range of financial and other information is available to all LEAS/SSAs. LEAS/SSAs regularly
and effectively request, receive (including proactively) and use the FIU financial investigation data and
other relevant information to gather evidence for investigating money laundering, terrorist financing and
predicate offences and tracing criminal proceeds. The FIU is a core element of the national AML/CFT
regime in Kazakhstan and has a vast amount of data at its disposal. The FIU uses modern technology and
a high level of process automation to prioritize, initiate and assist in investigations of cases conducted by
LEAS/SSAs. Most threshold and suspicious transaction reports are received by the FIU from Fls. The FIU
also receives other additional information from STBs upon request. The FIU also receives information on
transactions suspended by the obliged entities before they take place due to the suspicion of ML/TF. The
protection of information and intelligence exchanged by the competent authorities is ensured.

327. LEAS/SSAs, namely the FMA's own operational and investigative units actively request
information from the FIU on high-risk predicate offenses (except illegal economic activity and drug
trafficking) and ML, while information on combating TF is less actively requested by relevant competent
authorities, while the referral by the FIU of proactive materials on TF tends to decrease. The MIA and the
ACA made less use of the FIU's ability to obtain relevant financial information as part of international
cooperation.

328. The Republic of Kazakhstan is rated as having a substantial level of effectiveness for 10.6.
3.3.  Immediate Outcome 7 (ML Investigation and Prosecution)

3.3.1. ML identification and investigation

329. Detection, suppression and solving of ML offences in the Republic of Kazakhstan are carried out in
the form of criminal intelligence and detective activities (CIDA) and pre-trial investigations (more - R.30).

330. The basis for the exercise of powers by a body engaged in the CIDA is any information about ML or
predicate offence. When information about an offence is confirmed in the course of the CIDA, this
information is registered in the URPI and transferred in accordance with the investigative jurisdiction for
pre-trial investigation.
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331. An FIU’s proactive information on the suspicious transaction report is also grounds for initiating a
pre-trial ML investigation.

Case Study 7.1 Use of the FIU proactive reports

The FMA forwarded the information to the investigative unit of the EID in the Pavlodar Region about a
suspended suspicious transaction involving Kazakh national N., who intended to make an international
transfer of funds in the amount of USD 700 thousand from his bank current account in the RK to a bank
current account opened in his name in a foreign country. As a result of the FIU's analysis, it was found
that the transaction was of a dubious nature and possibly related to illegal capital outflow.

Materials received from the FIU were registered in the URPI, and a pre-trial investigation was initiated
against N. under CC Article 218(3) - legalization of criminal proceeds in a large amount and the indicia
of the predicate offence had not been established at the time the ML case was initiated.

332. In cases of ML offences, the pre-trial investigation is carried out in the form of a preliminary
investigation, in which the investigator, in accordance with the provisions of the criminal procedure law,
proves the fact of ML, establishes its elements and exposes the guilty persons.

333. ML can also be identified as part of a pre-trial investigation into a predicate offence through
investigative actions or police intelligence operations conducted by a body engaged in the CIDA by the
investigator's instructions. In this situation, the ML offence is registered and combined in one proceeding
with the predicate offence criminal case.

Case Study 7.2 Identification of ML during the pre-trial investigation of a predicate offence

During the pre-trial investigation into the criminal case against K. under CC Article 189(4), Par. 2, it was
established that the offender, having committed a large-scale theft of public funds in order to conceal the
source of the criminally obtained funds and introduce it into the legal circulation, deposited KZT 6.5
million on his personal account in a betting company. Later, under the guise of getting the bet winnings,
he cashed out the specified funds, disposing of them at his own discretion. A pre-trial investigation under
CC Article 218 was additionally initiated against K., the cases were combined in one proceeding.

According to the sentence of June 25, 2019, K. was found guilty of theft in an especially large amount
and legalization and sentenced to imprisonment for a term of 7 years for the totality of the crimes
committed.

334. Since the law establishes an alternative jurisdiction for ML crimes, the criminal case is usually
investigated by the body that identified ML. The only exceptions are cases of revealing a fact of ML
committed by a special category of criminals - a person authorized to perform state powers or holding an
important public position (the case is referred for pre-trial investigation to the ACA), as well as cases where
the prosecutor takes over the investigation or refers the case for investigation to another authority.

335. The legality of the CIDA and pre-trial proceedings is supervised by prosecutors by authorizing the
particularly police intelligence operations, coordinating investigative actions and issuing written
instructions binding on investigators.

336. At the pre-trial investigation stage, investigative actions (seizure of property, inspection, search,
removal, applying a restrictive measure, designation in the international wanted list, etc.) are authorized by
a court.

337. If the fact of ML is not proved, the pre-trial investigation into the criminal case is terminated.
Termination of the case does not entail a negative assessment of the fact of initiating the CIDA and pre-
trial ML proceedings.

338. Atthe end of the pre-trial investigation, the criminal case is sent to the prosecutor for referral to court.
The prosecutor may return the case to the pre-trial investigative authority for additional investigation or
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send it to court for consideration on the merits.

339. Prosecutors represent the state prosecution in a court hearing. Based on the results of the trial, the
court makes the final procedural decision on the case. If the prosecutor disagrees with the verdict, he has
the right to appeal it to a higher court.

340. Thus, there are no obstacles in the Republic of Kazakhstan to the exercise by LEAS/SSAs of their
powers to detect ML and prosecute these offences. The basis for the exercise of these powers is any
information, including information on the suspicion of ML. At the same time, the competent authorities are
not bound by the framework of the proceedings in the case of a predicate offence and do not consider ML
detection as a secondary task. The alternative investigative competence established by law in criminal cases
of ML offences is also a positive factor that mobilizes all competent authorities to detect these crimes.

341. Analysis of the criminogenic situation in the Republic of Kazakhstan shows a significant reduction
in criminal offences. The total number of crimes registered in the URPI in 2021 compared to 2017 decreased
by 50% (see also Chapter 1 and 10.1).

342. There were also adjustments in the criminal law. The amount of damage from economic offences,
which entails criminal prosecution, has been significantly increased. Full reimbursement of damage,
payment of income obtained by criminal means are established as grounds for exemption from criminal
liability for certain acts (illegal entrepreneurial activity, creation and management of pyramid or Ponzi
schemes, tax evasion, etc.). The amendments to the criminal law to some extent have led to a reduction in
the number of ML investigations for these predicate offences since in order to be exempt from criminal
liability the perpetrator returns to the state the entire proceeds of crime, which eliminates the possibility of
involving such proceeds in laundering.

343. According to the country's information, such adjustments made it possible to bring delicts that do not
have the public danger inherent in criminal acts into the sphere of administrative legal proceedings and
exclude criminal prosecution for acts that do not go beyond civil law relations. Generally agreeing with this
assessment, the experts note that such changes in the legal regulation are positive, since they are aimed,
inter alia, at increasing the efficiency of the pre-trial investigative authorities.

344. Thus, the priority in the country is criminal prosecution for serious offences that accumulate criminal
proceeds in a significant amount, thereby creating high ML risks. If the threshold of criminal liability is not
reached (for those offences where it is established), other mechanisms within the framework of tax and
customs administration (additional charges and collection of tax and customs payments), administrative
and civil proceedings (bringing to administrative responsibility, invalidation of civil-law transactions, etc.)
are applied, allowing to ensure the removal of unjustified income and compensation for the damage caused.

345. According to the information provided, a total of 298 ML offences were registered in 2017-2021,
including: in 2017 - 81, 2018 - 79, 2019 - 42, 2020 - 40, 2021 - 56. The decrease in the detection of ML
cases from 2017 to 2020 correlates with the crime situation in the country.

346. The breakdown of the number of ML cases (CC Article 218) reported in 2017-2021 by agencies is
shown in the table below.

Table 7.1. Number of registered ML cases.

2017 2018 2019 2020 2021 Total
EIS 46 41 30 24 33 174
ACA 15 29 5 5 1 55
NSC 8 2 4 4 18 36
MIA 11 7 3 7 4 32
GPO 1 - - - - 1
Total 81 79 42 40 56 298

347. The data shows that the main burden of detecting and prosecuting ML offences is carried out by the
EIS (58.4% of the total number of recorded ML offences).
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Table 7.2. Breakdown of the number of ML criminal cases registered by the EIS by predicate offence

Predicate offence: 2017 | 2018 | 2019 | 2020 | 2021 | Total
Misappropriation or embezzlement of entrusted third party’s i 6 5 7 7 25
property (CC Article 189)
Fraud (CC Article 190) 10 7 1 - 5 23
Infliction of pecuniary loss by deception (CC Article 195) - 1 - - - 1
Ilicit trade in crude oil and petroleum products (CC Article 197) 6 8 5 2 3 24
Economic offences
Illegal entrepreneurship, banking activities (CC Article 214) 5 - - - - 5
Issuance of fictitious invoices (CC Article 216) 4 7 7 9 9 36
Setting up a pyramid scheme (CC Article 217) - - - - 4 4
Production, storage or sale of counterfeit money (CC Article 231) - - - 1 - 1
Breach of excisable goods marking procedure (CC Article 233) - 1 - - - 1
Economic smuggling (CC Article 234) 1 - - 2 3
Tax evasion (CC Article 245) 5 8 - 2 18
Other offences
Illegal gambling operation (CC Article 307) 13 8 5 1 29
Document forgery (CC Article 385) - - 1 - - 1
ML cases without simultaneous investigation into predicate 2 ) 1 ) ) 3
offences
Total 45 41 31 24 33 174

348. Of the total number of offences detected and investigated by the EIS, 25 (14.4%) were committed by
organized criminal groups.** There are case studies of successful detection and prosecution of this type of
criminal activity, which due to its organized form poses a high danger to the state and society.

Case Study 7.3. Laundering of criminal funds by an organized criminal group
identified by the EIS

An organized criminal group under the direction of T. was engaged in illegal entrepreneurial activity -
artisanal production of alcoholic beverages and their sale with counterfeit accounting and control stamps.
The proceeds from the sale of these products amounted to KZT 271 million (more than USD 830
thousand). In cooperation with the FIU it was established that part of the criminally obtained funds was
legalized by the members of the OCG through the purchase of movable and immovable property
(vehicles, residential building), fictitiously registered as the property of close relatives of the offenders.
The said property, the value of which amounted to KZT 20 million (USD 61 thousand), was seized during
pre-trial proceedings. The organized group members were sentenced by the court for the totality of the
crimes covered by CC Articles 262 (participation in an organized group), 233 (violation of the procedure
and rules of labelling excisable goods), 214 (illegal entrepreneurial activity) and 218 (ML) to
imprisonment for a term of 5 to 7 years. The legalized property was confiscated into state revenue.®

349. According to information provided by the ACA, the predicate offences for ML detected by the agency
were theft by misappropriation or embezzlement (CC Article 189) - 22 (40% of the total number of ML
cases reported in 2017-2021), bribe-taking (CC Article 366) - 13 (23.6%), abuse of power (CC Article 361)
- 11 (20%), fraud (CC Article 190) - 6 (10.9%). One ML case was detected in criminal cases of illegal
gambling operation (CC Article 307), organizing a brothel for the purpose of prostitution (CC Article 309),
and excess of power or official powers (CC Article 362).

350. A significant decrease in the number of detected ML offences was explained by the decrease in the
total number of pre-trial criminal cases investigated by the ACA (43% less in 2021 than in 2017). In
addition, they pointed out that a significant number of corruption offences are detected in the framework of

14 According to the RK legislation, establishment, direction and participation in an organized group, criminal organization, criminal community, including
transnational ones, constitute independent offences. Actions of the participant of the criminal group receive legal assessment for the totality of the crimes
committed - directly for participation in such group and for the concrete offences committed as a part of it.

15 Hereinafter the amounts in USD are given according to the official average annual exchange rate for USD 1. KZT 326 in 2017, KZT 344,71 in 2018, KZT
328,75 in 2019, KZT 412,95 in 2020, KZT 426,03 in 2021 (www.online.zakon.kz)
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CIDOs, persons are apprehended immediately upon committing a crime (e.g. while taking a bribe), thus
they have no opportunity to dispose of the criminal proceeds and involve them in the ML.

Case Study 7.4. Suppression of a corruption offence at the stage of obtaining criminal proceeds

In order to receive a bribe, the head of a subdivision of the district executive authority (akimat), V.,
arranged for the signing of a fictitious certificate of accomplishment, on the basis of which budget funds
in the amount of KZT 3.5 million (approximately USD 8.2 thousand) were transferred to the bank account
of D.'s enterprise. Having withdrawn the money from the company's bank account, D. gave V. as a bribe
KZT 2 million (about USD 4,700) as a bribe. V. was detained red-handed by ACA officers and the subject
of the bribe was seized.

V. for taking bribes and D. for giving bribes were sentenced to three years imprisonment with life
imprisonment and deprivation of the right to hold public office. The subject of the bribe (KZT 2 million)
was confiscated for the benefit of the State.

351. At the same time, taking into account that facts of a long period of committing corruption crimes due
to their latent nature, generation of criminal income in a significant amount are not excluded, the reasons
mentioned by the agency do not fully explain the downward trend in the detection of ML from corruption
crimes.

Case Study 7.5. Detection by the ACA of laundering of funds obtained through a corruption
crime

B., as an official, head of the Shymkent Department of Architecture and Urban Planning, when
conducting a public procurement of works for carrying out a topographical survey of urban
communications, in order to steal public funds, ensured that A., director of a private company, which had
no license to carry out such a survey, won the tender. On the basis of fictitious documents on the allegedly
completed work, public funds in the amount of KZT 498 million (USD 1.3 million) were transferred to
the company's bank account, of which A. cashed out KZT 354.8 million (USD 927 thousand). In order
to legalize the money, B. purchased a land plot where he built a business facility with their fictitious
registration in the ownership of third parties. The legalized property value amounted to KZT 130.6
million (USD 341.3 thousand). The court found B. and A. guilty of embezzlement and B. also of
legalization (ML) and sentenced B. to imprisonment for a term of 10 years and A. - for a term of 8 years
with life-time deprivation of the right to hold certain positions. The legalized property was confiscated.
The state recovered from the offenders a total amount of KZT 498 million as compensation for material
damage.

352. The MIA is the central LEA engaged in combating illicit trafficking in narcotic drugs, psychotropic
substances, their precursors and analogues. According to the information provided by the agency, the level
of illicit drug trafficking in the country is high. The country's understanding of the importance of
suppressing the financial basis of drug crime and introducing the funds derived from the sale of
psychoactive substances into legal circulation is high. In 2017-2021, the MIA uncovered 21 cases of
laundering drug proceeds, accounting for 65,6 percent of all ML cases detected and suppressed by the
agency.

Case Study 7.6. Detection of the ML of drug proceeds by the MIA

A. organized and directed a criminal group, which sold heroin on a particularly large scale in the territory
of the Republic of Kazakhstan. The payment for the drugs was made by consumers through the transfer
of funds to the accounts of "QIWI-wallets" of the Russian bank. In cooperation with the FIU, it was found
that in order to legalize and introduce them into legal circulation, the criminally obtained funds were
transferred to bank accounts in Kazakhstan, registered to close relatives of A., cashed by him and used
at his discretion. The amount of legalized proceeds was more than KZT 9 million (more than USD 20
thousand). A. was sentenced for the totality of the crimes committed to imprisonment for a term of 18
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years and confiscation of property for establishing an organized group, illicit drug trafficking and money
laundering.

353. Despite the decrease in drug trafficking, the level of crime remains high and the amount of criminal
income generated is significant. At the same time, the number of detected instances of ML in relation to
the total number of cases of drug sales is not significant. In this regard, it appears that efforts to detect
money laundering from this category of predicate offences need to be stepped up.

354. In other criminal cases of ML offences detected by the MIA, the predicate offences were fraud, theft,
theft by misappropriation or embezzlement, extortion, illegal migration and human trafficking.

355. In carrying out activities to detect and prosecute offences that trespass against national security, the
NSC has identified the facts of laundering money derived from theft, corruption crimes, illicit drug
trafficking and other offences (examples of the detection of cases by the NSC are given later in the text).

356. Statistics on the forms (methods) of laundering the proceeds of crime are collected analytically. by
the country. The predominant form of ML is self-laundering (purchase of movable and immovable property
by individuals for criminally obtained funds with its fictitious registration in the ownership of third parties,
involvement in the economic turnover of legal entities under the guise of legally acquired production
equipment, real estate), which corresponds to the risk profile of the country. There have been facts of the
detection of ML by third parties.

357. The issue of prosecution of independent ML in relation to the legal system of Kazakhstan has a
certain specific context. The legislation does not require mandatory investigation of the predicate offence
together with ML, such acts can be combined in one proceeding or investigated independently. A
characteristic feature of Kazakhstan's legal system is the principle of inevitability of criminal liability. In
practice, this means that when ML is detected, the competent authorities take all measures to collect
evidence that the laundered property has been obtained by criminal means. When a predicate offence is
identified in a ML investigation, the cases are merged and the person is subsequently convicted of both the
predicate offence and the ML offence. According to the information provided, in 2021-2022 14 ML cases
were initiated (MIA - 8, FMSA - 6) without investigation for the predicate offence, subsequently predicate
offences were identified within the ML investigation, and the cases were combined into one proceeding.
While there have been no cases where stand-alone ML has been sent to court, based on legislation and
communication with prosecutors and the judiciary, experts have ascertained that where the prosecution of
a defendant for a predicate offence is terminated, a conviction for ML is still not excluded, unless the
termination of prosecution for the predicate offence was linked to the absence of the predicate offence as
such (i.e. the action was not a crime), respectively the proceeds derived from person's actions are, not
criminal too.

358. Thus, it is possible to prosecute for a stand-alone ML in the Republic of Kazakhstan.
Mechanisms and resources used by competent authorities to detect ML.

359. Information on the staffing level of LEAS/SSAs is confidential, it can not be included in the report.
However, the information on staffing numbers was provided to the experts by the competent authorities,
by virtue of which experts concluded that the available staffing capacity was sufficient for performing all
the tasks assigned to the agencies.

360. Each LEA/SSA has specialized operational units engaged in conducting the CIDA and investigative
units (offices, departments) engaged in pre-trial proceedings. Interaction between operational officers and
investigators and control over their activities are regulated by legislative acts (Law 154-XIIl, CPC) and
departmental local acts.

361. To ensure the prioritization of investigations into criminal cases of predicate offences with a high
degree of ML threat and ML offences, the investigation is entrusted by the heads of investigative units to
investigators based on their experience and qualifications. For the investigation into particularly complex
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cases, operational investigative groups are created. If necessary, investigations may be carried out by a
group of investigators, as well as referred from the territorial division to the central offices of agencies.

362. Investigative action plans are drawn up for criminal cases and their implementation is monitored by
heads of investigative units. They are also empowered to analyze criminal cases and give instructions to
investigators concerning them. Case studies of investigative action plans and instructions from the heads
of investigative units are provided to the experts, including the instructions given in predicate offence cases
for the purpose of identifying ML elements.

363. There are specialized prosecutors in the prosecutor's offices who conduct pre-trial investigations.
Since prosecutors take on cases in exceptional cases (significant publicity or cases of particularly grave
crimes), no ML cases were investigated by prosecutors in the assessed period. The role of prosecutors at
the pretrial stage in ML cases was to supervise the procedural decisions taken by the criminal prosecuting
authorities and to give binding instructions.

Case Study 7.7. Prosecutor's supervision of a criminal case on ML

A criminal case against K. for money laundering was terminated by a decision of a preliminary
investigation authority for lack of corpus delicti. Having checked the legality of this procedural decision,
the prosecutor refused to approve the resolution to terminate the criminal case. He gave written
instructions to conduct investigative actions (interrogation of witnesses, holding confrontations,
obtaining documents and others). The criminal case was sent for additional investigation.

364. The experts positively assessed the establishment of special units within the EIS and ACA, which are
solely responsible for conducting parallel financial investigations. The officers of these units are included
in the departmental operational investigative groups and conduct investigative actions in order to identify
ML facts, determine the amount of criminal income received, search and seize property to secure its
confiscation, and other investigative actions related to the investigation of the financial component of the
crime.

365. The absence of special units in the MIA and NSC is not a significant disadvantage, since parallel
financial investigations are conducted by these agencies, examples of successful investigations are given in
the text. However, the experts believe that the establishment of such specialized units in the MIA and the
NSC will further improve the effectiveness of financial investigations in these LEASs.

366. In the Republic of Kazakhstan consistently implements the "follow the money" principle. Parallel
financial investigations are conducted by the competent authorities for establishing the facts of criminal
obtaining of property, its location, schemes of ML of proceeds of crime, possession and use of the property
for TF. Before the introduction in 2022 of unified methodological guidelines for their conduction,
mandatory for all agencies engaged in combating ML/TF, the investigation of the financial component of
criminal activity was governed by the instructions of the General Prosecutor and intradepartmental
regulations. The purpose of creating a unified document was to consolidate the established practices of all
competent authorities.

367. There are no separate statistics on parallel financial investigations in the country since they are
conducted for all ML and predicate offences (both in the course of the CIDA and in pre-trial proceedings).
This is due to the provisions of the criminal procedure law, according to which the fact that the property
was obtained illegally or is the income derived from illegally obtained property, an instrument of crime or
intended to finance terrorist activities or criminal groups shall be proved.

368. There are case studies of successful parallel financial investigations that allowed to uncover of ML
offences and identify a significant amount of criminal property.

Case Study 7.8 Parallel financial investigation

The FIU detected suspicious transactions of company "A", from whose account 99% of incoming funds
were cashed out. The bank transactions were suspended by the FIU and the information was submitted
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to the EIS. During the pre-trial investigation, they found that an organized criminal group that consisted
of 7 individuals and was directed by B., using 16 shell companies, avoided paying taxes by issuing
fictitious invoices and caused damage to the state in the amount of KZT 36 billion (over USD 110
million). The criminally obtained funds were cashed out using a complex scheme of transfers between
the controlled enterprises. During the parallel financial investigation it was established that with the
purpose of laundering of criminal property and concealment of its true origin, an organized criminal
group acquired 43 units of cargo vehicles, 123 units of immovable property (land, residential and
commercial premises) fictitiously registered as the property of housekeeper B. The above property worth
KZT 2,1 billion (over USD 6,4 million) was seized.

The court convicted the organized group members under CC Article 262(1,2) (establishment and
participation in an organized criminal group), CC Article 245(3) (large-scale tax evasion), CC Article
216(3) (issuance of fictitious invoices), CC Article 218(2) (ML) to imprisonment for a term of 6 to 10
years with confiscation of legalized property.

Case Study 7.9 Parallel financial investigation

A criminal case on fraud and ML is under investigation by the EIS against D., who, in a group with other
individuals, stole money in the amount of KZT 1.1 billion (over USD 2.7 million) through an illegal
refund of corporate income tax. As part of a parallel financial investigation, it was found that D. in order
to legalize criminal income in Astana acquired 23 land plots, fictitiously registered as the property of
third parties, which he later sold to a construction company for 249 apartments in residential complexes
under construction. These real estate objects registered as the property of a close relative of D. were sold.
The laundering proceeds amounted to KZT 3.5 billion (approx. USD 8.5 million). The property of the
suspects was seized in the amount of KZT 2.3 billion (more than USD 5.5 million).

369. Other case studies of successful parallel financial investigations are provided in 10.8.

370. The findings of parallel financial investigations are constantly analyzed by the agencies in order to
develop measures to improve their tactics and methodology. The EIS has introduced an investigator ranking
system, which is formed from indicators of the total number of cases under investigation, cases completed,
and others. The highest ratings are assigned for detecting and investigating ML offences, successfully
conducting parallel financial investigations, identifying criminal assets abroad and seizing such assets.
Based on the ratings, the agency's senior management makes decisions on financial incentives for
employees, career promotions and other rewards.

371. LEAS/SSAs have access to a wide range of information on natural and legal persons, including
financial intelligence, for the purpose of conducting parallel financial investigations and exercising other
powers (see 10.6). In this regard, the competent authorities have online access to the registration data of
legal and natural persons, data on movable and immovable property, notarial and enforcement actions, state
border crossings, customs declarations, tax returns, electronic invoices, purchase of rail and air transport
tickets, criminal and administrative liability records, etc.

372. Besides that, agencies are developing internal information and analytical systems that allow them to
accumulate and process large amounts of information, conduct tactical and strategic analysis and find links
between natural and legal persons for the purpose of identifying ML and predicate offences.

373. Promptness of criminal prosecution is facilitated by the introduced form of conducting pre-trial
inquiries in electronic format through the "Electronic Criminal Case" module by filling out data and
requisites of electronic forms in the URPI, creating electronic documents and their signing using electronic
digital signature or special signature tablet. Authorization of investigative actions is also carried out in the
electronic format.

374. In addition to financial investigation units LEAS/SSAs also established specialized analytical units
that provide information and analytical support for the activities of operational and investigative units,
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including analytical identification of criminal schemes for predicate offences, development of ML
typologies, preventive measures, proposals to improve the effectiveness of interagency cooperation and
legislation.

375. All the competent authorities highly appreciated the cooperation with the FIU. Its legal framework is
regulated by a number of bilateral and multilateral agreements, memorandums, roadmaps and plans. There
are a significant number of case studies of detecting predicate and ML offences based on the FIU proactive
materials, as well as the usefulness of the FIU information received in response to requests by LEAS/SSAs.
Specific case studies are given above, as well as in 10.6.

376. LEAS/SSAs interact with the FIU by exchanging information on new schemes and methods of
predicate and ML offences, identifying ML/TF vulnerabilities and participating in the joint development of
measures aimed at mitigating the risks of predicate and ML offences.

Case Study 7.10. Information exchange

In 2020, the EIS uncovered a case of embezzlement by a social pedagogue of child-care institution
residents’ money coming to them as survivor and disability benefits. Having a power of attorney on behalf
of the child-care institution to open current accounts with STBs and perform other banking transactions,
the pedagogue gained access to the accounts and PIN codes of the residents. The children's funds were
transferred to his personal accounts via bank applications and subsequently cashed out. The EIS and FIU
developed a typology of this predicate offence. Besides that, a list of child-care institution residents (more
than 2,500 children) was made, which the FIU disseminated to STBs with instructions to recognize the
transaction (attempt) to withdraw (transfer) money from children's accounts as suspicious and inform the
FIU of such transaction in accordance with the AML/CFT legislation.

377. The level of interagency cooperation between LEAS/SSAs is high. In the context of criminal
prosecutions, the practice of conducting joint CIDO is widespread, as well as the investigation into the most
complex multi-episode cases as part of interagency operational investigative groups for investigating
predicate crimes and ML.

378. According to the ACA, between 2017 and 7 months of 2022, the agency officers were part of 61
interagency operational investigative groups established by the GPO, EIS, NSC and MIA. The ACA
initiated the establishment of 14 such groups. The EIS initiated the establishment of 40 interagency
operational investigative groups.

379. If necessary, officers of other government authorities and organizations (for example, tax and customs
authorities of the SRC, officers of expert units, etc.) are involved in the investigation as specialists, who are
assigned to conduct audits, inspections, examinations and analyses relating to their activity area.

380. Case studies of the detection and investigation of cases of serious and especially serious crimes by
interagency operational investigative groups were submitted by the competent authorities.

Case Study 7.11 Investigation by operational investigative groups

Investigation into a criminal case against the chairman of one of the Kazakhs banks and other individuals
for misappropriation of bank funds and abuse of power by issuing illegal loans against the interests of a
financial institution was completed by the ACA and MIA interagency operational investigative group.

During the investigation into the criminal case, the schemes of illegal issuance of 66 loans to controlled
persons in the total amount of KZT 22.5 billion (over USD 52.8 million) were established. The sum of
voluntary compensation for damage amounted to KZT 9.2 billion (USD 21.6 million). The property was
seized in the total amount of KZT 5.4 billion (USD 12.7 million). The case is currently under
consideration in court.

381. LEAS/SSAs actively use mutual legal assistance mechanisms and other forms of international
cooperation to fulfil their criminal prosecution tasks. Case studies were given of the successful detection of
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the transfer of assets abroad, including ML committed abroad, as well as the seizure of criminal property
located abroad.

Case Study 7.12. ML committed abroad

The NSC during the investigation into a criminal case against Kazakh nationals on charges of large-scale
embezzlement of public funds in the course of state procurement under the state defence order established
that D. legalized part of his criminal income by purchasing movable and immovable property (two cars,
an apartment, a residential house and non-residential premises) with fictitious registration in the
ownership of third parties. D. converted part of the criminal income to US dollars in the amount of 220
thousand, which he took out of Kazakhstan in cash. In order to legalize the criminal income in a foreign
country, D. purchased a three-room apartment in the capital of one of the CIS countries with the
criminally obtained funds, fictitiously registering it as the property of his common-law wife.

These facts were revealed as part of a parallel financial investigation in cooperation with the FMA and
GPO, as well as using the tools of international cooperation, namely requests through EGMONT and
CARIN network, and sending a request for mutual legal assistance in the form of the seizure of property,
which was considered and granted by the competent authority of a foreign country.

The court found D. guilty of organizing grand theft and large-scale money laundering and sentenced him
to imprisonment for a term of 11 years for the totality of the crimes committed. Proceeds of crime and
criminal property, including an apartment in a foreign country, were confiscated into the revenue of the
Republic of Kazakhstan.

Currently, a sentence for the confiscation of the said real estate in a foreign jurisdiction is being enforced
as part of mutual legal assistance.

382. In addition to sending and executing requests for mutual legal assistance, such form of
implementation of their powers as participating in foreign jurisdictions in the execution by foreign
competent authorities of investigative and other procedural actions (Switzerland, Russia, UK, Belgium,
UAE, Ukraine, Hungary, Uzbekistan, etc.) is used.

Case Study 7.13 Cooperation with foreign partners

The Ministry of Justice of the Kingdom of the Netherlands granted the request of the Kazakh GPO to
participate in the investigation into the criminal case against A. suspected of embezzlement of public
funds in the amount of more than USD 2,9 million and designated in the international wanted list by
Kazakhstan. The ACA and GPO officers participated in searches, seizures and interrogations of witnesses
conducted by representatives of the Dutch Financial and Corruption Investigation Office, during which
they obtained evidence of A.'s criminal activities. The pre-trial investigation into the case is currently
underway.

383. The training programs of departmental educational institutions, quantitative data on the LEAS/SSAs,
prosecution and judiciary staff members who attended special training courses on ML detection and
prosecution, information on the number of workshops, pieces of training and other training and
methodological activities submitted during the on-site mission show that the country pays considerable
attention to ensuring the availability of highly qualified staff in LEAS/SSAs and courts.

384. For improving the efficiency of prosecution authorities, educational institutions, in cooperation with
the GPO and FMA, develop methodological materials, recommendations and guidelines. The experts were
provided with such materials on conducting parallel financial investigations, search and return of criminal
assets moved to foreign jurisdictions, mutual legal assistance.

385. Thus, the powers of pre-trial investigative authorities to identify, suppress and investigate ML
offences are implemented in accordance with the legislation of the Republic of Kazakhstan and taking into
account the specific anti-crime tasks performed by each agency within its purview. In general, this work is
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carried out in a systematic manner.

386. The competent authorities have demonstrated the availabilities of necessary human, information and
analytical resources. The country consistently implements the "follow the money" principle, has taken
measures to improve the methodology of parallel financial investigations and has provided access to a wide
range of necessary financial information. The level of interagency cooperation is high. International
cooperation is used for the purposes of combating crime in general and ML in particular. All of these factors
ensure the successful detection and prosecution of ML resulting from various predicate crimes, including
those involving large-scale laundering of criminal proceeds committed by organized groups.

3.3.2. Consistency of ML investigations and prosecutions with threats and risk profile, and national AML
policies

387. The ML NRA was conducted with the participation of pre-trial investigative authorities. The NRA's
conclusions were based, inter alia, on criminal statistics provided by LEAS/SSAs, materials of financial
investigations and criminal cases and judicial practice. The threat of ML was understood as unlawful actions
of persons associated with the infliction of property damage and generation of income. The criteria for
classifying predicate offences as acts with a high degree of ML threat were their share in the total number
of crimes, the amount of damage and criminal income and the frequency of crimes committed by organized
groups.

388. According to the NRA, high ML threats include tax crimes (fictitious invoices, tax and customs duties
evasion, economic smuggling), illegal economic activities (illegal business activities, shadow turnover of
oil and petroleum products, illegal gambling), corruption and embezzlement of public funds, fraud
(including pyramid schemes), illicit drug trafficking.

389. The NRA findings are taken into account in program and strategic documents defining the national
AML/CFT policy, such as the Comprehensive Action Plan for Suppressing Shadow Economy for 2021-
2023 (adopted by RK Government Resolution No. 644 dated September 21, 2021), ML/TF Risk Mitigation
Measures (adopted by RK Government Resolution No. 915 dated December 20, 2021) and others, as well
as in documents of departmental and interagency nature that define strategic and tactical objectives of pre-
trial investigative authorities and areas of their interaction with each other, as well as with other government
authorities and organizations.

390. During the on-site mission, prosecutors demonstrated a good understanding of ML threats and risks.
Importantly, their efforts focused not only on identifying and disrupting high-risk predicate offences but
also on applying preventive measures that help reduce vulnerabilities and mitigate risks.

391. Countering predicate offences with high ML threat is carried out by pre-trial investigative authorities
on a systematic and comprehensive basis by taking operational and preventive measures in the form of
special operations. Their procedure, goals and objectives are defined by interagency plans, orders and
roadmaps.

392. In order to suppress the activities of shell companies, reduce the number of fictitious invoices, and
the level of criminal encashment, a special operation named "Stop-Obnal™ is carried out involving the FIU,
EIS, GPO, NSC, SRC, ARDFM, NB, STBs and other agencies and organizations. A total of 1,800 instances
of issuing fictitious invoices were uncovered between 2017 and 7 months of 2022. The activities of 118
organized criminal groups were suppressed, 42 cases of laundering money derived from issuing fictitious
invoices were detected. the number of convicted persons and case studies are given in the relevant sections
of the 10.7

393. According to the competent authorities, the practical results of the "Stop-obnal™ special operation
include a 37% reduction in the amount of cash given out to legal persons, a twofold increase in the volume
of non-cash transactions, a 16% increase in tax payments to the budget and a 9% reduction in the shadow
economy.

394. To mitigate ML risks from customs offences and the cross-border movement of drugs, a special
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operation named "Clean Customs™ on the basis of a joint action plan of the FMA, NSC, MIA and SRC is
being implemented. Within its framework 598 criminal offences in the customs sphere were revealed;
smuggled goods to the amount of KZT 38,4 billion (more than USD 90 million) were seized; the activities
of 13 organized groups, including 4 cross-border smuggling groups, were suppressed; 20 cases of
smuggling involving customs officials were detected.

Case Study 7.14. Special operation **Clean customs™

The EIS, in cooperation with the FIU, suppressed the activities of an organized criminal group (OCG)
engaged in economic smuggling. The case found that the OCG members organized the smuggling of
cigarettes from the Islamic Republic of Iran through Aktau sea port under the guise of ceramic tiles and
tomato paste. The task of the head of the customs post, O., according to his assigned role, was to release
containers of contraband into free circulation without a customs inspection. The EIS detained and seized
30 containers that contained 21.5 million packs of cigarettes valued at approximately $4.6 million. The
head of the OCG and a customs officer were sentenced by the court to 10 years in prison each and other
members of the OCG to five years in prison. The smuggled goods were confiscated into the revenue of
the state.

395. The country has provided case studies of the successful disruption of significant cross-border
movements of narcotic drugs.

Case Study 7.15. Suppression of cross-border movement of drugs

The EIS received intelligence about the transit of a large consignment of Afghan heroin from Iran to the
Federal Republic of Germany. In order to eliminate the heroin transportation channel, conducting a joint
Police Intelligence Operation - controlled delivery - along the entire route was agreed upon with the
competent authorities of Russia, Belarus, Lithuania, Poland, Germany, Luxembourg, Belgium and the
Netherlands. Five trucks arrived across the Kazakhstan-Uzbekistan border into the territory of
Kazakhstan. When placed under customs control procedures, the customs declaration reflected the
delivery of goods (marble slabs) to a Kazakh company, which, in order to conceal the fact that the cargo
was coming from Iran, made customs clearance of the export of goods to a Dutch company. During the
customs inspection of one of the marble slabs, 2,210 briquettes of heroin were found and seized, the total
weight of which was 1,105 kg and the value in the Western Europe shadow market amounted to USD
500 million and more. In order to identify the final recipients of the drug, 5 kg of heroin were placed in
the cargo and it was transported from Kazakhstan via Russia, Belarus, Lithuania and Poland under the
control of the competent authorities of foreign countries. Four members of the international criminal
group (German nationals) were detained during the unloading of the goods in the territory of Germany
and subsequently sentenced to imprisonment for a term of 3 to 6.5 years.

In the Republic of Kazakhstan, a pre-trial investigation into the smuggling of narcotic drugs was initiated,
with deadlines interrupted due to the search for the suspect.

396. Measures taken as part of the "Clean Customs™ special operation make it possible to minimize the
risks of money laundering. Timely detection and suppression of smuggling of goods and narcotics, seizure
and confiscation of smuggled items exclude the possibility of generating criminal income followed by its
laundering.

397. The country provided case studies of the successful conduct of other special operations, such as
"Kazyna" (identifying and combating the embezzlement of public funds), "Combating pyramid schemes"
and "Barrel” (suppression of illicit trafficking in crude oil and petroleum products).

Case Study 7.16. ML from the embezzlement of the budget funds

On the basis of proactive information provided by the FIU, it was found that an organized criminal group
under the leadership of P. carried out the construction of water wells for 300 peasant farms at the twice
inflated price. The farmers were reimbursed at the expense of public funds. By accessing the bank
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accounts of farms, subsidies received in the total amount of KZT 1 billion (more than USD 2 million)
under the guise of legitimate transactions were transferred to the personal accounts of the criminal group
members. The criminal proceeds were legalized by the members of the OCG through the purchase of
expensive vehicles with their fictitious registration in the ownership of third parties. The criminal case
on the fact of establishment and participation in an organized criminal group, theft and ML is under
consideration in court.

Case Study 7.17. ML from illicit turnover of petroleum products

Citizen Zh., carrying out criminal activities in the sphere of illicit trafficking of petroleum products, on
the basis of fictitious documents confirming the allegedly legal origin of fuels and lubricants, sold them
in the territory of the Russian Federation to private individuals for a total of KZT 584 million (USD 1.8
million). The criminally obtained funds were legalized through the purchase of two petrol trucks, an
industrial base with an administrative building, a land plot, five tanks for the storage of petroleum
products, a railway dead end and warehouses under the guise of legal transactions for subsequent use in
illegal business. The total value of the legalized property, which was seized during the pre-trial
investigation, amounted to KZT 211 million (approx. USD 650 thousand).

The court found J. guilty of illicit trafficking in petroleum products, tax evasion and money laundering
and sentenced him to imprisonment for a term of 5 years for the totality of the crimes committed. The
legalized property was confiscated into the revenue of the state.

398. The data provided by country shows that the pre-trial investigative authorities sent cases of ML
derived from all types of predicate offences and referred by the NRA to acts with a high ML risk for
consideration on the merits in courts. Embezzlement accounted for 22.9% of the total number of ML cases
considered by the courts, fraud - 16.3%, tax crimes (including issuing fictitious invoices) - 19.3%, economic
crimes (illicit trafficking in crude oil and petroleum products, illegal gambling) - 19.9%, corruption crimes
(abuse of power and bribery) - 11.4%, illicit drug trafficking - 6 %.

399. Atthe same time, there have been prosecutions and convictions for ML derived from theft (CC Article
188). According to the URPI, this type of offence accounted for 61% of the total number of offences in
2017 to 36% in 2021. The amount of property damage (i.e., potentially generated criminal income) resulting
from theft is also significant. However, the NRA did not determine the degree of ML threat posed by this
type of predicate offence. In addition, the number of MLs from illicit drug trafficking is insignificant
(considering the total number of cases).

400. Thus, criminal statistical data and examples of detection, investigation and prosecution of ML cases
generally correlate with the NRA in determining the types of predicate offences with high ML threat.

401. The state pursues the policy of combating the shadow economy, corruption, economic offences, tax
and customs offences, and illicit trafficking in narcotic drugs and psychotropic substances. At the same
time, the activities of the pre-trial investigative authorities are not limited to the detection and suppression
of unlawful infringements. Significant efforts are made to prevent crime, reduce vulnerabilities and mitigate
ML risks.

402. In this regard, the experts conclude that criminal persecution for ML is generally consistent with the
nature of national threats and risks and national AML policies.

3.3.3. Types of ML cases pursued

403. The functions of criminal prosecution and administration of justice in the Republic of Kazakhstan are
separate and autonomous. Trial courts, in accordance with their jurisdiction, consider the merits of criminal
cases received after the pre-trial investigation and adopt the final procedural decision (a sentence of
conviction or acquittal, a ruling to terminate proceedings). Revision of court decisions in criminal cases is
carried out by higher courts on complaints of participants in the process or petitions (protests) of the
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prosecutor.

404. The allocation of criminal cases to judges is done electronically based on experience, workload and
specialization, which is determined by the type of predicate offences.

405. The "Torelik™ information and analytical system of the judiciary authorities accumulates in online
mode information on all procedural actions and decisions of judges in criminal proceedings. The system is
integrated with information systems of LEAS/SSAs, including for the purposes of electronic proceedings
in criminal cases, and compulsory enforcement agencies. The system contains a module of assistance to
judges, which provides access to the necessary statutory documents and case materials.

406. Information on the number of ML cases received in court and considered on the merits broken down
by predicate offences is shown in the table below (cases/persons).

Table 7.3. Breakdown of ML cases received in court and considered on the merits by predicate offence

Predicate offence 2017 2018 2019 2020 | 2021 total
Theft (CC Article 188) 212 - 11 1/1 - 4/4
Theft by misappropriation or embezzlement (CC Article 189) 3/3 10/10 7/8 12/20 | 6/6 38/47
Fraud (CC Article 190) 11/11 | 10/14 212 3/4 1/3 27/34
Extortion (CC Article 194) - 1/3 - - - 1/3

I1I£I9|;:)|t trafficking in crude oil and petroleum products (CC Atrticle 2/2 6/9 33 2/2 33 16/19

Issuance of fictitious invoices (CC Article 216) - - 2/2 6/13 | 4/17 12/22
Production, storage or sale of counterfeit money (CC Article 231) - - - 2/3 - 2/3
Tax evasion (CC Article 245) 7/7 2[7 4/8 4/8 20/33
Ilicit drug trafficking (CC Article 297) 6/21 3/6 - 1/1 - 10/28
Illegal gambling operation (CC Article 307) 5/12 4/6 5/5 1/1 2/3 17/27
Abuse of power (CC Article 361) - 12/15 1/7 - 1/1 14/23
Bribe-taking and bribe-giving (CC Articles 366, 367) - - 2/14 - 3/3 5/17
Total 32/54 | 53/70 | 25/49 | 32/53 | 24/34 | 166/260

407. The state prosecution in court proceedings is carried out by prosecutors (public prosecutors). If the
public prosecutor discovers in court circumstances precluding criminal prosecution, he is obliged to declare
a withdrawal of charges. Such a refusal entails the termination of the ML proceedings. There is no
specialization of public prosecutors in ML cases. Representatives of the GPO stated that the complexity of
a case and the experience of prosecutors are taken into account when entrusting the representation of the
state in a prosecution. In complex and multi-count cases, the state prosecution functions may be assigned
to a group of public prosecutors. In addition, the state prosecution may be entrusted to procedural
prosecutors who supervise the legality of pre-trial investigations.

408. The statistical data and case studies provided show that the courts considered the merits of ML
criminal cases for various categories of predicate offences. The main method of ML in the cases considered
was self-laundering, however, the courts have also considered criminal cases of ML by third parties,
including professional launderers, ML in the Republic of Kazakhstan when the predicate offence was begun
abroad (see case studies above).

409. There were facts of pre-trial investigation of ML without a predicate offence, but subsequently, the
persons were either charged for ML in conjunction with the predicate offence, or the criminal prosecution
under Article 218 of the CC was terminated. In this regard, there have been no such cases in judicial
practice. Since such cases were not sent to court by the criminal prosecution authorities, they were not
considered by the courts.

Table 7.4. Statistical data of the SC on the results of consideration of ML criminal cases (by the number
of cases/persons).

2017 2018 2019 2020 2021 total
32/54 53/70 25/49 32/53 | 24/34 | 166/260

Total number of ML and predicate offence cases against
persons
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Convicted of ML and predicate offence 25/39 35/39 14/19 19/31 | 13/15 | 106/143
Acquitted for ML with conviction of a predicate offence 5/6 7/15 5/24 3/5 11/19 | 31/69
Prosecution for ML was terminated on exonerative grounds 2/9 11/16 6/6 10/17 - 29/48
(including due to withdrawal of charges by public prosecutor)
with conviction of a predicate offence

410. The above statistical data shows that in 63.8% of cases the courts issued guilty verdicts in ML cases.
In 18.7% of cases, acquittals were issued, and in 17.5% of cases, proceedings were terminated on
rehabilitative grounds (denial of prosecution by state prosecutors). There were no facts of acquittal or
termination of proceedings to the full extent of the charges; all persons were convicted of predicate crimes.
In comparison with the significant increase in acquittals in criminal cases of predicate offences with the
full acquittal of charges (2016 - 62, 2017 - 70, 2018 - 270, 2019 - 318, 2020 - 329, 2021 - 272), the dynamics
of convictions for ML offences are stable.

411. The analysis of the acquittal judicial decisions submitted by the country found that, as a rule, public
prosecutors and courts did not question the correctness of the establishment at the pre-trial stage of the
factual circumstances of the criminal case, the completeness and comprehensiveness of the investigation
into the fact of receipt of criminal income and the method of its introduction into the legal circulation. At
the same time, the qualification of actions for the disposal of property as ML was excluded as unnecessary
due to the court's conclusion that the offenders had no special purpose of concealing its criminal origin.

Case Study 7.18. Exclusion of the ML charge

During the pre-trial investigation into the criminal case against two officers of the interregional
department of the internal affairs body for combating illicit drug trafficking, the NSC found that acting
by prior agreement between themselves, they carried out an illegal search in the house of the individual
A., during which they found and appropriated 1 kg of heroin. For not prosecuting A. for drug possession,
the offenders demanded a bribe of USD 50 thousand. After receiving the bribe in cash, B. transferred the
money to his personal bank account. Since he did not take any steps to conceal the criminal origin of the
money, the public prosecutor withdrew the charges against B. for ML, and therefore the court decided to
terminate criminal prosecution under CC Article 218. As to the rest of the charges against B., he was
found guilty and convicted.

412. Most often acquittal decisions were made in criminal cases of theft - 31 persons, or 26.5% of the total
number, and corruption crimes (bribe-taking) - 20, or 17.1 %.

413. The mere existence of acquittal decisions in ML cases is not considered by experts as a negative
factor in assessing the activities of pre-trial investigation bodies, since the reason for such decisions was
not violations of the law during the collection of evidence, its falsification, or incomplete investigative
actions. The facts of acquittal of persons and withdrawal of charges by public prosecutors indicate a certain
degree of independence and impartiality of the judicial system, objectivity of public prosecutors, as well as
the formation of judicial practice in ML cases as defined in international anti-money laundering regulations.

414. In 2019, a Commission was established in the GPO, which is responsible for assessing the quality of
the investigation and prosecutorial supervision of each acquittal decision, establishing the causes and
conditions that led to acquittal and making recommendations to prevent them in the future. Analysis of the
reasons for acquittal is brought to the LEAs and SSAs. Thus, the country undertook practical measures to
form a uniform law enforcement practice and eliminate the facts of unjustified criminal prosecution for
ML.

415. This approach allows for the timely identification of acquittals that are not well justified.. According
to the GPO, the acquittals of three persons were overturned on protest by prosecutors, with their subsequent
conviction for ML.

Case 7.19. Cancellation of acquittal in ML case

By a court verdict, D. was convicted under CC Articles 216 and 245 (invoicing without actually
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performing work or providing services, large-scale tax evasion) to five years imprisonment with
probation. She was acquitted under articles 218 and 262 of the CC (money laundering and organisation
and management of an organised criminal group). The prosecuting authority accused D. of legalising the
criminal proceeds from tax evasion and fictitious invoices by acquiring two properties and fictitiously
registering them as the property of a third party. The court's finding of not proving guilt in the ML part
was unmotivated and made without a full and comprehensive assessment of the evidence presented. The
verdict was quashed on appeal by the prosecutor and the case was remitted for a new trial. As a result,
D. was sentenced to seven years imprisonment for the cumulative offences, including ML.

Table 7.5. Number of convictions for ML by predicate offenses.

Predicate offence 2017 2018 2019 2020 | 2021 total
Theft (CC Article 188) - - 1 1 - 2
Theft by misappropriation and embezzlement (CC Article 189) 3 5 8 7 1 24
Fraud (CC Article 190) 11 11 2 3 - 27
Illél;;t trafficking in crude oil and petroleum products (CC Article 2 9 3 2 3 19
Issuance of fictitious invoices (CC Article 216) - 1 7 3 11
Production, storage or sale of counterfeit money (CC Article 231) - - - 3 - 3
Tax evasion (CC Article 245) 2 6 2 8 5 23
Ilicit drug trafficking (CC Article 297) 12 3 - - - 15
Illegal gambling operation (CC Article 307) 9 2 2 13
Abuse of power (CC Article 361) - 3 - - - 3
Bribe-taking and bribe-giving (CC Articles 366, 367) - - 2 - 1 3
Total 39 39 19 31 15 143

416. According to court statistics, out of a total of convictions for ML, the most common is a conviction
for ML derived from stealing of property (CC Articles 188-190) - 53 persons, or 37%, tax evasion - 23 or
16%, illicit trafficking in crude oil and petroleum products - 19 or 13.3%, illicit drug trafficking - 15 or
10.5%, organization of illegal gambling business - 13 or 9%, which correlates with the NRA findings about
the definition of these predicate crimes as high ML threats.

Case Study 7.20. ML from illegal gambling business

The FIU detected suspicious financial transactions for cashing out funds from the account of a legal
person in large amounts. The bank transactions were suspended by the FIU, and the relevant information
was sent to the EIS. During the pre-trial investigation, it was found that individuals Or. and O. and other
persons organized illegal gambling business in the form of online gambling using the Internet (electronic
casino). The proceeds of crime (amounting to more than KZT 5.3 billion or USD 13.8 million) were
cashed out and transferred to the bank accounts of close relatives of criminals in order to legalize and
introduce them into legal circulation. Court ordered to seize funds in banks to the total amount of KZT
580.2 million, as well as movable and immovable property acquired with the proceeds of crime (a parking
lot in Astana, 5 cars of elite brands).

The court sentenced the offenders for the totality of the crimes committed under CC Articles 307 and
218 to imprisonment for a term of 4 years with confiscation of the criminal income and property acquired
with the proceeds of crime in the amount of over KZT 780 million (over USD 1.8 million).

417. A fairly common offence in the Republic of Kazakhstan is the issuance of invoices without the actual
performance of work, provision of services and shipment of goods. In 2017-2021, 1,602 offences of this
category were detected. For these purposes, offenders establish shell companies that facilitate tax evasion
and embezzlement of public funds by issuing fictitious invoices. Monetary funds are cashed out in order to
introduce them into legal circulation. Being, in fact, a form of professional ML, such illegal activities are
often committed by organized groups and pose a significant threat to national economic security.
Kazakhstan provided case studies of successful prosecutions for these activities, as well as identification of

80



ML associated with this type of illegal activity.

Case Study 7.21. Issue of false invoices and ML

In cooperation with the FIU, the EIS suppressed the activities of an organized criminal group under
the direction of individual P. In order to assist in the laundering of criminal income, a criminal group
created 29 shell companies, on behalf of which invoices were issued without actually performing
work, providing services or shipping goods. Turkish national E., using fictitious invoices, avoided
paying taxes on a particularly large scale and cashed out more than KZT 2 billion over the period
2015-2019, part of which he converted into USD 2.1 million and withdrew the amount to his bank
account in Turkey. With the legalized criminal proceeds E. purchased 4 real estate objects and 4 cars.

The court convicted P. and 7 members of the organized group for establishing and participating in
such a group, tax evasion and issuing fictitious invoices to various terms of imprisonment. E. was
found guilty of tax evasion and money laundering and sentenced to imprisonment for a term of 7 years
with confiscation of property acquired with the criminally obtained funds in the total amount of KZT
250 million (approx. USD 600 thousand).

418. The country provided cases of ML by third parties. There have been instances where organized
criminal groups have involved individuals with specialized skills in certain areas, whose role has been
solely to launder the proceeds of crime. While not directly related to the commission of the predicate
offence and the proceeds of crime, such persons, acting as professional launderers, ensured that the proceeds
of crime were laundered legally.

Case Study 7.22. ML by third parties with signs of professional laundering

A transnational criminal organization comprised of five Kazakh citizens was detected and suppressed
by the NSC, which was involved in the illegal sale of narcotic drugs and psychotropic substances.
Each of the members of this organization performed the role assigned to them by the organizers in the
commission of a crime, including the purchase of psychoactive substances in especially large
quantities, their packing into smaller wholesale lots, smuggling of precursors, maintenance of a
chemical laboratory, manufacturing, transportation, storage and distribution to end users. Yu, who had
skills in the IT sphere, was involved in the activities of the criminal organization with the sole purpose
of the laundering of criminal income. For this purpose, Yu recruited persons, who were unaware of
the crime being committed and gave him access to their bank cards through an Internet application for
a fee. Bank card details were published on the Internet and funds were transferred to them from drug
buyers. By remotely accessing the bank transactions, Yu converted the funds into bitcoins and
transferred them to anonymous electronic crypto accounts of the leaders of the transnational criminal
organization. The total amount of criminal proceeds legalized by Yu was over $2.1 million.

The court found Yu guilty of participating in a criminal organization and money laundering and
sentenced him to nine years imprisonment as a set of crimes. Other members of the criminal
organization were convicted of participation in it, smuggling, and illicit drug trafficking to long terms
of imprisonment.

419. It should be noted that the above case also established the transnational nature of the predicate crime.
One of the organizers and leaders of the criminal organization was a citizen of the Russian Federation, who
involved citizens of Kazakhstan, including Yu, in the commission of the crime as a structural unit of a
transnational criminal organization. Narcotic drugs, psychotropic substances, precursors, chemical liquids
and laboratory utensils came from the Russian Federation, including through smuggling, and the sale of
psychoactive substances and ML were conducted in the territory of Kazakhstan. Thus, the predicate crime
started in a foreign jurisdiction and ended in Kazakhstan, and the laundering of criminal proceeds took
place in Kazakhstan.

420. The judicial system of the Republic of Kazakhstan has demonstrated the availability of adequate
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human and material-technical resources, allowing for judicial hearings of different types of ML.

421. Representatives of the competent authorities and the court did not mention any aspects of the
investigative, prosecutorial or judicial process that hindered or delayed the prosecution and sanctioning of
ML. No such factors were identified by the experts either.

3.3.4. Effectiveness, proportionality and dissuasiveness of sanctions

422. According to the CC, ML is classified as a serious offence!®. The disposition of CC Article 218

provides for three parts and establishes a gradation of liability depending on the qualifying factors of the
offence (detailed in R.3).

423. A comparative analysis of sanctions for predicate offences and ML classified by the CC as economic
offences showed that the category of grave offences includes especially aggravated offences, i.e. offences
committed by a criminal group or involving damage on a particularly large scale, for instance, CC Avrticle
216(3) (invoicing), CC Article 217(3) (creation and management of a pyramid scheme), CC Article 234(3)
(economic smuggling), CC Article 245(3) (tax evasion by corporate entities). The offences stipulated by
Parts 1 and 2 of the above CC articles fall under the category of minor or medium gravity.

424. Accordingly, the liability for ML offences is stricter than for other economic offences.

425. Punishment shall be inflicted by courts taking into account the nature and degree of public danger of
a criminal offence, the personal background of a guilty person and circumstances, which aggravate and
mitigate liability.

426. According to the information provided by the country, in the assessed period, persons were convicted
for ML only in the aggregate with predicate offences. According to the rules established by CC Atrticle
58(1), in this situation, the court imposes punishment for each offence included in the aggregate of offences
and then determines the final punishment by absorbing the less severe punishment by the more severe one
or by adding them together in full or in part. Additional punishments (confiscation of property, deprivation
of rank, deprivation of the right to hold certain positions, etc.) are added to the final primary punishment.

Table 7.6. Statistical information on sentences imposed on persons convicted under CC Article 218 in the
aggregate with predicate offences .

Convicted persons 2017 2018 2019 2020 | 2021 total
total 39 39 19 31 15 143
primary punishment
imprisonment 32 34 17 29 15 127
up to 3 years 11 6 4 3 4 28
Ig:m 2310 6 years 8 13 4 4 | 2 41
of 6 to 10 years 8 12 7 10 7 44
more than 10 years 5 3 2 2 2 14
from imprisonment under Article 63 of the CC (probation) 2 7 3 2 1 15
applying Article 55 of the CC 1 3 - - - 4
fine - 2 - - - 2
restriction of freedom 7 3 2 2 - 14
additional punishment
confiscation of property 18 12 6 4 8 48
deprivation of special or military rank - - 1 - - 1
deprivation of the right to hold certain positions 16 17 13 9 1 56
deportation of a foreigner from the Republic of Kazakhstan - - - 1 - 1

427. It follows from the above data that the predominant type of punishment is the most severe one -
imprisonment, which accounted for 88.8% of the total number of offences. 10.5% of persons sentenced to
imprisonment are under probation (in this case the punishment is not served, and the person is under the

16 Before the amendments to the Criminal Code made by Law No. 131-VII dated July 1, 2022, the offence under CC Article 218(1) was classified as a crime of
medium gravity.
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probationary control of the authorized state body, performing the duties imposed by the court for a period
of time determined by the court). Milder types of punishment - restriction of freedom and fines - were
imposed on 9.8% and 1.4% of convicted persons, respectively. Additional punishment in the form of
confiscation of property was imposed on 33,6% of convicted persons, deprivation of the right to hold certain
positions or engage in certain activities - 39.2%.

428. The term of the final sentence is more influenced by the punishment for the predicate offence, since
the courts' practice has been to impose a stricter sentence for the predicate offence, with the final sentence
determined by absorbing the punishment for ML.

Case Study 7.23. Sentencing for ML in conjunction with a predicate offence

The court found K. guilty of establishing and participating in an organized group (CC Article 262(1,2) -
serious crime), making arrangements for issuing fictitious invoices by a criminal group (CC Article
216(3) - serious crime), large-scale money laundering (CC Article 218(3), Par. 2, 3 - serious crime).

She was sentenced to imprisonment with confiscation of property under Article 262(1) for a term of 7
years, under CC Article 262(2) for a term of 5 years and under CC Atrticle 216(3) and CC Article 218(3)
(for each of the charges) for a term of 3 years and 6 months.

She was finally sentenced to imprisonment for a term of 7 years with confiscation of property by
absorption of the less strict sentence with the more strict one.

429. According to the country's information, there were no cases of committing ML by persons previously
convicted under CC Article 218, which indicates that sanctions against natural persons are dissuasive and
ensure the fulfilment of the function of private prevention.

430. Thus, taking into account the differentiation of liability for ML offences established by law, the
absence of special repetition of offences and the practice of sentencing, including additional punishments,
the experts conclude that sanctions for ML are applied to physical persons and are proportionate, dissuasive
and effective.

431. The criminal liability of legal persons for ML is not established in accordance with the fundamental
principles of national legislation. Administrative liability of legal persons for ML in 2017-2021 was also
not provided.l” There are no examples of the application of liquidation to legal persons for ML in
accordance with the norms of civil law. Therefore, no sanctions were applied to legal persons for ML
offences in the assessed period. At the same time, the lack of sanctions for legal persons is not considered
by experts to be a significant disadvantage, because while their use in the commission of predicate offenses
IS widespread, the practice of using legal persons in ML is not significant.

3.3.5. Use of alternative measures

432. The competent authorities indicated that if the ML elements are not proven, there is prosecution and
conviction for the predicate offence (e.g. fictitious invoicing, tax crimes, theft, corruption offences).
Relevant statistics are provided in Core Issue 7.3.

433. The unauthorized purchase or sale of property knowingly obtained by criminal means without
indicators of ML entails criminal liability under CC Article 196. The most strict punishment for such actions
committed by an organized group or by a person exercising the powers vested in him by virtue of his office
is imprisonment for a term of up to 5 years with confiscation of property. In 2017-2021, pre-trial
investigations were initiated for almost 1.4 thousand offences under CC Article 196.

434. In cases where it is impossible to secure a conviction for money laundering because a person is
internationally wanted, or when proceedings are terminated for reasons other than exoneration (amnesty,
expiration of the limitation period for criminal liability, death of a suspect), the institution of non-

1 Administrative liability of legal persons for ML (CAO Article 214-1) was established by Law No. 132-VII dated July 1, 2022, which entered into force on
September 5, 2022.
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conviction-based (pre-trial) confiscation of criminal property may be applied.

435. In such situations, the person conducting the pre-trial investigation separates materials for pre-trial
confiscation, which are sent to the prosecutor. The decision on confiscation is taken by the court on the
basis of the prosecutor's request.

436. Over the period from 2018 (from the moment of introduction of pre-trial confiscation) to 7 months
of 2022, the courts satisfied 17 prosecutors' requests for pre-trial confiscation in the amount of KZT 9.8
billion (more than USD 23 mlin).

437. See 10.8 for case studies of the application of pre-trial confiscation in ML cases.
438. Thus, when it is not possible to secure a conviction for ML, the country applies alternative measures.
Overall conclusion on 10.7

439. The powers of pre-trial investigative authorities to detect, suppress and investigate ML crimes are
implemented in accordance with the legislation of the Kazakhstan and taking into account the specific anti-
crime tasks performed by each agency within its purview. In general, this work is carried out in a systematic
manner.

440. The competent authorities have the necessary human, information and analytical resources. The
"follow the money" principle is consistently implemented in the country, measures have been taken to
improve the methodology of parallel financial investigations, access to a wide range of necessary financial
information is provided. The level of interagency cooperation is high. International cooperation
mechanisms are used for the purpose of combating crime in general and ML in particular.

441. The detected, investigated and prosecuted ML types are generally consistent with the nature of
national threats and risks and national AML policy.

442. Natural persons convicted of ML offences are subject to proportionate, dissuasive and effective
sanctions. No sanctions have been imposed on legal persons for ML in the country.

443. If it is not possible to secure a conviction for ML, a criminal prosecution for the predicate offence is
carried out. In cases prescribed by law, the institution of non-conviction-based (pre-trial) confiscation is
applied.

444. Kazakhstan is rated as having a substantial level of effectiveness for 10.7.
3.4. Immediate Outcome 8 (Confiscation)

3.4.1. Confiscation of proceeds, instrumentalities and property of equivalent value as a policy objective

445. Confiscation of the proceeds, instrumentalities and means of crime is one of the priority areas of
government policy in the fight against crime. Measures to improve national legislation on the legal
regulation of the institution of confiscation and to ensure the effectiveness of the work of the competent
authorities to search for and confiscate property obtained by criminal means are contained in the strategic
policy documents on legal policy concepts for 2010-2020 and 2020-2030, which were approved by Decrees
of the President of Kazakhstan dated 24 August 2009 and 15 October 2021.

446. As part of the implementation of these Concepts, national legislation has been amended, in particular,
confiscation of property as an additional punishment has been introduced as a sanction for all predicate
offences classified as established offences by the FATF Methodology, and the institution of pre-trial
confiscation has been established.®

18 Confiscation of property was not envisaged as an additional punishment for the intentional infliction of grievous bodily harm for selfish motives or for hire
under CC Atrticle 106(2), Par. 6; illegal actions with regard to insider information and manipulation of the securities market, which caused damage on a large
scale (Part 1 of CC Articles 229, 230); evasion of taxes and customs duties (CC Articles 236, 244 and 245); acquisition or sale of property knowingly obtained
by criminal means, including repeatedly (CC Article 196(1,2); trafficking in arms (CC Article 287); forgery and sale of forged documents (CC Article 385); and
organization of illegal migration (CC Article 394).
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447. The procedural obligations and powers of the prosecuting authorities to take measures to identify
property obtained in a criminal way or acquired with criminal proceeds, instrumentalities and means of
committing an offence are duly regulated by the law of criminal procedure (for more details see
Recommendation 4).

448. The Prosecutor General of the Republic of Kazakhstan issued regulatory Instructions dated
30.05.2019 "On intensification of activities to recover damages caused by criminal offences”, dated
15.09.2021 "On strengthening the organisation of work against legalisation (laundering) of property
obtained by criminal means, activation of parallel financial investigations”, obliging all criminal
prosecution bodies to carry out tasks of identification, search, confiscation and return of criminal assets. A
unified methodology has been developed for conducting parallel financial investigations.

449. The performance of the competent authorities in conducting parallel financial investigations,
identifying and seizing assets, and recovering and confiscating damages is considered a criterion for their
effectiveness. The said activities are analysed on an ongoing basis. The experts were familiar with both
intradepartmental and interdepartmental regulations (in particular, decisions of the board of the Prosecutor
General's Office of the RK, the Coordination Council of the RK on ensuring law and order and combating
crime and others) containing specific instructions and organisational and practical measures to ensure
confiscation and reparation of damages.

450. Thus, a comprehensive analysis of the legal regulation and application of confiscation shows that, in
the RK legislation this institution is considered as a consequence of a criminal offence and is a means of
implementing the state criminal law policy in the sphere of combating and preventing crime. The
application of confiscation is ensured by the government authorities, which are vested with the relevant
powers.

451. Outside of criminal proceedings (e.g. - confiscation of unconfirmed income of public officials under
anti-corruption laws), confiscation does not apply.

3.4.2. Confiscation of proceeds from foreign and domestic predicates, and proceeds located abroad

452. Statistical information on the amount of damage caused by predicate offences is provided in the table
below.

Table 8.1. Amount of damages caused by predicate offences (USD min.)

0,
Corgpepsated daf“ages b of the Seized and confiscated % of the
uring pre-trial amount -
Year Amount of damages . LI property in the amount | amount to be
investigation in the of 19
of recovered
amount of damages
2017 965,3 374,6 38,8 125,7 21,3
2018 688,4 348,4 50,6 185,4 46,4
2019 816 320 39,2 112,9 22,8
2020 1657,9 400,1 24,1 290 23
2021 709,4 150,7 21,2 76,1 13,6
Total 4837,2 15939 32,9 790,2 24,4

453. Rather high amounts of voluntary compensation for damage during pre-trial proceedings are due to
the norms of the criminal law, stimulating positive post-criminal behaviour of guilty persons. In particular,
voluntary compensation of damages is the basis for exemption from criminal liability for a number of
economic offences, including tax crimes.

454, According to the tax authorities, more than USD 2 billion in additional taxes have been assessed as a
result of tax compliance audits. Revenue from taxes and levies to the budget increased by 16% in the period
under review.

455. Voluntary payment of damages in criminal proceedings is regarded as a ground for mitigating liability

¥ The amount to be recovered is the amount of the damage caused after deduction of the amount of voluntary compensation
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and is the basis for imposing a penalty not involving actual deprivation of liberty.

Case Study 8.1. Voluntary restitution (criminal income)

Director of a public utility company providing water supply services to the population, by drawing up
fictitious contracts stole money from the enterprise in the amount of KZT 126.2 million (approx. USD
300 thousand). He also set monopoly high prices for socially important services, as a result of which he
obtained criminal income on a large scale (over USD 860 thousand). A. legalized the criminally obtained
funds under the guise of legal investment in the development of hotel business.

Based on the investigation findings, a temporary compensatory tariff was set to reduce by 54.4% the
payment for water supply to a number of settlements for a period of 1 year. The damage caused by the
crime (taking into account the temporary compensatory tariff) in the amount of more than USD 1.1
million was fully reimbursed by the offender.

A. was convicted of theft by misappropriation, monopoly activities and laundering of criminal proceeds
and sentenced to imprisonment for a term of 6 years for the totality of the crimes committed.

456. The effectiveness of pre-trial investigative authorities in taking provisional measures for the
confiscation of property and compensation for damages is relatively not high. During this period, the
property was arrested and seized for 24,4% of the amount to be recovered. The above indicates that the
efforts to identify and locate property subject to seizure should be intensified.

457. Based on the information provided by the pre-trial investigative authorities, the effectiveness of their
seizure activities in ML cases is slightly higher. In particular, in cases of ML offences (in the aggregate
with predicate offences) investigated by the EIS, the value of property seized during pre-trial proceedings
was 57.3% of the amount of damages.

458. During the on-site mission, pre-trial investigative explained that the amounts of property seized are
generally reflected in statistical cards for predicate offences. Centralised records of property value, seized
in ML cases, broken down by predicate offences and the amount of income generated by predicate offences
are not kept.?® Analytical information provided by the agencies on property seizure in ML cases is
fragmented. Due to deficiencies in statistical records, it was not possible to draw definitive conclusions
about the effectiveness of pre-trial investigative authorities in identifying and seizing property in ML cases.

459. In fulfilling their procedural obligations to enforce the sentence in terms of property confiscation and
other property penalties, the pre-trial investigative authorities conduct parallel financial investigations in
the course of the CIDA and pre-trial investigation in order to find the property subject to seizure. The
procedure for their conduct, goals and objectives, including the establishment of the movement of criminal
proceeds, the relationship between the source of origin and recipients of funds, other property obtained by
criminal means, the circumstances of the acquisition of the assets, their location, the return and confiscation
of criminal assets are regulated in detail by the Methodological Recommendations developed jointly by the
FMA and GPO and binding for all LEAS/SSAs.

460. As part of parallel financial investigations, the competent authorities, in order to identify a criminally
obtained property, carry out activities aimed at verifying a wide range of information, including from open
sources, information databases of government authorities, organizations, institutions, as well as information
on suspicious transactions received from non-government organizations and institutions.

461. There are case studies of successful parallel financial investigations that have uncovered a significant
amount of property to be seized and confiscated.

Case Study 8.2. Parallel financial investigation to ensure confiscation

2 The concepts of "criminal damage" and "criminal proceeds" are not identical. All predicate offences generate criminal proceeds, but they may not involve
material damage (for example, in drug trafficking, the perpetrator profits from the sale of illegal substances, but the cost to the drug user of purchasing them is
not considered to be damage due to the illegality of the transaction).
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The EIS conducted a pre-trial investigation into the criminal case against R. on the theft of public funds
on an especially large scale and found that the criminal proceeds were legalized by the offender by
purchasing immovable property (two residential buildings, a commercial facility, an industrial facility)
and two cars under the guise of legal transactions. During the parallel financial investigation, the criminal
property was seized.

The court found R. guilty of theft by misappropriation, embezzlement and fraud on an especially large
scale and ML of criminal proceeds and sentenced him to imprisonment for a term of 7 years and 6 months.
The criminal property worth KZT 56 million (more than USD 150 thousand) was confiscated.

462. The effectiveness of parallel financial investigations is enhanced by the establishment of special units
within the EIS and ACA, which are exclusively responsible for conducting such investigations. Officers of
such units are included in operational investigative groups. Prior to the establishment of these units,
specialists from other government authorities and organizations, who analyzed all available information for
the purpose of identifying criminally obtained property, were included in the operational investigative
groups for the purpose of conducting parallel financial investigations.

Case Study 8.3. Participation of specialists in a parallel financial investigation

During the investigation into the criminal case on the theft of public funds in an especially large amount
by T., the ex-head of the national company "Astana-Expo-2017", the ACA operational investigative
group included the officers of the mentioned company, who were exclusively engaged in the search of
criminal property. As a result, the following property purchased with criminally obtained funds was
found and seized: apartments, land plots, shares in the authorized capital of enterprises, money in bank
accounts and 6 cars. The total value of the seized property amounted to KZT 18.4 billion (over USD 56
million). Upon conviction, the confiscated property was used to compensate for the damage caused by
the crimes.

463. Other case studies of successful parallel financial investigations are provided in 10.7.

464. According to the information provided by the competent authorities, one of the main ML typologies
is the acquisition of property with criminally obtained funds and fictitious registration as the property of
third parties. According to the explanations provided in Par. 20 of SC Regulatory Resolution No. 4 on
Certain Issues of Criminal Sentencing dated June 25, 2015, confiscation of property registered in the name
of third parties may be applied, provided that its criminal origin is proven. Having access to a wide range
of financial information and making effective use of information and analytical resources (for more details,
see 10.7), pre-trial investigative authorities in parallel financial investigations identify and prove facts of
fictitious registration of criminal property or property purchased with criminally obtained funds into the
ownership of third parties, and the courts confiscate such property.

Case Study 8.4. Confiscation of property fictitiously registered to third parties

During the pre-trial investigation into the criminal case against R., who committed theft by
misappropriation and fraud, it was found that with the criminally obtained funds the offender purchased
a house with outbuildings and a land plot, as well as a commercial facility (store). With a view to conceal
the criminal origin of this property, it was fictitiously registered in the name of his wife R., and then on
the basis of a sales contract, it was transferred to her close relative without the intention of actual
alienation. A parallel financial investigation proved the purchase of this property with criminally obtained
funds, as well as the fictitiousness of transactions to register it as the property of third parties.

R. was convicted by the court for theft of property and laundering of criminal proceeds and sentenced to
imprisonment for a term of 8 years. The real estate objects (the house, the store and the land plots) were
confiscated.

465. The legislation establishes mechanisms to protect the rights of bona fide third parties. Based on the
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above regulatory resolution of the SC, the lack of awareness of the property owner (third party) about the
criminal origin of the property or about the unlawful purposes of its use excludes the application of
confiscation. In such cases, the courts decide on confiscation of a sum of money equivalent to the value of
the property subject to confiscation.

Case Study 8.5. Confiscation of value equivalent

In a criminal case against O. on the fact of organizing an illegal gambling business and money laundering,
it was found that one of the cars purchased with criminally obtained funds, was sold to S., who was a
bona fide purchaser of the property and was not aware of the criminal origin of this property. The court
decided to release the car from seizure, leaving it in the possession of S., and to confiscate the sum of
money equivalent to its value from the offender.

466. Despite the fact that the competent authorities have recorded the facts of receiving criminal proceeds
or their transformation into virtual assets, practical mechanisms for the seizure of crypto assets involve only
the voluntary provision to the pre-trial investigative authority of access to crypto wallets by defendants in
criminal cases. However, this deficiency is compensated to a certain extent by the confiscation of a sum of
money corresponding to the value of the criminally obtained property.

Case Study 8.6. Confiscation of value equivalent

As part of a pre-trial investigation into a criminal case of illicit drug trafficking, the NSC operational
investigative group found that the criminal proceeds were transferred to a professional launderer Yu.,
who accumulated it through drop cards and subsequently purchased cryptocurrency. The amount of
legalized money was over KZT 873 million (USD 2.1 million). Yu. provided the pre-trial investigative
authority with access to the crypto wallet for the purpose of converting virtual assets into fiat money and
subsequent seizure. However, at the time of the investigation, the cryptocurrency had been transferred to
another cryptocurrency account by other members of the transnational drug network who had access to
the crypto wallet.

The court convicted Yu. for money laundering and participation in the activities of a criminal
organisation and sentenced him to imprisonment. The amount of property legalised was recovered from
him to the state.

Case Study 8.7. Withdrawal of VAs

In the course of the "control purchase™" intelligence operation with the participation of suspect I., a
purchase of a large batch of narcotic drugs was carried out. The payment received in bitcoins was cashed
by 1. under the control of the NSC in one of the crypto exchanges, the money in the amount of KZT 70
million (over USD 150 thousand) was seized. The investigation into the case continues.

467. The country takes measures to prevent the transfer of assets to foreign jurisdictions, to identify and
seize criminal assets abroad and to return such assets. The relevant action plan approved by the Deputy
Prime Minister of Kazakhstan on June 28, 2022, includes a wide range of measures for suppressing the
withdrawal of criminal capital abroad and returning funds to the country, increasing the effectiveness of
the competent authorities' efforts. These measures are implemented in cooperation with the GPO, NB,
ARDFM, MoF, FMA, ACA, MIA and NSC.

468. For the purpose of identifying property and bank accounts abroad, the pre-trial investigative
authorities send international investigative requests to identify and seize such property. Case studies are
provided of successful identification and return of assets moved to foreign jurisdictions, however, the
statistics were not provided.

Case Study 8.8. Asset recovery from abroad

88



The ACA has a criminal case in charge against a member of the criminal community M. suspected of
establishing and directing an organized criminal group, economic smuggling and ML. It was found that
M., who is internationally wanted, legalized part of the criminal proceeds of the criminal community by
withdrawing criminal assets in the amount of USD 1.3 million and transferring the money to a bank
account in the European state. The RK court granted the prosecutor's request for pre-trial confiscation of
these funds. On the basis of the court decision, the European state federal authorities returned to
Kazakhstan USD 1.3 million credited to the state budget.

469. The GPO takes measures to improve the effectiveness of pre-trial investigative authorities in the field
of international cooperation in general and in the identification and return of property moved to foreign
jurisdictions. For these purposes, an algorithm of actions of competent authorities for the organization of
international cooperation was developed, requirements for the execution of requests for mutual legal
assistance were established and a methodology for the search and seizure of criminal assets abroad was
drawn up.

470. Officers of all LEAS/SSAs participated in training activities aimed at improving their skills in
identifying property subject to confiscation, including abroad, and taking provisional measures. The
training and methodological programs provided to the experts by the departmental training and scientific
institutions include relevant courses for the training staff.

471. Practical aspects of LEAS/SSAS' activities are used for the purpose of improving national legislation
on the application of confiscation. Since 2018, the institution of pre-trial (non-conviction-based)
confiscation has been applied in the country. In total, during this period (including 7 months of 2022) the
courts granted 17 prosecutors' requests for pre-trial confiscation in the amount of KZT 9.8 billion (over
USD 23 million).

Case Study 8.9. Pre-trial confiscation of proceeds of crime held abroad

The NSC investigation into the criminal case against T. for large-scale embezzlement, tax evasion,
forgery and use of knowingly false documents, establishment and direction of an organized criminal
group found that the criminal proceeds were legalized by withdrawing assets through controlled legal
persons and crediting them to the European bank accounts.

T. was put on an international wanted list. At the request of the RK GPO, the European state’s
prosecutor's office blocked USD 13 million in T.'s bank accounts. The RK court granted the prosecutor’s
request for pre-trial confiscation of these funds. At present, the RK competent authorities are enforcing
the court decision and taking steps to return the assets from the European state as part of MLA.

Case Study 8.10. Pre-trial confiscation of proceeds of crime held abroad

In the criminal case under investigation by the NSC on the fact of organization of illegal gambling
business, tax evasion, and ML, 5 suspects were put on the international wanted list. The court satisfied
the prosecutor's request for pre-trial confiscation of criminally obtained property of the suspects, namely
funds in bank accounts and money seized during the search in the amount of over KZT 465 million (USD
1.1 million), USD 6 million, EUR 793 thousand, 3 cars and 4 aircraft.

Besides that, by sending an international investigative order, it was established that one of the suspects
had purchased three apartments in the territory of the state R. with the criminally obtained funds. At the
request of the prosecutor, the RK court decided on their pre-trial confiscation. At present, the court
decision is being executed as part of MLA.

472. In 2017-2021, the number of individuals convicted of ML offences in the aggregate with predicate
offences, with courts applying confiscation of property as an additional punishment, was 48 or 33,6% of
the total number of individuals convicted of ML.
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Table 8.3. Number of persons convicted of ML in combination with the predicate offences with
confiscation (convicted persons/ of them with confiscation)

Predicate crime 2017 2018 | 2019 2020 | 2021 Total
Theft (ct.188 CC) - - 1/1 1/0 - 2/1
Embezzlement or misappropriation of the property
(c1.189 CC) 3/0 5/2 8/2 712 1/1 24/7
Fraud (ct.190 CC) 11/5 11/4 2/1 3/1 - 27/11
Ilicit trafficking in oil and petroleum products (c1.197 CC) 2/2 9/1 3/0 2/0 3/0 19/3
Illegal invoicing (ct.216 CC) - - 1/1 7/1 3/3 11/5
Counterfeiting (ct.231 CC) - - - 3/0 - 3/0
Tax evasion (ct.245 CC) 2/0 6/1 2/0 8/0 5/2 23/3
Ilicit drugs trafficking (ct.297 CC) 12/4 3/1 - - - 15/5
Organization of illegal gambling business (ct.307 CC) 9I7 2/2 - - 2/2 13/11
Abuse of power (ct.361 CC) - 3/1 - - - 3/1
Taking and giving a bribe (ct.cT1.366, 367 CC) - - 2/1 - 1/0 3/1
Total 39/18 | 39/12 | 19/6 31/4 | 15/8 143/48

473. According to the information provided by the SC, in criminal cases on ML offences (in the aggregate
with predicate offences), the subject of confiscation were vehicles (73), real estate objects (68), money
worth over 1.2 million USD (in equivalent), shares in the authorized capital of legal persons (4) and other

property.

474. No statistics have been provided on the types of confiscation (property obtained by criminal means
or purchased with criminally obtained funds, instrumentalities of crime, monetary equivalent. However,
examples are provided of the use of confiscation of instruments and means of crime, and of the equivalent
of money.

Case Study 8.11. Recovery of the value equivalent of the proceeds of crime

A court convicted members of a transnational organised group to long prison terms for trafficking in
narcotic drugs, psychotropic substances and their analogues. The case found that the criminal proceeds
of the organized group, which amounted to approximately $2.1 million, were legalized by transferring
the proceeds of drug sales to the bank accounts of controlled individuals, withdrawing them in cash and
purchasing bitcoins that were transferred to anonymous electronic crypto accounts of the leaders of the
criminal group, who disposed of them at their discretion.

Due to the impossibility of confiscation of the criminal income, the court on the basis of part 3 of article
48 of the CC, the sum of money equivalent to its size was collected from the convicted persons in
solidarity (over $ 500 thousand from each of the convicted persons).

Case Study 8.12. Recovery of the value equivalent of the proceeds of crime

K. was found guilty by a court verdict for taking a bribe as an official in exchange for acts within his
official authority for the benefit of the bribe-giver and was sentenced to a fine with life termination of
his right to hold public office. Given that the subject of the bribe was not discovered during the pre-trial
investigation, an equivalent sum of the bribe was recovered from the convicted person for the benefit of
the state.

475. A value equivalent is also recovered from perpetrators if the property cannot be confiscated in
accordance with statutory restrictions (property needed by the convict or his dependants - the convict's and
his family's only housing, second-hand household items, utensils, clothing, etc.).

Case Study 8.13. Recovery of value equivalent if property cannot be confiscated

T. was convicted by a court for establishing and managing an organised criminal group, illegal
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entrepreneurship and money laundering to eight years imprisonment. The case found that T. had set up
an illegal business for the production and sale of alcoholic beverages, earning an especially large sum of
money. T. legalized part of the criminal income by acquiring a land plot and the construction of a house
on it. The court verdict confiscated this property to the benefit of the state.

However, in this case, it was clear that this house was the only housing of the convict and his family
members and therefore was not subject to confiscation under the laws of the Republic of Kazakhstan.
Under the protest of the GPO, the verdict was changed by the SC: the reference to confiscation of the
land plot and the residential house was excluded, and the value of this real property in the amount
equivalent to USD 40,000 was levied against T. to the state.

476. Restitution to the victims (compensation for criminal damages) is implemented through the institution
of a civil claim in criminal proceedings, i.e., a property claim against the offender by the person who has
suffered from the crime. Restitution to the victims takes precedence over confiscation because, under
criminal law, confiscation applies to property that cannot be returned to the legal possessor.

477. Prosecutors are empowered to take civil actions for criminal damages caused to the state, as well as
in certain other cases.

Case Study 8.14. Filing a claim by the prosecutor’s office

In a criminal case against 3 individuals accused of committing illegal invoicing and ML, the prosecutor
took a civil action for the recovery of criminal proceeds in the amount of KZT 55.2 million (approx. USD
170 thousand) to the state, which was considered by the court and satisfied in full.

478. The total amount of restitution to victims and compensation for damage caused to the state is
significant. According to information from the compulsory execution agencies for 2017-2021, there were
113,384 enforcement documents in execution in the amount of 1,389.7 million US dollars on the recovery
of damages in favour of individuals and legal entities caused by crimes, and 386,405 enforcement
documents on the recovery of damages caused to the state in the amount of 3,520 million US dollars.

479. For information on confiscation for TF offence, see 10.9.

480. Enforcement of judicial decisions on confiscation of property and compensation for damages is the
responsibility of the compulsory enforcement authorities. Bailiffs check the property situation of debtors.
If property not seized during the pre-trial investigation is identified, such a decision is taken by a bailiff
with the authorisation of the prosecutor and it is levied upon the court verdict.

Case Study 8.15. Identification of property of a convicted person during the execution of a
sentence

D. was sentenced by a court for drug trafficking to 3 years and 6 months imprisonment. The case
established that after the crime had been committed, the vehicle that had been used to transport drugs
was sold by D. to a good-faith purchaser. This circumstance ruled out the confiscation of the vehicle by
the State. In this regard, D. was ordered to pay the value of the vehicle (in an amount equivalent to
$14,000) to the State.

During the execution of the sentence, the compulsory enforcement agencies established that the convicted
offender had a flat and funds in his bank account. This property was seized and confiscated for the
execution of the sentence in the part of the property charge.

481. Information about the work of compulsory enforcement agencies on the enforcement of court
decisions on criminal cases in terms of confiscation of property and compensation for damages is provided
in the table below.

Table 8.4. Enforcement of court decisions in criminal cases in terms of confiscation of property and
compensation for damages
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2018 | 831thnd. | 1784 min [1971.5min | 827 thnd. | 66.5 min 1 ?nGIﬁg 831 thnd. | 178.4 min 89,4
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482. The experts consider the downward trend in the execution of court decisions observed since 2019 as
negative because the effectiveness of confiscation and compensation for damages (restitution to the victims)
is ultimately determined by the actual execution of the court decision. In this regard, the work of compulsory
enforcement agencies on the execution of court decisions on criminal cases of confiscation of property and
compensation for property damage should be intensified.

483. There are no statistics on the enforcement of judicial decisions in criminal cases broken down by
particular crimes.

484. Confiscated property goes into republican ownership (immovable property, unfinished construction
projects, vehicles, ethyl alcohol and alcoholic products, tobacco and tobacco products, oil and petroleum
products, securities, shares in authorized capitals, technical devices, precious metals, stones and products
thereof) and municipal ownership (land, perennial plantings, animals, feedstuff, food products, grain,
timber, medicines, mineral raw materials, minerals, agrochemicals and pesticides).

485. Further work with confiscated property received into state ownership is organized by the Committee
of State Property and Privatization of the Ministry of Finance and its territorial subdivisions, and with
property received into municipal ownership - by local executive authorities.

486. These authorities take the confiscated property from bailiffs and carry out its transportation to storage
places, storage, valuation, sale through auctions or trade organizations or transfer to state legal entities or
social service entities, destruction (in cases established by law), as well as its return in cases of revision of
the court decision on confiscation.

Table 8.5. Information on property transferred to the state by the State Property and Privatization
Committee (in millions of USD).

2017 2018 2019 2020 2021 Total
Estimated value of property 15,7 21,9 22,9 5,6 5,1 71,2
Sold property in the amount of 9,9 14,5 15,7 4,9 4 49

487. The country has provided case studies of the transfer of confiscated property to state legal entities
(including prosecution authorities) and social service entities. According to experts, this method of disposal
of confiscated property is an effective management mechanism.

Case Study 8.16. Management of confiscated property

An interagency operational investigative group of the NSC and officers of other LEAs investigated a
criminal case against members of a transnational criminal association composed of 24 individuals,
including law enforcement and procuracy officials. The leader of the criminal community, T., and other
participants were accused of committing a number of crimes (murder, robbery, brigandism, illegal arms
trafficking, establishment and direction of a transnational criminal association, tax evasion, bribery, etc.).
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Disposing of the proceeds derived from criminal activity, the criminal community members purchased 8
land plots, 12 cottages, 40 cars, over 180 jewelry items and precious stones, 99,9% of shares in the
authorized capital of the group of companies which consisted of large industrial enterprises and social
facilities, as well as other property. The above property was seized as part of a pre-trial investigation.

The court sentenced T. for the totality of the crimes committed to imprisonment for a term of 21 years
with confiscation of property obtained by criminal means or acquired with criminally obtained funds,
with life-long deprivation of the right to hold certain positions. Other members of the criminal association
were sentenced to various terms of imprisonment with confiscation of property.

During the execution of the sentence in terms of confiscation of property, shares in the authorized capital
of the group of companies were transferred to the state, a social facility (palace of culture), 8 land plots
and 4 cottages were transferred to the executive authority of Shymkent City. Vehicles were put on the
electronic trading platform for further transfer to state legal entities.

Case Study 8.17. Management of confiscated property

The court sentenced 36 members of organized criminal associations and criminal groups for corruption-
related offences (taking bribes in especially large amounts, abuse of power), money laundering and other
offences to imprisonment for a term of 3 to 16 years with confiscation of criminal property. In the course
of the pre-trial investigation, the interagency operational investigative group of the GPO and ACA found
that the members of the organized criminal group, which included financial police officers, prosecutors,
tax officials and bank clerks, established 86 fake companies with the criminal proceeds amounting to
KZT 77 billion (over USD 230 million) legalized by introducing it into the legal circulation. Besides that,
the criminally obtained funds were used to purchase vehicles and other property, which were seized
during the pre-trial investigation.

During the execution of the sentence in terms of confiscation of property, 2 helicopters and 5 cars were
transferred to the territorial divisions of the internal affairs bodies, Anti-Corruption Service and State
Revenue Committee of the MoF.

488. It should be noted that the above agency does not keep separate records on the assessment and sale
of property confiscated under criminal and administrative cases or on other grounds; therefore, these
indicators cannot be compared with the statistical data of the compulsory enforcement agencies.

489. Thus, the country has demonstrated a successful practice of confiscation of proceeds of crime,
property acquired with criminally obtained funds, including fictitiously held by third parties,
instrumentalities and means of committing crimes and the cash equivalent of the proceeds of crime. The
rights and interests of bona fide third parties are effectively protected. Measures have been taken to recover
criminal assets transferred to foreign jurisdictions. The practical application of pretrial confiscation
safeguards the interests of the State and victims by ensuring that property is returned to the State in a timely
manner or to compensate for damage caused by a crime.

490. Further improvements in the effectiveness of confiscation will be facilitated by increased efforts by
competent authorities to adopt provisional measures and give effective effect to confiscation judgements
and restitution awards.

3.4.3. Confiscation of falsely or undeclared cross-border transaction of currency/BNI

491. Customs authorities are not LEA per se, do not belong to the bodies engaged in the CIDA and pre-
trial investigative authorities. However, they carry out activities aimed at detecting, preventing and
suppressing criminal and administrative offences in the field of customs legislation.

Table 8.6. Information on the total number of passenger customs declarations (PCDs) submitted and the
volume of cash declarations.
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Entering Departure Total
Year Number of Amount, Number of Amount, Number of Amount,
PCDs equivalent PCDs equivalent PCDs equivalent
min USD min USD min USD

2017 140 10.9 3571 109.1 3711 120
2018 215 39.6 4079 134.3 4294 173.9
2019 272 100.4 3919 146.3 4191 246.7
2020 73 11.8 1546 58.8 1619 70.6
2021 313 11.1 4 892 200.9 5205 212
Total 1013 173.8 18 007 649.4 19020 823.2

492. Between 2017 and 2021, the customs authorities detected 577 administrative offences related to non-
declaration (false declaration) of cash. A significant decline in the detection of such offences in 2020 is due
to a sharp decrease in passenger traffic associated with the anti-COVID measures during the pandemic.

Table 8.7. Number of detected administrative offences related to non-declaration (false declaration) of
cash

Number of detected Fines amounts, Total amount of undeclared

Year administrative offences uUsD money, USD

2017 129 24 506.6 1339 973

2018 106 7 395.7 1275114

2019 145 9 697.6 1 855 362.6

2020 36 2 303.8 1669 547

2021 163 11 058.5 5298 678.4

Total 759 54 962.2 11 438 675

493. In general, the number of detected offences is insignificant. According to the experts, this is due to a
number of factors, the main one being the absence of customs control within the EEU. Besides that, customs
authorities do not have direct access to the LEAS/SSAs information systems and can obtain the required
information from the competent authorities only on request or proactively.

494. Representatives of customs authorities explained that the application of enhanced customs control
measures is based on the information provided by LEAS/SSAs or on the profiling system. However, this
system is not automated and the effectiveness of its application largely depends on the human factor.

495. The lack of access to information about the criminal record of individuals and other information about
involvement in ML/TF makes it very difficult for customs authorities to make a prompt decision on the
application of enhanced customs control measures based on the risk-based approach (for example, when
obtaining a list of passengers on an air flight as part of preliminary informing).

496. Non-declaration (false declaration) of cash, which entails administrative liability, was detected by the
customs authorities when importing (exporting) currency from the UAE, Turkey, Korea, Ukraine, Georgia,
Uzbekistan, Germany, and China.

Table 8.8. Statistics of seized cash that was the subject of administrative offences.

Currency type 2017 2018 2019 2020 2021 total
US dollars 1339973 | 1275114 1723434 1 669 547 4211588 10 219 656
Euros - - 25 275 - 589 120 614 395
Russian rubles - - - - 28 692 300

497. At the same time, confiscation of the subject of an administrative offence is not applied. This is due
to the fact that under applicable law confiscation is applied only by the court, while the proceedings on
administrative offences under CAO Article 551(3) (non-declaration or false declaration) are carried out by
the customs authorities. CAO Article 551(3) does not contain confiscation. Illegally transported funds,
which are the subject of an administrative offence, are returned to the offender.

498. Another negative factor is the insignificant amount of fines for this administrative offence. When it
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was discovered that over 11.4 million US dollars in cash had not been declared, the individuals responsible
were sanctioned for only 54,900 US dollars.

499. There were no facts on the detection of undeclared cash currency in international postal items in the
assessed period.

500. When a criminal offence is detected by the customs authorities, the materials are submitted to the
EIS, whose purview includes pre-trial investigation into this category of criminal cases.

501. The detection of such facts was sporadic: 2 in 2017, 2 in 2018, 1 in 2020, and 3 in 2021. At the same
time, the total amount of seized money, which was the subject of a criminal offence, in this period was also
insignificant (USD 273,400, EUR 73,535, KZT 247,000).

502. The EIS in this period conducted pre-trial investigations into 8 cases provided by CC Article 234, in
which the courts pronounced guilty sentences with confiscation of the subject of economic smuggling.

Case Study 8.18. Conviction for cash smuggling

In March 2021, the customs officers together with the EIS revealed the fact of non-declaration of foreign
cash (USD, EUR, KZT) in the total amount of USD 99,100 by Kazakh national A., who arrived on flight
"Antalya-Almaty". A. was sentenced by the court under CC Article 234(1) to a fine in the amount
equivalent to USD 274. The subject of smuggling (dollars, euros and KZT) was confiscated into the
revenue of the state.

503. Taking into account the small number of detected offences related to non-declaration (false
declaration) of cash, non-application of confiscation in administrative proceedings and isolated facts of
convicting persons for economic smuggling with confiscation of property, the experts conclude that
confiscation of such funds is not effective, proportionate and dissuasive and does not help to suppress the
cash couriers' activities.

3.4.4. Consistency of confiscation results with ML/TF risks and national AML/CFT policies and priorities

504. The activities of the competent authorities are aimed at ensuring the implementation of the state policy
in terms of confiscation of criminal assets, identification and return of criminal assets from foreign
jurisdictions, and criminal injuries compensation.

505. The country provided case studies of confiscation of criminal property in criminal cases involving
offences that, according to the NRA, are classified as high-risk ML offences (tax and corruption crimes,
economic crimes, theft by misappropriation and fraud, as well as illicit drug trafficking).

506. However, there is no information on the total number of convictions for which confiscation was
applied with a breakdown by predicate offence.

507. The agencies' approaches to statistical recording of provisional measures related to confiscation,
enforcement of confiscation sentences and sale of confiscated property vary. The statistical and analytical
records provided are fragmented and incomparable. There are no centralized records that would allow to
analyze the application of confiscation from the moment a criminal property is identified to its transfer to
the state.

508. In view of the above, it was not possible to draw definitive conclusions about the consistency
(inconsistency) of confiscation to ML/TF risk assessment.

Overall conclusion on 10.8.

509. Confiscation of property obtained by criminal means or acquired with criminally obtained funds and
instrumentalities of crime, compensation for property damage caused by crimes is a priority task and means
of implementation of the state criminal policy in the anti-crime sphere.

510. Confiscation is carried out as part of the criminal prosecution of a person and is a direct consequence
of the commission of a crime. Confiscation of incomes, the legitimacy of which has not been confirmed,
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does not take place.

511. The pre-trial investigative authorities are exercising the powers granted to them for fulfilling their
procedural duties to secure confiscation. Measures have been taken to intensify their efforts to search for
assets abroad and their return. However, statistical indicators reflecting the results of these activities
indicate the need to improve their effectiveness.

512. Aspects hampering the application of confiscation include the lack of other practical mechanisms for
confiscation of VVAs other than the voluntary granting of access to such assets by the perpetrator.

513. The courts apply confiscation of the proceeds of crime, property acquired with criminal funds,
instrumentalities and instrumentalities of crime, and property of equivalent value.

514. The work on the execution of court decisions in terms of confiscation of property and compensation
for criminal damage should be improved and intensified.

515. Confiscation of non-declared (falsely declared) cash in administrative proceedings is not applied at
all, and in criminal proceedings it is sporadic. In this regard, the disruption of cash couriers' activities
through the application of confiscation is not effective.

516. The country has provided statistical and analytical information on the use of confiscation. However,
due to their incomparability and the deficiencies in statistical record-keeping noted in the text, it was not
possible to reach definitive conclusions on the consistency of confiscation with the NRA findings.

517. Kazakhstan is rated as having a moderate level of effectiveness for 10.8.
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CHAPTER 4. FINANCING OF TERRORISM AND PROLIFERATION FINANCING

4.1.  Key Findings and Recommended Actions

Key Findings
Immediate Outcome 9

1.  The country's authorities clearly understand the threat of international terrorism and the external
and internal factors that contribute to the involvement of citizens in terrorist activities, among which the
most relevant for Kazakhstan is the radicalization of the population through involvement in destructive
religious movements and the propaganda of terrorist ideas.

2.  Countering terrorism and religious extremism is a state policy priority integrated into national
policy documents and implemented in a systematic and comprehensive manner both within the country
and through cooperation with international partners.

3. The country has taken measures to coordinate the actions of all actors engaged in the fight against
terrorism and to ensure a high level of interaction among all government authorities and organizations.

4.  TF detection and prosecution is one of the activities of LEAS/SSAs in the field of counter-terrorism.
Operational capabilities of the FIU are actively used for the purposes of detecting TF, and parallel
financial investigations are conducted. National security agencies ensure the proper quality of the CIDA
and pre-trial investigations into TF crimes. At the same time, taking into account that combating terrorist
offences is also within the purview of the EIS and MIA, the efforts on detecting TF by these LEAs should
be intensified.

5.  LEAs and SSAs have the necessary human, material and technical and information and analytical
resources. Considerable attention is paid to training and professional development of the staff in the field
of combating terrorism and its financing, and the necessary training and methodological base is available.

6.  TFis prosecuted for a variety of activities, including raising, movement and use of funds, providing
informational and other services to terrorists. At the same time, TF offences were often detected after the
transfer of funds rather than at the stage of TF-related fundraising, so there were no instances of TF funds
being identified and seized.

7. The results of the prosecutions are consistent with the NRA findings and the country's risk profile.
The entry into force of a conviction entails the designation of the person convicted of TF in the National
List of persons involved in the financing of terrorist activities.

8.  Guilty persons are convicted, and the sanctions applied by courts to natural persons for TF offences
are effective, perform the function of private and general prevention, i.e. have a dissuasive nature and are
generally proportionate, since they are imposed taking into account the public danger of the act and
personal background. A total of 34 people were convicted of TF offences in 2017-2021, and 10 more
were convicted in the first half of 2022. There were no cases of acquittals or termination of proceedings
by the courts based on exonerating grounds.

9.  The information provided did not allow to draw a definitive conclusion about the nature of
sanctions against legal persons.

10. In cases where it is impossible to secure a conviction for TF, prosecution for other offences (if any)
is applied. In order to suppress the facts of involvement of citizens in terrorist offences, including TF, a
set of preventive measures is implemented.

Immediate Outcome 10

1.  Ingeneral, Kazakhstan has built and uses a system that meets the requirements for the application
of targeted financial sanctions without delay. Despite the introduction of amendments to the regulatory
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legal framework of the Kazakhstan in 2020 aimed at stipulating at the legislative level the mechanisms
and procedures for the implementation of the TFS requirements by the obliged entities and individual
government authorities, Kazakhstan has demonstrated that, before the adoption of these amendments,
TFS in accordance with the UN sanction lists were also applied without delay. Besides that, Kazakhstan
has demonstrated its ability to apply TFS in accordance with national lists, as well as to take action to
freeze assets in response to requests from third countries pursuant to UNSCR 1373.

2.  Kazakhstan, on average, publishes lists on its official website and disseminates them to Fls,
DNFBPs and VASPs within a few hours. In practice, in most cases, the publication of lists (additions,
amendments or removals) takes no more than 30 minutes. The publication of the lists is the legal basis
for the obliged entities to apply measures for freezing funds and other assets of persons within no more
than 24 hours.

3.  Kazakhstan has an effective mechanism for suspending transactions administratively for 16 days,
(i.e., anadministrative freeze for 15+1 days) when there is suspicion that the transaction relates to ML/TF.

4.  As part of the formation of the national sanction list, terrorist and extremist activities are considered
as grounds for designation. In the assessed period, more than 2,800 individuals and entities within the
country were designated in the sanction lists. Kazakhstan has sent two requests to third countries (within
the EAG region) regarding 159 persons pursuant to UNSCR 1373. At the same time Kazakhstan has sent
the above requests only to the EAG member states. Kazakhstan has not sent any requests for designation
of individuals or entities in international UN sanction lists.

5.  The Kazakhstan carries out certain work to control NPOs in order to prevent them from being
misused for TF purposes without prejudice to their legitimate activities. The country provides for
measures aimed at preventing registration of NPOs exposed to such risk, termination of their activities
and liquidation, as well as applying sanctions for non-compliance of NPOs with the relevant control
requirements of the country. At the same time, the work is generally based on the NRA and TF SRA
findings in terms of the misuse of NPOs, according to which the average risk level is assigned to
charitable and religious organizations.

6. Interagency cooperation between supervisory and law enforcement authorities has been built in the
country, which generally allows, if necessary, to collect and verify information about the activities of
NPOs and their possible involvement in TF in a timely manner, as well as to exchange it, including at the
international level. At the same time, no cases of involvement of NPOs in TF-related activities were
identified in the assessed period.

7. The main focus of the competent authorities in their work with NPOs is to ensure transparency of
transactions with funds and other assets, raising and accounting of funds and incoming donations,
including from abroad, which generally corresponds to the profile of the identified risk. However, there
Is no proper control over the purposeful use of the provided financial assistance.

8.  NPOs sufficiently understand the vulnerability of organizations to the use for TF purposes, but do
not fully have the mechanisms of their own actions in the event of such situations.

9.  The supervisory authorities for NPOs apply measures of control (monitoring) over the activities of
NPOs, but such measures are more of a unified approach to the supervision and monitoring over NPOs,
although comply with the risk-based approach.

10. Kazakhstan seeks to deprive terrorists, terrorist organizations and terrorist financiers of their assets
and instrumentalities of crime by various methods, including designation, freezing of funds and
confiscation as part of TF investigations and proceedings.

11. The measures taken by the authorities of the Kazakhstan are generally consistent with the overall
TF risk profile of the country.

Immediate Outcome 11
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1.  Kazakhstan has a unified legal framework in the field of combating PF and TF. In general, the
country has built and uses a system that meets the requirements for the implementation of targeted
financial sanctions without delay.

2.  The FMA is the competent authority responsible for the formation and maintenance of the list of
individuals and entities involved in PF. The FMA also plays an important role in informing Fls, DNFBPs,
VASPs and individual government authorities about the obligations to apply TFS and raising awareness
in the private sector.

3. No funds or other assets owned by individuals or entities designated in the PF list were identified
in the Kazakhstan in the assessed period. The requirements for application of PF-related TFS also apply
to virtual assets. VASPs registered in the AIFC and not registered in the AIFC are required to comply
with all AML/CFT/CPF legal requirements. At the time of the on-site mission, Kazakhstan has not
implemented the freezing of virtual assets on PF-related grounds.

4.  Flsand DNFBPs may have difficulties effectively implementing PF-related TFS due to deficiencies
in identifying the BO of the customer or party to the transaction. At the same time, the obliged entities
also use automated systems and commercial databases to most effectively implement their TFS-related
obligation when conducting identification. The FMA and other supervisors also clarify FIs' and DNFBPs'
obligations to apply TFS.

5. The obligation to apply PF-related TFS does not apply to all natural and legal persons, but only to
Fls, DNFBPs and VASPs, because there are no provisions in the legislation of the Kazakhstan that
directly stipulate liability for violation by all natural and legal persons of the ban on providing funds and
other assets to persons designated in the PF-related list.

Recommended Actions
Immediate Outcome 9

1.  The authorities need to continue to implement the national counter-terrorism strategy, focusing on
identifying and suppressing TF, including the financing of terrorist activities within the country.

2.  Theactivity of LEASs responsible for combating terrorist offences (MIA, EIS) should be intensified
in detecting and suppressing TF offences.

3. Prosecution authorities should take additional organizational and practical measures to detect TF
offences at the stage of fundraising and seize funds intended for TF purposes.

4.  The competent authorities should ensure the maintenance of disaggregated statistical records of
terrorist offences and TF offences under the Criminal Code articles, which provide for liability for both
terrorist and extremist acts.

5. It is necessary to review the approaches to liability of legal persons, establish the possibility of
applying a range of proportionate and dissuasive sanctions, mechanisms for the effective application of
sanctions to legal persons for TF.

Immediate Outcome 10

1.  Kazakhstan should expand the geography of requests for asset freezing under UNSCR 1373 beyond
the Eurasian region.

2.  The Kazakhstan should continue the practice of identifying individuals with a view to filing
proposals for their designation in the relevant sanction lists of the UNSC Committees. For this purpose
it is necessary to analyze the existing national sections of the lists for the presence of persons falling
under the designation criteria.
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3. The government authorities should continue raising awareness among Fls, DNFBPs and VASPs
regarding their obligations to implement TF-related TFS, including through workshops, development of
practice guidelines and typologies.

4.  The country’s competent authorities should improve their supervision over NPOs and application
of control (monitoring) measures to NPOs in accordance with the risk-based approach.

5. Consider developing additional targeted measures in relation to NPOs vulnerable to the use for TF
purposes, including in terms of ensuring control over the spending of funds by charitable and religious
organizations, based on certain threats and risks of using NPOs for TF purposes.

6.  Ensure regular updating of the sectoral risk assessment of NPOs and use all possible sources to
identify the types of NPOs that are at risk of involvement in TF.

7.  Consider the possibility of providing NPOs with up-to-date information on the TF/PF List and
receiving timely notifications about its updates.

Immediate Outcome 11

1.  Take effective measures, including legislative changes, to ensure that the mandatory freezing
requirements within the frame of TFS apply to all natural and legal persons (not only FIs, DNFBPs and
VASPs) and that all natural and legal persons are prohibited from directly or indirectly making any funds,
financial assets or economic resources available for use by individuals or entities designated in the UN
lists.

2. Consider mechanisms of strengthening the ability of the obliged entities to identify companies
owned or controlled by designated persons in order to identify possible cases of avoiding to comply with
PF requirements.

3. Continue to raise and ensure awareness of FIs, DNFBPs and VASPs, including by developing
detailed guidance for the obliged entities on the practical application of PF-related TFS.

518. The relevant Immediate Outcomes considered and assessed in this section are Immediate Outcomes
9-11. Recommendations 5-8 (as well as 1, 2, 30-32, 37, 39, 40) are used in assessing effectiveness).

4.2.  Immediate Outcome 9 (TF investigation and prosecution)

4.2.1. Prosecutions/conviction of types of TF activity consistent with the country's risk profile

519. According to the 2018 NRA conclusions, the TF threat level was defined as high. The country has
taken a set of measures aimed at ensuring the security of individuals, society and the state from violent
manifestations of terrorism and religious extremism, detecting and suppressing terrorist acts at the stage of
their preparation, reducing the influence of external factors on the radicalization of the population and the
number of people who share extremist ideas.

520. In the period since the aforementioned risk assessment was conducted in Kazakhstan, thanks to the
consolidated counter-terrorism efforts of the authorities, there have been significant changes in the crime
rate.

521. No terrorist acts were committed in the country in 2017-2021, while 11 such offences were committed
in Kazakhstan in the period 2011-2016, which resulted, inter alia, in the deaths of people. The number of
terrorist acts suppressed at the stage of preparation was 20, which is significantly lower than the number of
such facts detected in the previous period (96).

522. There was a steady decline in the number of other terrorist manifestations. In particular, the number
of offences under CC Article 257 (establishment, direction and participation in a terrorist group) decreased
from 40in 2017 down to 5 in 2021; under CC Avrticle 256 (propaganda of terrorism or public calls to commit
an act of terrorism) - from 133 down to 61; under CC Article 259 (recruitment, training or arming persons
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to organize terrorist or extremist activities) - from 13 down to 5; under CC Article 258 (financing of terrorist
or extremist activities and other aiding in terrorism or extremism) - from 18 down to 7 2L,

Table 9.1. Number of some terrorist and extremist offences broken down by CC article

RK CC article 2017 2018 | 2019 | 2020 2021 total
256 (t_errorlst propaganda or public calls to commit an act of 133 82 66 49 61 391
terrorism)
257 (establishment, direction and participation in a terrorist 40 17 35 9 5 106
group)
258 (flr_1ancmg _of terrorist or extremist activities and other 18 14 3 9 7 51
aiding in terrorism or extremism)
259 (recru_ltment, training or arming 01_‘ persons for the purpose 13 11 2 7 5 38
of organizing terrorist or extremist activities)

523. The number of adherents of destructive religious movements?? decreased (from 309 down to 147)
due to the measures taken to prevent illegal activities of persons classified according to the 2018 NRA
findings as persons with a high degree of threat of committing TF. Since 2018, there have been no cases of
Kazakh nationals traveling to areas of terrorist activity to participate in terrorist activities. According to the
information available to the competent authorities, the number of citizens of Kazakhstan that are
participants of international terrorist organizations (hereinafter the ITO) has decreased by half (from 80
down to 40). The number of Kazakh nationals traveling independently to receive theological education has
reduced (from 360 down to 78).

524. Due to this positive trend, the TF risk level was rated in the 2021 NRA as medium.

525. According to the 2021 NRA findings, the national authorities clearly understand the threat of
international terrorism, external and internal factors contributing to the involvement of citizens in terrorist
activities, among which the most relevant for Kazakhstan is the radicalization of the population through
involvement in destructive religious movements and the propaganda of terrorist ideas.

526. According to the NRA findings, the main threat of terrorist financing is still posed by adherents of
non-traditional (destructive) movements, Kazakh nationals who travel to areas of high terrorist activity to
participate in the ITO activities, as well as individuals returning from such areas, participants of terrorist
organizations, illegal armed groups and radical groups located outside the territory of Kazakhstan and
involving Kazakh nationals in terrorist activities through the Internet, as well as Kazakh nationals traveling
independently to foreign jurisdictions to receive theological education.

527. Thus, the 2021 NRA conclusions regarding the assessment of categories of persons with a high
probability of committing TF offences have not actually changed. Persons serving prison sentences for
terrorist offences were excluded from this category. As representatives of the competent authorities
explained, this is due to the fact that by virtue of comprehensive and systematic work aimed at
deradicalization of these convicts, prevention of illegal manifestations on their part, including propaganda
of destructive ideas among other convicts, re-socialization and preventive measures, no facts of repeated
terrorist manifestations were registered after their release.

528. The TF sources were most often money from legal sources (own funds, including proceeds of the
property sale).

529. The main TF typologies include money transfers through international transfer systems or to card
accounts for the ITO members followed by their cashing out in the territories of states bordering the ITO
war zones (Syria, Pakistan, Afghanistan). The TF typologies provided by the competent authorities indicate
that almost all of the identified facts were of an external nature, that is, related to the transfer of funds,
provision of other services of a financial and informational nature to the ITO members engaged in illegal

2 Centralized statistical records of offences under CC Avrticles 258, 259 and other CC articles establishing liability for both terrorist and extremist acts are not
kept separately by type of activity (terrorist or extremist.

22 Destructive religious movements (organisations) - structures spreading radical religious ideas, inciting inter-religious and international conflicts, denying state
institutions (laws, authorities), traditional family values, encouraging to renounce civil duty (getting education, serving in the army, etc.). These include, in
particular, ITOs such as al-Qaida, the Taliban, ISIL and others.
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activities outside the Kazakhstan borders. At the same time, according to the NSC, the goals of funding
have changed. If previously TF was carried out directly to support terrorist activity (purchase of weapons,
ammunition, preparation of terrorist acts), now the vector has shifted to the support of the ITO members or
providing them with funds to return to Kazakhstan.

530. In the assessed period, no facts of financing terrorist acts suppressed on the territory of Kazakhstan,
activities of terrorist organizations and other terrorist offences were revealed. As explained by
representatives of the competent authorities, these unlawful actions were carried out through self-financing.
At the same time, the threat of financing terrorist activities within the country is not excluded, which is
taken into account by the competent authorities in their activities.

531. A total of 34 persons were convicted of TF offences in 2017-2021, and 10 more persons were
convicted in the first half of 2022. There were no cases of acquittals or termination of proceedings by courts
on exonerating grounds (see Table 9.2).

532. The results of prosecutions and convictions (listed below in the analysis) are generally consistent with
the NRA findings and the country's risk profile.

4.2.2. TF identification and investigation

533. In the Kazakhstan, activities aimed at detecting, suppressing and uncovering TF offences, as well as
ML offences, are carried out in the form of CIDA and pre-trial investigations.

534. In the course of the CIDA, the collection and processing of information in order to establish the fact
of preparation or commission of an offence takes place. The basis for initiating the CIDA is any information
about indicators of illegal activities, which is verified through the implementation of a set of the police
intelligence operations. When during the CIDA indicators of an offence are detected, the information is
recorded in the URPI and submitted to the investigative units for pre-trial investigations.

535. As part of the pre-trial investigation, investigative and other procedural actions are used to prove the
fact of the offence, the circumstances of its commission and the guilt of the offender.

536. TF offences may be detected during the pre-trial investigation into other offences. In this case, a TF
offence is registered in the URPI and a pre-trial investigation is conducted into it (in separate proceedings
or in proceedings combined with a previously detected offence).

537. Given the division of powers of prosecution authorities established by the Kazakh legislation, the
main authority responsible for detecting, suppressing and investigating terrorist offences, including TF, is
the NSC. The MIA is more responsible for combating extremism. The EIS is responsible for detecting and
suppressing the illegal movement of weapons, ammunition and other items that can be used as means of
committing terrorist offences across the EEU customs border, as well as preventing, detecting and
suppressing sources, channels and methods of terrorist financing.

538. A special operational unit, the Department for Combating International Terrorism, was established
within the NSC, whose independent activity includes detecting and countering TF. The Investigative
Department of the NSC specializes investigators in conducting parallel financial investigations and pre-
trial investigations of TF cases.

539. Similar approaches are taken in the MIA, which has established the Department for Countering
Extremism and Terrorism (an operational unit) and the Investigative Department.

540. In addition to the operational and investigative departments, the EIS has also established an
independent unit whose staff is responsible exclusively for conducting parallel financial investigations.

541. The General Prosecutor's Office has a service of special prosecutors, whose purview includes
conducting pre-trial investigations. As explained by the GPO representatives during the on-site mission,
criminal cases of TF offences were not investigated by prosecutors. Besides that, prosecutors supervise the
legality of the CIDA and pre-trial investigations by authorizing the police intelligence operations,
coordinating investigative actions and giving instructions in criminal cases.
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542. For pre-trial investigations into complex, multi-count criminal cases, operational investigative groups
(departmental and interagency) are established).

543. Upon completion of the pre-trial investigation, the prosecution authority forwards the criminal case
to the procurator for referral to a court. If any deficiencies or incompleteness of the pre-trial investigation
are found, prosecutors have the right to return the case to the prosecution authority for further investigation,
but in TF-related cases there were no such facts.

544. After a criminal case is referred to the court for consideration on the merits, criminal prosecution is
carried out by prosecutors, who represent the state in a prosecution. As explained by representatives of the
agency, there is no specialization of public prosecutors in TF-related cases, but according to established
practice, the representation of the state in a prosecution in this category of criminal cases is assigned to the
most qualified officers.

545. Public prosecutors are obliged to withdraw charges when circumstances excluding criminal
prosecution of a person (lack of evidence, failure to prove guilt, etc.) are established. The withdrawal of
charges by the public prosecutor leads to the termination of criminal prosecution. There were no such facts
in TF-related cases.

546. The final procedural decision in a case is taken by a court (whether it issues a guilty verdict or an
acquittal, or an order to terminate proceedings in the case).

547. Of the total number of criminal cases registered under CC Article 258, the financing of terrorist
activities or other aiding in terrorist activities accounted for 72.5% (37 cases):13 in 2017, 9 in 2018, 1 in
2019, 8in 2020, 6 in 2021. At the same time, the NSC detected 29 crimes of TF, and 8 crimes of EIS (the
cases were subsequently transferred to the NSC for pre-trial investigation, as the perpetrators committed
other crimes in addition to TF which fall under the exclusive jurisdiction of the NSC). Other crimes
registered in the URPI, under CC Article 258 were related to the financing of extremist activities.

548. Information on specific methods and techniques for detecting terrorist offences, including TF, is
classified due to the specificities of the national security agencies' activities. During the on-site mission, the
NSC representatives explained that the full range of the police intelligence operations and investigative
actions are used to detect TF offences, including parallel financial investigations, and provided specific
case studies.

Case Study 9.1 (identifying TF indicators using the FIU information)

The NSC received operational information that Kazakh national K. was in contact with an unidentified
fighter of ITO "DAISH" via the "Telegram" messenger. At this individual's direction, K. purchased three
SIM cards and transmitted the activation codes for T.'s numbers to a member of ITO "DAISH" in Syria.
In cooperation with the FIU, financial transactions of K. were checked and it was found that he had
transferred money to T. through the international money transfer system in the amount of USD 150. A
pre-trial investigation was initiated against K. under CC Article 258(1). The court found him guilty of
financing terrorist activities and sentenced him to imprisonment for a term of 5 years.

549. There was a fact of revealing the financing of the travel of a Kazakh national to a war zone for his
subsequent participation in terrorist activities.

Case Study 9.2 (identifying the financing of the travel of a Kazakh national to a war zone)

As part of a pre-trial investigation against Kazakh national A., it was established that in 2015 he went to
Syria with the purpose of receiving terrorist training and subsequent participation in the armed jihad of
ITO "DAISH". While in Syria, A. recruited and persuaded Kazakh nationals, including T., to go to Syria.
During a parallel financial investigation in cooperation with the FIU, it was found that in order to finance
T.'s travel to Syria for participation in the ITO terrorist activities, A. transferred money in the amount of
USD 300 via the money transfer system, which the latter cashed and used to prepare the travel, but his
intention was not completed due to the suppression of his actions by the NSC. Based on these facts, a
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pre-trial investigation was initiated against A. under CC Articles 258 (TF) and 259 (recruitment for the
organization of terrorist activity). The proceedings were suspended, and A. was put on the international
wanted list.

In May 2019, as part of the "Jusan™ special operation (an operation to repatriate Kazakh citizens from
areas of terrorist activity), A. was taken to the territory of Kazakhstan.

The court found him guilty of participating in the activities of a terrorist organization, undergoing terrorist
training, recruiting and financing terrorist activities and sentenced him to imprisonment for a term of 13
years.

550. From a positive perspective, it should be noted that the competent authorities conduct parallel
financial investigations in all cases when persons with a high TF risk assigned to them commit offences
that generate criminal proceeds. In particular, according to the MIA information for 2017 - 6 months of
2022, adherents of destructive religious movements committed 2,133 non-terrorist offences (theft, fraud,
extortion and robbery). For each offence, parallel financial investigations were conducted to identify the
possible intent to use the criminally obtained funds for TF purposes, but there were no such facts.

551. LEAS/SSAs have access to a wide range of information, including financial intelligence, for the
purpose of conducting parallel financial investigations. The Information System of LEAS/SSAs (Law
Enforcement and Special Authorities Information Exchange System) is integrated with 81 databanks of 26
authorized bodies and government authoritiies, 21 STBs (for more details, see 10.7).

552. One of the areas of parallel financial investigations is the identification and seizure of criminal assets
and instrumentalities of crime and their seizure for the purpose of subsequent confiscation. In TF cases,
instrumentalities of crime (cell phones, weapons) were the most frequently identified. The facts of seizure
of money were isolated. This is due to the fact that, as a rule, the offenders used funds from legal sources
for TF purposes. The amount of one transaction ranged from USD 150 to 2 thousand, and the total amount
of funds transferred for TF purposes in all criminal cases was USD 29 thousand and KZT 12.5 million. The
insignificant amount of funds used for TF indicates the low level of well-being of the offenders. Besides
that, TF offences were detected after the transfer of funds and not at the stage of fundraising for TF,
therefore there were no facts of identification and seizure of funds intended for TF purposes.

553. If necessary, the operational capabilities of the FIU are used for the purpose of identifying TF
indicators. The level of cooperation with the FIU in the prosecution of terrorism and TF offences is high.
Between 2017 and 6 months of 2022, the NSC received 250 proactive materials from the FMA, 193 of
which were TF-related. The NSC sent 41 requests to the FMA, including 3 TF-related requests. The NSC
representatives noted that the FMA information was used in 110 police intelligence operations, of which
78 were TF-related, as well as in the pre-trial investigations into 96 criminal cases, of which 30 were TF
offences. Case studies were provided where the FMA proactive information was the basis for initiating pre-
trial investigations into TF cases.

Case Study 9.3 (TF investigation based on the FIU's proactive information)

The NSC received information from the FIU about suspicious transactions - the transfer of funds via
STBs to the accounts of persons located in countries bordering the zone of terrorist activity. During the
processing of this information, they identified Kazakh national Sh., an adherent of destructive religious
movements, sharing and supporting the idea of armed jihad, who repeatedly transferred funds to bank
accounts of persons taking part in the ITO activities against the Syrian government forces.

During the police intelligence activities and pre-trial investigation, in addition to TF indicators, Sh. was
proven guilty of terrorism propaganda, incitement to religious hatred and illicit drug trafficking. The
court sentenced Sh. for the totality of the crimes committed to imprisonment for a term of 7 years and 6
months.

554. The procedural obligation of the prosecution authorities is a comprehensive, complete and objective
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investigation of all the case circumstances, including the establishment of the role of an individual and the
degree of involvement in the offence, the mechanism (method) of its commission, the causes and conditions
contributing to the commission of the offence.

555. Cases of involvement of individuals in TF, as well as cases of committing an offence through the use
of individuals unaware of the criminal nature of the actions being committed, have been detected.

Case Study 9.4 (TF with the use of uninformed persons)

During the correspondence in the "VKontakte" social network, a participant of ITO "DAISH" asked
Kazakh national T. for financial assistance and provided payment details. T. entered into a criminal
conspiracy with Sh. and deposited KZT 104.9 thousand (approx. USD 300) into the bank account of the
latter via a payment terminal. Sh. cashed the money by withdrawing it from the card. In order to realize
his intent to finance terrorism, Sh. found citizen D., who, being unaware of the offence being committed,
transferred money through the money transfer system to Turkey using the details provided by Sh.

The court found T. guilty of financing terrorist activities by prior conspiracy of a group of persons and
sentenced him under CC Avrticle 258(2) to imprisonment for a term of 6 years. The case against Sh. was
singled out for considering in a separate procedure.

556. When persons who conduct financial transactions are aware that the funds are intended for those
involved in terrorist activities or terrorist organizations, they are criminally liable for TF.

Case Study 9.5 (TF with the use of informed persons)

As a result of monitoring social networks it was found that Kazakh national 1. published in the public
domain materials aimed at inciting religious hatred and discord and terrorist propaganda. As part of a
parallel financial investigation of the NSC using the FIU operational capacity, it was found that I.
transferred USD 300 in her own name by bank transfer to a Tajik native Yu. involved in terrorist
activities, who, in turn, was to transfer the money to M., taking part in the activities of ITO "DAISH" in
the territory of Syria. I. transferred the money at the request of M.'s parents and she was aware that M.
was a member of the ITO. The court sentenced I. for the totality of the crimes committed, including TF,
to imprisonment for a term of 6 years.

557. It should be noted that in addition to raising and provision of money and other property, TF offences
(CC Article 258) in Kazakhstan also include the provision of information and other types of services for
terrorist activities. Case studies of the identification and prosecution of these types of illegal activities are
provided.

Case Study 9.6 (TF through the provision of information and other services)

1. In the course of the police intelligence operations, Kazakh national K. was identified, who, in the
"Telegram™ messenger, using accounts from various numbers of mobile operators, corresponded with a
member of ITO "DAISH". Being aware of his intention to carry out terrorist acts in Almaty, K. provided
the terrorist with information about the location of executive and law enforcement authorities in the city.
The court found K. guilty and sentenced under CC Article 258(1) to imprisonment for a term of 5 years.

2. Kazakh national S. for a financial reward agreed to assist five individuals who intended to travel to
Syria through Turkey to participate in the ITO terrorist activities. For this purpose S. flew to Istanbul,
where he acted as an intermediary between these individuals and the person who carried out their illegal
transfer to Syria. The court found S. guilty of providing information and other services to persons
involved in terrorist activities and sentenced him under CC Article 258 to imprisonment for a term of 5
years.

3. Kazakh national N., an adherent of a destructive radical movement, entered into correspondence via
"Telegram™ messenger with ITO member L., who was taking part in combat operations in Syria. L. sent
N. instructions on how to make an explosive device and transferred USD 300 via the money transfer
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system to purchase the necessary components. With a view to aid in terrorist activities, N. purchased
components and parts for the fabrication of an explosive device and its subsequent transfer to terrorists,
but his actions were timely suppressed by the intelligence services. The court found L. guilty of financing
terrorist activities and aiding in the fabrication of an explosive device and sentenced him for the totality
of the crimes committed to imprisonment for a term of 5 years.

558. The competent authorities demonstrated awareness of other TF typologies (e.g., hawala, fundraising
in social networks, under the guise of charitable activities, etc.), as well as methods of detection of such
crimes, but there were no facts of TF detection by the mentioned methods in the assessed period.

Case Study 9.7 (Fundraising for TF purposes under the guise of charity)

In the course of the police intelligence operations, the NSC revealed that "Muhajirun”, "Salsail" and
"Ansar" foundations created on the Internet raise funds under the guise of providing charitable assistance
to needy Muslims, Syrian refugees, etc. A number of Kazakh nationals transferred money to bank card
and other payment facilities numbers specified by the foundations. In the course of international
information exchange it was found that A., who was on the international wanted list for terrorism and
TF, had organized a clandestine network under the guise of charity. Members of the organized group
under A.'s direction cashed out the money received from citizens and transferred it to ITOs "Islamic
State” and "Jebhat al-Nusra”. The activities of the organized criminal group were supressed by the
Federal Security Service of the Russian Federation.

559. The criminal law establishes the exterritoriality of criminal liability for terrorist offences, according
to which persons are liable under the CC regardless of the place where the offence was committed. Given
the transnational nature of TF, implementation of this principle is essential to ensure unavoidability of
liability. The country provides case studies of prosecution and conviction of persons who have committed
TF offences in foreign jurisdictions.

Case Study 9.8 (TF in foreign jurisdictions)

In the course of the check into the involvement in terrorist activities of individuals repatriated to
Kazakhstan from the terrorist activity zone, joint activities of the FMA and NSC allowed to establish that
Kazakh national Yu. transferred 300 USD to the Republic of Azerbaijan via money transfer system in
2013 as financial assistance to O. designated in Rosfinmonitoring's list of persons involved in terrorist
activities. In 2014, Yu., an adherent of destructive religious movements, with the intention of
participating in the activities of ITO "DAISH" and financing terrorist activities, sold her owned house
and land in Kazakhstan and received USD 20 thousand on her card account. Through Turkey, Yu.
travelled to Syria, where she participated in the activities of the terrorist organization by providing
medical assistance to fighters, underwent terrorist training, mastered firearms skills and took Shariah
training courses. She gave the bank card to ITO member G., who cashed out the funds and used them for
terrorist activities. In 2019, Yu. was taken captive and subsequently returned to Kazakhstan. The court
found Yu. guilty of financing terrorist activities (both in Kazakhstan and Syria) and participating in a
terrorist group and sentenced her for the totality of the crimes committed to imprisonment for a term of
8 years.

560. For detecting and suppressing terrorist and TF offences, the competent authorities actively use the
mechanisms of international cooperation, which is carried out both at the operational level (through
exchange of operational information, conducting joint special operations, suppression of facts of entry/exit
of persons involved in the ITO) and as part of pre-trial investigations of criminal cases (for more details,
see 10.2).

Case Study 9.9 (international cooperation in detecting TF)

The NSC, together with the National Intelligence Service of the Republic of Korea, conducted a special
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operation, during which A., a Kazakh national involved in the financing of ITO "Khatiba Tawhid wal
Jihad", was identified and detained. In 2020, the court of the Republic of Korea sentenced A. for TF to
imprisonment for a term of 1 year and 6 months and imposed a fine equivalent to USD 1 thousand.

561. Criminal proceedings fro TF-related cases were not terminated at the stage of the pre-trial
investigation. There were only facts of interruption of pre-trial proceedings due to putting the persons
involved on the wanted list (7), failure to identify the person to be prosecuted (5), for the time of execution
of requests for mutual legal assistance in foreign jurisdictions (2). In the assessed period, 31 cases of TF
offences were referred for consideration on the merits. At the same time, in 11 cases the actions of the
offenders were qualified only under CC Article 258, in 20 cases - under CC Article 258 in the aggregate
with other offences.

562. Statistical information of the Supreme Court on the number of TF cases considered and their
outcomes is shown in the table.

Table 9.2. Number of examined TF cases and their outcomes (cases/ persons)

6 months
2017 2018 2019 2020 2021 of 2022 total
cases considered by courts of first instance 8/10 5/5 2/2 3/4 6/13 3/10 27/44
convictions 8/10 5/5 2/2 3/4 6/13 3/10 27/44
cases considered by appeal courts 2/2 1/3 1/1 1/1 1/1 1/7 7/15
upheld or overturned convictions 2/2 1/3 1/1 1/1 1/1 1/7 7/15

563. It follows from the above data that in all TF-related criminal cases the courts issued guilty verdicts,
which were upheld upon verification of their legality and validity by higher courts and entered into legal
force.

564. At the same time, by virtue of the AML/CFT Law provisions, the entry of a sentence for TF into legal
force entails designation of the convicted person in the National List of persons involved in the financing
of terrorism and extremism and the occurrence of all related legal consequences (for more details, see
10.10).

565. The information on the staffing levels of the prosecution authorities is confidential and is therefore
not included in this report. However, the information provided to the experts made it clear that the available
staffing capacity is sufficient to perform the assigned tasks. The information and analytical resources of the
prosecution authorities, procuracy and courts demonstrated to the assessment team indicated a sufficient
level of logistical support.

566. Besides that, the country pays considerable attention to the training and professional development of
specialists in the field of countering terrorism and TF. Relevant training is provided at the Law Enforcement
Academy under the GPO, NSC Academies, MIA and Border Academy. According to the NSC, in the
assessed period, more than 2,500 national security officers received advanced AML/CFT/CPF training at
the departmental Academy alone. Training events were also held at the Justice Academy to improve the
qualifications of judges.

567. The counter-terrorism training curricula for officers are closed, but they were shown to the experts
during the on-site mission, who made sure that they included training activities on countering and
prosecuting TF. Criminal prosecution officers were also trained in other countries.

568. Thus, combating TF is carried out on a comprehensive and systemic basis. TF detection and
prosecution is one of the activities of LEAS/SSAs in the field of counter-terrorism. LEAs and SSAs have
the necessary human, material and technical and information and analytical resources. Operational
capabilities of the FIU are actively used for the purpose of detecting TF. The absence of facts of termination
of criminal prosecution for TF at the pre-trial stage, referral of criminal cases by prosecutors for further
investigation and acquittals by courts indicate the proper quality of implementation of criminal proceedings
and pre-trial investigations by the national security agencies.
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569. At the same time, given that combating terrorist offences is also the responsibility of the EIS and
MIA, the TF detection efforts by these LEAs should be intensified.

4.2.3. TF investigation integrated with — and supportive of — national strategies

570. The legal basis defining the national counter-terrorism policy is the National Security Strategy
approved by the Kazakhstan Presidential Decree. For the purposes of implementing the Strategy,
documents have been developed and approved that define specific areas of activity of counter-terrorism
actors, such as the Special Plan for Countering, Neutralizing and Eradicating Destructive Movements; the
Roadmap for Preventing and Avoiding the Spread of Destructive Religious Movements among Minors;
and the Complex of Systemic Measures for Countering Religious Extremism and Terrorism.

571. The mentioned documents are confidential. However, as part of the on-site mission the experts were
given the opportunity to get acquainted with departmental acts (in part) developed to determine the tactics
and methods of action of competent authorities in implementing the state counter-terrorism policy. It
follows from them that the authorities clearly understand the need to eliminate the financial basis of
terrorism, which is why the identification of TF sources and destructive religious movements, ensuring the
unavoidability of liability for TF is considered as an independent strategic objective of prosecution
authorities.

572. Coordination of activities in the counter-terrorism sphere is entrusted to the NSC and is implemented
through the Kazakhstan Anti-Terrorist Center composed of the heads of 20 government authorities. The
competence of the ATC includes the formation and improvement of state policy and counter-terrorism
legislation, development of practical measures for government authorities, coordination of activities of
government authorities aimed at countering terrorism, forecasting of terrorist threats, introducing of
international counter-terrorism experience. The ATC organizes the activities of the Republican Operational
Headquarters for Combating Terrorism and coordinates 206 counter-terrorism commissions under the
executive authorities.

573. The ATC meetings are held on a quarterly basis to consider topical issues related to the activities of
government authorities. Two such meetings on the CFT issues were held in the assessed period. Based on
the results of the meetings, decisions are made on the implementation of necessary measures to improve
the activities of competent authorities in the area of combating terrorism and its financing, and the
implementation of these measures is monitored.

574. Measures aimed at countering religious extremism and terrorism, deradicalization of the population,
and, as a consequence, mitigating TF risks are implemented by the government authorities in a systematic
and comprehensive manner, in cooperation with each other.

575. The CFT issues are also reflected in other strategic documents, including the AML/CFT Law, the
Laws on Combating Terrorism and Extremism and others.

576. The NSC and other government authorities carry out a wide range of CFT activities as part of the
Program of Cooperation of SCO Member States and the Program of Cooperation of CIS Member States in
Combating Terrorism and Other Violent Manifestations of Extremism supported by the plans for their
implementation developed and approved at the domestic level.

577. The country has demonstrated the results of international cooperation as part of these Programs and
other international treaties in the field of combating crime and terrorism. In particular, according to
information from foreign partners, 199 nationals of Tajikistan, Uzbekistan, Kyrgyzstan and other countries
involved in terrorist, extremist and conventional offences were identified, detained and returned to foreign
jurisdictions by the NSC.

578. The Kazakhstan has initiated a number of activities aimed at increasing the level of international
cooperation on counter-terrorism issues. In particular, the country participated in the establishment of the
Global Network against International Terrorism. At the UNSC meeting chaired by Kazakhstan, a draft Code
of Conduct towards Achieving a World Free of Terrorism was presented. On Kazakhstan's initiative,
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measures were taken by decision of the SCO RATS to improve cooperation between competent SCO bodies
in detecting and suppressing terrorist financing channels.

579. Thus, the experts were convinced that countering terrorism and religious extremism are among the
priorities of state policy both at the domestic and international levels. Measures have been taken to
coordinate the activities of all the actors involved in counter-terrorism activities and ensure the level of
their proper interaction. The activity of prosecution authorities on detecting, suppressing and ensuring
unavoidability of liability for TF offences is a means of implementation of the state criminal policy and is
an independent strategic objective in the counter-terrorism context as a whole.

4.2.4. Effectiveness, proportionality and dissuasiveness of sanctions

580. According to the criminal law, TF offences are categorized as serious crimes and are punishable by
imprisonment for a term of 5 to 9 years, and with aggravating circumstances (group of persons by prior
conspiracy, on a large scale, etc.) - by imprisonment for a term of 7 to 12 years. Confiscation of property
and other kinds of additional punishments can be applied as additional punishment in the cases established
by law.

581. Analysis of sanctions for other terrorist offences shows that, compared to sanctions for TF, more
severe liability is imposed for an act of terrorism that caused death or other serious consequences
(imprisonment for a term of 12 to 17 years with confiscation of property), an act of international or state
terrorism (imprisonment for a term of 15 to 20 years with confiscation of property) and the establishment
of a terrorist group (imprisonment for a term of 10 to 17 years with confiscation of property). Other terrorist
manifestations (terrorist propaganda, participation in the activities of a terrorist group, etc.) are comparable
to TF in terms of gravity and sanctions.

582. If the person is brought to criminal liability for TF offences and other offences, according to the
established rules, punishment shall be inflicted to him for each of offences, and the final punishment shall

be determined on an aggregate basis by absorption of less strict punishment by more strict one or by partial
or full addition.

583. Statistical information on sentencing under CC Article 258 (including cases of conviction in the
aggregate with other offences) is given in the table below.

Table 9.3. Criminal sanctions for TF

2017 2018 2019 2020 2021 total
Convicted persons 10 5 2 4 13 34
Sentenced to imprisonment 10 5 2 4 13 34
] for a term of up to 5 years 5 1 1 2 7 21
S for a term of 5 to 10 years 5 4 - 2 6 17
| for a term of more than 10 years - - 1 - - 1
With confiscation of property 6 1 - - - 7

584. In general, the above case studies of judicial practice show that when determining the type and term
of punishment for TF, courts properly assess the public danger of this unlawful act. The sentence of less
than 5 years for 16 persons is due to the fact that the perpetrators committed TF offences before 2016 during
the period of a more lenient sanction under CC Article 258 part 1 (3 to 7 years' imprisonment).

585. Confiscation of property as an additional punishment was applied to 20.6% of convicted persons.
Most often confiscation was applied to instrumentalities of crime (cell phones, weapons and ammunition).
The somewhat limited nature of confiscation and the absence of facts of confiscation of property intended
for TF purposes are due to objective factors, which are analyzed in Core Issue 9.2.

586. According to the information provided by the country, there have been no repeat offences (recidivism)
by persons convicted of terrorist offences and TF. In this regard, the experts conclude that, sanctions
imposed on natural persons for TF offences are generally proportionate, dissuasive and effective.

587. There is no criminal liability of legal persons for TF in accordance with the principles of national law.
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In the case of legal persons, only civil liability is provided for TF, with the only sanction being liquidation
resulting in the confiscation of property.

588. According to the information provided, between 2017 and the first half of 2022, 88 organizations
(foreign jurisdictions) were recognized by courts as extremist at the prosecutors' request. Since 2015, no
organisation has been recognised as a terrorist organisation and accordingly there have been no instances
of liquidation or confiscation of assets. Therefore, it was not possible to draw conclusions about the
effectiveness of sanctions against legal persons.

4.2.5. Alternative measures used where TF conviction is not possible

589. In the course of the CIDA and pre-trial investigations, the prosecution authorities investigate all
aspects of the offenders' unlawful activity for the purpose of their criminal assessment. If it is not possible
to secure a conviction for TF and elements of another offence are established, prosecution for another
unlawful act is pursued. Such offences most often include incitement of religious hatred or discord, terrorist
propaganda or public calls to commit an act of terrorism and others, as well as conventional offences
(possession of weapons, ammunition, theft, etc.). According to the GPO, in the assessed period, about 150
individuals were convicted under alternative articles of the Criminal Code, against whom it was not possible
to prove TF.

590. The strength of the country is a set of preventive measures implemented in order to prevent the
involvement of people in illegal activities and their radicalization. Such measures are implemented on the
basis of the state programs on countering religious extremism and terrorism adopted by the government for
a 5-year period.

591. The state program for 2018-2022 developed by the NSC contains a list of activities aimed at reducing
the number of people who share extremist ideas, increasing the proportion of terrorist and other violent
extremist acts supressed at the stage of preparation, increasing the level of preparedness to deal with the
consequences of terrorist acts in Kazakhstan.

592. The government authorities responsible for implementing the program are the NSC, GPO, State
Protection Service, Foreign Intelligence Service, FMA, ACA, MIA, Ministry of Defence, other ministries
and agencies, as well as executive authorities. The agencies have developed plans for the implementation
of the program and interagency agreements have been concluded on cooperation in its implementation.

593. A wide range of awareness-raising measures are being taken to deradicalize nationals and reduce the
number of persons adhering to destructive radical movements. As a result of the measures taken, more than
7 thousand Kazakh nationals have been deradicalized.

594. The NSC, in cooperation with the MIA, carries out systematic work aimed at the deradicalization of
those convicted of terrorist offences and serving their sentences in the penal institutions. Theological and
rehabilitation organizations, including non-government ones, are involved in this work. A total of about
500 convicts have been deradicalized. Special efforts are made to exclude their negative impact on other
convicts, as well as to prevent the commission of new offences after their release.

595. The NSC and MIA keep special preventive registers of persons who have served their sentences for
terrorist offences and are prone to destructive religious movements, in respect of which a set of preventive
measures is applied.

596. In the assessed period, there were no cases of repeated commission of similar offences by persons
who have served their sentences for terrorist offences, which demonstrates the effectiveness of the measures
taken.

597. In order to identify persons carrying out public terrorist appeal, acting to incite religious, national,
racial hatred or discord, the Internet is constantly monitored and the possibility of blocking the unlawful
content is actively used. In the assessed period, more than 700 thousand links to web resources and materials
containing propaganda of extremism, terrorism and destructive movements were blocked.
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598. For the purpose of reducing the number of Kazakh nationals involved in the ITO activities, Kazakh
authorities implement the "Zhusan" operation to return such persons to the country. A total of 607 persons
were returned to Kazakhstan under this operation, of whom 37 were men, 157 women and 413 children.
All men and 22 women were prosecuted for terrorist offences, including three for TF, in line with the
principle of unavoidability of liability. Regarding repatriated nationals who were not involved in terrorism,
a package of measures was taken for their resocialization and reintegration. The number of Kazakh
nationals involved in the ITO activities decreased twofold.

599. Kazakhstan is a permanent participant in the "Barrier” operation, which, based on risk profiles,
collects and analyzes information on Kazakh nationals who meet such profiles and sends the relevant
information to LEAs and CIS ATC. In the course of the "Barrier" operation, based on the analysis of
financial transactions, 3,719 individuals were identified who transferred money from Kazakhstan to
terrorist activity areas in the amount exceeding USD 15.5 million. Proactive information on 55 individuals
was sent to LEAs and information on 22 individuals was sent by the FMA to competent authorities of
foreign countries.

600. The combination of these and other preventive measures made it possible to stabilize the criminal
situation in the country, reduce the threat of terrorist manifestations, and as a consequence, to some extent
mitigate the TF risks in the assessed period.

Overall conclusion on 10.9

601. The country's authorities clearly understand the threat of international terrorism and the external and
internal factors that contribute to the involvement of citizens in terrorist activities, among which the most
relevant for Kazakhstan is the radicalization of the population through involvement in destructive religious
movements and propaganda of terrorist ideas.

602. Countering terrorism and religious extremism is a priority of state policy integrated into national
policy documents and implemented in a systematic and comprehensive manner both within the country and
through cooperation with international partners.

603. Measures have been taken to coordinate the actions of all actors engaged in the fight against terrorism
and to ensure a high level of cooperation among all government authorities and organizations.

604. TF detection and prosecution is one of the activities of LEAS/SSAs in the field of counter-terrorism.
LEAs and SSAs have the necessary human, material and technical and information and analytical resources.
Operational capabilities of the FIU are actively used for the purposes of identifying TF, and parallel
financial investigations are conducted. National security authorities ensure the proper quality of the CIDA
and pre-trial investigations into TF offences. The results of criminal prosecutions are consistent with the
NRA findings and the country's risk profile.

605. At the same time, the activities of other LEAs engaged in combating terrorist offences should be
intensified.

606. Considerable attention is paid to the training and professional development of staff in the field of
combating terrorism and its financing, and the necessary training and methodological base is in place.

607. The sanctions applied by the courts to natural persons for TF offences are effective, fulfill the function
of private and general prevention, that is, they are dissuasive and generally proportionate, since they are
imposed taking into account the public danger of the act and personal background.

608. At the same time, the information provided did not allow to make a definitive conclusion about the
nature of sanctions in relation to legal persons.

609. In cases where it is impossible to secure a conviction for TF, prosecution for other offences (if any)
is applied.

610. The improvement of the criminal situation in the country, reduction of the terrorist threat level and,
as a consequence, TF risk mitigation is to a certain extent facilitated by a comprehensive system of
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preventive measures implemented purposefully and on an ongoing basis.
611. Kazakhstan is rated as having a substantial level of effectiveness for 10.9.

4.3.  Immediate Outcome 10 (TF preventive measures and financial sanctions)

612. Kazakhstan has demonstrated its ability to implement targeted financial sanctions (TFS) in the context
of the UNSC lists, the national list and, upon request of third countries, to take action to freeze assets
pursuant to UNSCR 1373 and its successor resolutions. The expert assessors base their conclusions on their
own assessment of the various elements of the system, as well as on discussions with the relevant authorities
(FMA, NSC, MFA and General Prosecutor's Office), supervisory authorities and a number of obliged
entities.

613. In 2020-2022, Kazakhstan introduced amendments to national legislative acts aimed at improving the
mechanism of implementation of TF-related TFS in terms of compliance with the "without delay" principle.
Regulations on TFS implementation procedures were approved just before the on-site mission. At the same
time, Kazakhstan has been generally using a proper system for the implementation of TF-related TFS over
the past few years.

4.3.1. Implementation of targeted financial sanctions for TF without delay

614. Kazakhstan implements TFS on the basis of two lists: (a) natural persons and terrorist organizations
designated under UNSCR 1267/1989/2253 and 1988 and (b) natural persons and terrorist organizations
identified and designated by Kazakh authorities (national list generated in compliance with UNSCR 1373).

615. The second list includes , inter alia, natural persons and entities that have been designated at the
request of third countries and have not been prosecuted for terrorism, which is also consistent with the
UNSCR 1373 provisions. The domestic regime of designation in the sanction list includes both terrorist
and extremist activities as grounds.

Generating, updating, disseminating the List and applying TFS without delay

616. Inaccordance with the provisions of the Constitution of the Kazakhstan, international treaties, as well
as other obligations of Kazakhstan (including the UNSC) are an inseparable part of the national legal
system. MFA informs the competent authorities, including the FMA, of any changes in the lists via official
channels. At the same time, in order to ensure the application of TFS without delay, Kazakhstan amended
the AML/CFT Law 2%in 2020 to allow the FMA to receive the relevant UNSC lists directly from the official
UNSC website. Besides that, in 2022, the FMA also amended its internal regulations to ensure that the list
is fully automatically amended upon publication of the UNSC decisions (parsing). In case there are failures
and (or) technical malfunctions in the system of automated information retrieving from the official website
of the UNSC Committees, information on the update (inclusion/exclusion) is also received to the FMA's e-
mail and the e-mail of the head and responsible officer of the FMA structural unit (the mechanism of
information receipt by e-mail was also used before the transition to automatic information receipt from the
UNSC website). At the same time, in accordance with the provisions of FMA Order 5, a responsible FMA
employee is on duty, including on weekends and public holidays (see Criterion 6.4) according to the
schedule approved by the First Deputy Head of FMA. The provisions of the Kazakhstan legislation
regarding the implementation of TFS without delay (in terms of FMA employee on duty) have been applied
since 2016 in accordance with the Order 6 dated 29.01.2016. The information received through the channels
of the Kazakhstan MFA continues to be used, but is an additional source of verification of the already listed
information and application of TFS.

617. The time taken by Kazakhstan to publish updates to the TF-related UN sanction lists is given in Table
10.1.

618. The national list is generated by the responsible FMA officer within a few hours of the receipt of

2 RK Law No. 325-VI dated May 13, 2020 (entered into force on November 15, 2020).
112



information from the Committee on Legal Statistics and Special Accounts and/or GPO, as well as the
request of a competent authority of a foreign country.

619. Thus, Kazakhstan, on average, publishes the lists on its official website and send information to the
obliged entities electronically via the personal account and e-mail within a few hours. Actually, in most
cases, it takes no more than 30 minutes to publish the lists (additions, amendments or removals). The launch
since 2022 of new "Web-SFM" portal on the basis of the FMA and its capabilities allows to generate
notifications sent to the personal account and e-mail addresses of each obliged entity. Besides that, the
FMA has built a system of sending to obliged entities an information message via avail